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It is with great satisfaction that we present Volume 4, Number 1 of the 

Brazilian Journal of Law, Technology and Innovation, opening the fourth 
year of the journal with an issue devoted to the legal consequences of 
technological transformation in contexts of vulnerability, institutional 
uncertainty, and regulatory experimentation. The nine articles gathered 
here move across health data, human-robot interaction, child protection 
online, algorithmic discrimination, adaptive enforcement, freedom of 
expression, hate speech, biometric identification, and tokenized finance. 
Taken together, they reveal a common problem: the need to design legal 
frameworks capable of preserving dignity, autonomy, equality, and 
accountability while technological systems increasingly mediate social, 
economic, and political life. 

Opening the volume, João Alexandre Silva Alves Guimarães and 
Malu Mariana Damasceno Góes examine the legal case for the 
Oncological Right to be Forgotten. Their article addresses a form of 
discrimination that persists beyond clinical recovery: the continued use of 
past cancer-related information in credit and insurance markets. By 
combining constitutional reasoning, comparative analysis, and the ethical 
foundations of privacy, the authors argue that cancer survivorship cannot 
become a permanent civil stigma. The contribution is especially relevant 
because it reframes the right to be forgotten not as an abstract claim to 
erasure, but as an instrument of social reintegration, material equality, and 
the free development of personality. In doing so, the article reminds 
readers that technological memory must remain compatible with human 
recovery. 

The second article, authored by Sthéfano Bruno Santos Divino, André 
de Lima Salgado, Danilo Chagas Clemente, Maria Eduarda Couto Grossi 
and Rafael Bastos Andrade, explores human-robot interaction fostered by 
generative artificial intelligence from the perspective of privacy. The 
study proposes adaptations to the OpenTera framework through the 
integration of conversational modules supported by the ChatGPT API, 
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automatic speech recognition, speech production, and emotional 
interaction interfaces. Its originality lies in the combination of technical 
prototyping with legal threat modeling. By showing that assistive social 
robots may improve interaction while simultaneously exposing users to 
privacy and personal-data risks, the article provides an interdisciplinary 
contribution to robotics, AI governance, and privacy by design. 

In the third contribution, Jessica Fernandes Rocha analyzes age 
assurance mechanisms in digital environments, focusing on their 
technical options, legal limits, and proportionality criteria. Drawing on 
Brazilian regulatory developments, including the Digital Child and 
Adolescent Statute, guidance issued by the National Data Protection 
Authority, and European institutional references, the article maps 
mechanisms such as self-declaration, document verification, biometric 
estimation, behavioral signals, parental controls, and attribute-based 
solutions. Rocha's central claim is that the legitimacy of age assurance 
cannot be measured solely by technical accuracy. It also depends on 
purpose limitation, data minimization, security, inclusion, and 
proportionality. Her analysis offers an essential framework for regulators 
and platforms seeking to protect children without transforming protection 
into excessive surveillance. 

The fourth article, by Wellington José Campos, addresses the legal 
challenges posed by algorithmic racism. The article demonstrates that 
artificial intelligence systems are not neutral infrastructures, since the data 
used to train them may reproduce and amplify racial inequalities already 
embedded in social structures. By engaging with critical data studies, 
legal doctrine, and regulatory frameworks such as the LGPD and the 
GDPR, Campos argues that anti-discriminatory algorithmic justice 
requires more than general commitments to innovation or efficiency. It 
demands transparency, auditability, multisectoral accountability, and 
legal mechanisms capable of identifying and correcting racially disparate 
impacts. The article is a timely contribution to the debate on equality, 
dignity, and fundamental rights in automated decision-making 
environments. 

The fifth article, written by Thiago Cobra, examines responsive 
enforcement in innovation-intensive markets and develops 
proceduralization as a condition of legitimate adaptive governance. The 
article starts from a dilemma familiar to contemporary administrative law: 
sanction-centered regulation may chill innovation and intensify 
adversarial dynamics, while flexible instruments such as responsive 
regulation and regulatory sandboxes may generate opacity, unequal 
treatment, and risks of capture. Cobra argues that the decisive issue is not 
whether regulators should choose rigidity or flexibility, but under what 
procedural conditions discretion can be lawfully exercised. His article 
therefore places reason-giving, transparency, participation, monitoring, 
and reviewable constraints at the center of regulatory legitimacy in 
technology-intensive sectors. 
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In the sixth contribution, Ricardo Manoel de Oliveira Morais revisits 
freedom of expression through the conceptual distinction between 
positive and negative freedom and the contemporary phenomenon of 
digital populism. Mobilizing Isaiah Berlin, John Stuart Mill, Paulo 
Bonavides, and Giuliano da Empoli, the article investigates how intense 
information flows, social media dynamics, and algorithmically amplified 
political communication destabilize classical assumptions about public 
opinion and free debate. Morais does not offer a simplistic solution to the 
problem of anti-democratic speech. Instead, he reconstructs the 
philosophical and legal tension between non-interference and autonomy, 
asking how democratic institutions may respond to expression that uses 
democratic freedoms to erode the very conditions that sustain them. 

The seventh article, by João Victor Rozatti Longhi, continues the 
reflection on democracy and communicational freedom by examining 
hate speech and its role in reverse censorship. Longhi analyzes the 
political uses of the internet, the personalization of public discourse, 
digital populism, fake news, profiling, and informational pollution as 
forces that reshape the deliberative public sphere. The article argues that 
democratic institutions must confront harmful speech and manipulative 
propaganda without collapsing into simplistic regulatory responses. Its 
central contribution lies in showing that freedom of speech, data 
protection, and institutional regulation are now inseparable dimensions of 
informational dignity. In this sense, the article offers an important bridge 
between constitutional theory, platform governance, and contemporary 
democratic resilience. 

In the eighth contribution, Patricia F. Macedo Possamai examines the 
World ID protocol and the offer of financial rewards in exchange for 
biometric data under the Brazilian General Data Protection Law. Through 
a case-study approach, the article asks whether cryptoasset-based 
compensation for iris scans may compromise the validity of consent, 
especially when directed at socioeconomically vulnerable individuals. 
Possamai argues that consent for sensitive personal data must be free, 
informed, specific, and unambiguous, and that monetary inducement may 
interfere with the formation of will in contexts of informational and 
economic asymmetry. Her article powerfully connects digital 
vulnerability, biometric governance, compliance, and the ethical limits of 
data extraction. 

Closing the issue, Victor Hugo Gimenez Gonçalves investigates 
stablecoins, imputation gaps, and the challenges of civil liability in the 
tokenized economy. Focusing on agribusiness financing, the article shows 
how stablecoins may fragment the poles of liability, weaken linear 
causation, and strain classical models based on individual fault or clearly 
identifiable risk-bearers. Through comparative analysis of the European 
Union, the United States, and Brazil, the study proposes an interpretive 
model grounded in layered proportional liability, duties of governance 
and due diligence, and accountability as an autonomous criterion of 
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imputation. The article makes a significant contribution to the legal 
understanding of blockchain-based finance and to the reconstruction of 
civil liability in decentralized infrastructures. 

The Editorial Board expresses its deep gratitude to the authors who 
entrusted us with their research and to the reviewers whose careful, 
anonymous work sustains the quality and credibility of the journal. We 
also thank our advisory council, editorial team, and production 
collaborators for their continued commitment to open access, 
interdisciplinary scholarship, and international dialogue. This issue 
confirms the vocation of the Brazilian Journal of Law, Technology and 
Innovation to serve as a forum for rigorous inquiry into the normative 
transformations produced by digital technologies, especially when those 
transformations affect vulnerable subjects, democratic institutions, and 
the allocation of responsibility in complex systems. 

May this volume contribute to the construction of legal frameworks 
that are not only technically informed, but also ethically grounded, 
institutionally legitimate, and attentive to the human consequences of 
innovation. 
 

 
* * * 



ERASING THE STIGMA: THE LEGAL CASE FOR THE 

ONCOLOGICAL RIGHT TO BE FORGOTTEN 
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Abstract: This paper examines the Right to be Forgotten for Cancer 

Survivors (Oncological Right to be Forgotten) as an indispensable legal 

instrument for promoting human dignity, amidst significant medical 

advancements and rising survival rates. The research is premised on the fact 

that clinical recovery does not automatically eliminate the social and economic 

stigmas associated with the disease, investigating persistent discriminatory 

practices regarding access to credit and insurance. Through a dogmatic, 

constitutional, and comparative approach, the ethical foundations of this right 

are analyzed, with emphasis on European regulatory frameworks that impose 

objective time limits on the use of past health data. It is argued that perpetuating 

the status of "former patient" violates the free development of personality and 

undermines the effectiveness of fundamental rights. The study concludes on the 

necessity of legally recognizing the Oncological Right to be Forgotten as a 

mechanism for full social reintegration, ensuring material equality and effective 

privacy protection for cancer survivors. 

Keywords: Right to be Forgotten; Human Dignity; Cancer Survivors; 

Discrimination. 

 

INTRODUCTION 

 

Conceptual uncertainty continues to surround the notions of cancer 

survivorship and cancer survivor. International bodies such as the World 

Health Organization frame survivorship not merely as the absence of disease 

but as a multidimensional condition involving complete remission, a 

substantially reduced risk of recurrence, and the restoration of functional 

health across physical, developmental, and psychosocial dimensions. In this 

article, that clinical understanding is combined with the epidemiological 

benchmark of five-year cancer prevalence, as employed by the International 

Agency for Research on Cancer, thereby situating survivorship at the 

intersection of medical recovery and population-level assessment.1 

 
* PhD student in Law at the University of Coimbra, Portugal. Email: 

joaoalexgui@hotmail.com / ORCID iD: https://orcid.org/0000-0002-1015-4885  
** Undergraduate student in Biotechnology at the Federal University of Uberlândia, 

Minas Gerais, Brazil. Email: lucasbfolster@gmail.com / ORCID iD: https://orcid.org/0009-

0006-3804-2304  
1 Scocca, Grazia & Françoise Meunier, A Right to Be Forgotten for Cancer Survivors: 

A Legal Development Expected to Reflect the Medical Progress in the Fight Against Cancer, 
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Defining and classifying cancer survivors is not a purely semantic task; it 

constitutes a preliminary legal and policy step toward recognizing a distinct 

group whose interests require protection. This evolution parallels the 

trajectory observed in disability rights, where international and regional legal 

instruments progressively acknowledged functional limitations as grounds 

for enhanced safeguards, promoting inclusion, autonomy, and non-

discrimination. In contrast, cancer survivors have not been consistently 

recognized as a group facing structurally aggravated vulnerability, and 

comprehensive reintegration measures remain uneven across jurisdictions.2 

The growing complexity of contemporary life, intensified by 

technological development and the expansion of informational 

infrastructures, has fundamentally reshaped the conditions under which 

individual privacy and personal autonomy are experienced. Modern societies 

are characterized by unprecedented capacities for data collection, storage, 

and circulation, which expose individuals to forms of vulnerability that 

transcend traditional physical harm and increasingly manifest as 

psychological, reputational, and social injuries. In this environment, privacy 

ceases to be merely a space of isolation and becomes a structural condition 

for personal integrity and self-determination.3 

Empirical evidence demonstrates that survivorship is frequently 

accompanied by persistent challenges, including late treatment effects, 

psychological burdens, employment instability, and discrimination in access 

to financial services such as credit and insurance. These obstacles reveal that 

survivorship is a distinct life phase demanding coordinated medical, social, 

and legal responses. Institutional recognition of cancer survivors as a specific 

category can strengthen survivorship care programs, support inclusive legal 

frameworks, and prevent their marginalization, thereby laying the foundation 

for more robust protection of their rights and social participation.4 

The rapid expansion of digital technologies has fundamentally altered the 

ways in which personal data are gathered and processed. Information that 

individuals provide in the course of everyday interactions—often as a 

prerequisite for accessing goods or services—has become subject to 

widespread and frequently informal collection by organizations. In this 

context, the right to be forgotten emerges as a mechanism aimed at restoring 

 
25 Journal of Cancer Policy 100246 (2020). 

2 Scocca, Grazia & Françoise Meunier, A Right to Be Forgotten for Cancer Survivors: 

A Legal Development Expected to Reflect the Medical Progress in the Fight Against Cancer, 

25 Journal of Cancer Policy 100246 (2020). 
3 Warren, Samuel D. & Louis D. Brandeis, The Right to Privacy, 4 Harv. L. Rev. 193 

(1890). 
4 Scocca, Grazia & Françoise Meunier, A Right to Be Forgotten for Cancer Survivors: 

A Legal Development Expected to Reflect the Medical Progress in the Fight Against Cancer, 

25 Journal of Cancer Policy 100246 (2020). 
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informational equilibrium: once personal data have fulfilled the purpose for 

which they were collected, their continued retention lacks justification. The 

core of this right lies in limiting indefinite data persistence and ensuring that 

personal information does not remain stored or reused beyond what is 

necessary or proportionate.5 

This issue must be understood against the broader anthropological 

premise that sociability is a defining feature of the human condition. Human 

beings evolved as inherently social actors, whose survival and development 

depend on communication, cooperation, and group belonging. Contemporary 

scholarship in evolutionary biology and social psychology emphasizes that 

the capacity to form and sustain social groups constitutes a fundamental 

adaptive trait, enabling both individual achievement and collective success. 

Human nature thus reflects a dual dynamic: individuals are driven by self-

interest yet simultaneously equipped with cognitive and emotional 

mechanisms that promote group cohesion and collective welfare. It is 

precisely within this tension between individual autonomy and social 

interdependence that the protection of personal data—and the possibility of 

limiting its indefinite circulation—acquires normative significance.6 

Within this broader context, cancer survivorship presents a particularly 

revealing case. Advances in oncological medicine have dramatically 

increased survival rates, converting many forms of cancer from fatal 

diagnoses into chronic or curable conditions. However, the social 

consequences of a cancer diagnosis frequently persist long after clinical 

recovery. Individuals who have overcome the disease often continue to be 

treated as permanently “at risk,” facing barriers in access to insurance, credit, 

and other essential financial services. Thus, while medicine may grant 

biological survival, social and economic systems may perpetuate a form of 

civil stigma that outlives the illness itself. 

The central problem addressed in this article can therefore be formulated 

as follows: to what extent does the continued use of past oncological 

information in financial and insurance decision-making constitute a violation 

of human dignity and fundamental rights once medical evidence indicates a 

normalization of risk? 

The article advances the thesis that the indefinite social and economic 

relevance attributed to a prior cancer diagnosis is incompatible with the 

constitutional principle of human dignity and with the right to the free 

development of personality. It argues that, once the mortality risk of cancer 

survivors converges with that of the general population, the continued 

 
5 Matic, Andreea Elena & Valentina Cornea, The Right to Be Forgotten in the Online 

Environment, 18 Acta Universitatis Danubius Juridica 109 (2022). 
6 Matic, Andreea Elena & Valentina Cornea, The Right to Be Forgotten in the Online 

Environment, 18 Acta Universitatis Danubius Juridica 109 (2022). 
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imposition of differentiated conditions amounts to discriminatory treatment 

and to a form of unjustified informational perpetuation. 

 

I.  CANCER, SURVIVORSHIP, AND  

THE TRANSFORMATION OF PROGNOSIS 

 

Currently, the term “cancer” encompasses more than one hundred distinct 

diseases characterized by uncontrolled cellular growth with the capacity to 

invade adjacent tissues and organs.7 The origin of the pathology lies in 

alterations to the genetic structure (DNA), which disrupt precise instructions 

governing cell growth, division, and death.8 Under normal physiological 

conditions, the body maintains an essential balance between cellular death 

rates and the reproduction necessary for tissue renewal.9 However, 

contemporary oncology demonstrates that malignancy is established when 

this system is subverted: abnormal cells not only ignore regulatory signals 

but also acquire the active ability to evade programmed cell death and sustain 

chronic proliferative signaling.10 Thus, when this regulation is disturbed by 

failures in genetic instructions that permit such biological deviations, the 

potential for neoplastic progression becomes consolidated.11 

 Neoplastic cells, although derived from normal lineages, acquire 

properties that fundamentally distinguish them. Firstly, the loss of control 

over the cell cycle and the inhibition of apoptosis lead to uninterrupted 

proliferation, resulting in tumor masses often detectable only at advanced 

stages. However, the most clinically severe characteristic resides in their 

capacity for tissue invasion and systemic dissemination, a process known as 

metastasis. At this stage, the tumor not only infiltrates adjacent tissues but 

also coordinates the formation of its own vascular network to secure 

nutritional supply and facilitate its progression.12 

 The differentiation between cellular masses is determined by the 

 
7 Brazil, Instituto Nacional de Câncer (INCA), O Que É Câncer? (2022), 

https://www.gov.br/inca/pt-br/assuntos/cancer/o-que-e-cancer. 
8 Brazil, Instituto Nacional de Câncer (INCA), Como se Comportam as Células 

Cancerosas? (2022), https://www.gov.br/inca/pt-br/assuntos/cancer/ como-surge-o-

cancer/como-se-comportam-as-celulas-cancerosas. 
9 Brazil, Instituto Nacional de Câncer (INCA), Como se Comportam as Células 

Cancerosas? (2022), https://www.gov.br/inca/pt-br/assuntos/cancer/ como-surge-o-

cancer/como-se-comportam-as-celulas-cancerosas. 
10 Hanahan, Douglas, Hallmarks of Cancer: New Dimensions, 12 Cancer Discovery 31 

(2022).  
11 Brazil, Instituto Nacional de Câncer (INCA), Como se Comportam as Células 

Cancerosas? (2022), https://www.gov.br/inca/pt-br/assuntos/cancer/ como-surge-o-

cancer/como-se-comportam-as-celulas-cancerosas. 
12 Hanahan, Douglas, Hallmarks of Cancer: New Dimensions, 12 Cancer Discovery 31 

(2022). 
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nature of their growth and morphology. While benign tumors remain 

localized and preserve similarities to the tissue of origin, malignant tumors 

exhibit disordered and aggressive architecture. One of the keys to such 

aggressiveness is the activation of mechanisms of replicative immortality, 

such as telomerase enzyme expression, which prevents cellular senescence 

and allows continuous division. Nevertheless, the precise identification of 

these mechanisms of immortality and invasion has enabled the development 

of therapies capable of neutralizing disease aggressiveness, dramatically 

altering the prognosis of patients who previously had no prospects of cure.13  

 Historically, chemotherapy consolidated itself as one of the main 

alternatives for cure, control, and symptom relief in oncological treatment, 

employing cytotoxic drugs that circulate systemically and seek to inhibit 

neoplastic cell proliferation. However, due to the low specificity of this 

method, which indiscriminately affects tissues with high cellular turnover, 

intense and frequent adverse effects are observed. Added to this scenario, 

chemoresistance—whether intrinsic or acquired during treatment in initially 

sensitive tumors—poses significant obstacles that may lead to therapeutic 

failure.14  

 Currently, a transition in oncological practice is observed, driven by 

the rise of targeted therapies and immunotherapy. Unlike classical 

chemotherapy, these approaches focus on specifically neutralizing the 

mechanisms of “evasion” and “immortality” described by modern science, 

enabling more effective treatment with reduced damage to healthy tissues. 

This technological evolution responds to the need for effective strategies 

against a pathology that remains the leading cause of premature death before 

age 70 in many countries. Although projections from the International 

Agency for Research on Cancer (IARC) indicate an increase to 30.2 million 

new cases by 2040, the improvement of systemic therapies has transformed 

this growing volume of diagnoses into an increasingly large contingent of 

long-term survivors.15  

 From a historical perspective, the elevation of human dignity to the 

status of supreme legal value represents a direct response to the crisis of legal 

positivism and to the atrocities perpetrated by totalitarian regimes in the 

twentieth century, which operated within formal legality yet disregarded 

ethics. The post-war period thus marked the emergence of a new 

 
13 Hanahan, Douglas, Hallmarks of Cancer: New Dimensions, 12 Cancer Discovery 31 

(2022). 
14 Prihantono, M. F., Breast Cancer Resistance to Chemotherapy, 70 Annals of Medicine 

& Surgery (2021). Also check: Wilson, T. R., D. B. Longley & P. G. Johnston, 

Chemoresistance in Solid Tumours, 17 Annals of Oncology (2006). 
15 International Agency for Research on Cancer, Cancer Tomorrow (WHO 2023), 

https://gco.iarc.fr/tomorrow/en. 
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constitutionalism and of international human rights law, characterized by the 

rapprochement between law and ethics and by the openness of constitutional 

texts to principles. This paradigm shift rejects the value-neutrality of law, 

demanding that the legal order be not merely a set of formal rules but a system 

materially committed to the protection of the human being.16  

 Philosophically, this hermeneutical turn rescues the conception that 

human beings possess intrinsic and absolute value and must always be treated 

as ends in themselves, never as means or instruments for external purposes. 

Such moral autonomy constitutes the basis of dignity and imposes upon the 

State and society a duty of unconditional respect. Human dignity thus 

consolidates itself as a true constitutional super-principle, endowed with 

maximum normative force, which unifies, centralizes, and confers rationality 

and meaning upon the entire legal order, both domestically and 

internationally.17  

When trivial personal content attains the status of publication and 

occupies spaces that should be reserved for matters of genuine public interest, 

its relative importance may be mistakenly perceived. Triviality, while 

impoverishing critical thought, weakens moral sensitivity and prevents the 

flourishing of elevated ideals and generous impulses. In this scenario, it 

becomes necessary to investigate whether the current legal order provides 

adequate foundations to ensure the protection of individual privacy and, if so, 

to delimit the nature and scope of such protection. 18  

 Recent scientific evidence indicates continuous growth in cancer 

survival rates, such that individuals who have overcome the disease now 

present life expectancy similar to that of people of the same age group and 

comparable sociodemographic characteristics without oncological history. 

Statistics show that the number of cancer survivors grows on average about 

3% per year and that, in 2018, more than 12 million survivors were estimated 

in Europe. The quantitative shift in prognosis is reflected in SEER program 

records, which demonstrate that the five-year relative survival rate for all 

neoplasms increased from 49% in the mid-1970s to 68% today. 19 In tumors 

with high response rates to new therapies, such as breast and prostate cancers, 

five-year survival already exceeds 90%.20 

 
16 Piovesan, Flávia, Direitos Humanos e o Direito Constitucional Internacional (23rd 

ed., SRV 2025). 
17 Piovesan, Flávia, Direitos Humanos e o Direito Constitucional Internacional (23rd 

ed., SRV 2025).. 
18 Warren, Samuel D. & Louis D. Brandeis, The Right to Privacy, 4 Harv. L. Rev. 193 

(1890). 
19 United States, National Cancer Institute, SEER Cancer Stat Facts: Survival (2023), 

https://seer.cancer.gov/statfacts/. 
20 American Cancer Society, Cancer Facts & Figures 2024 (Am. Cancer Soc’y 2024), 

https://www.cancer.org/research/cancer-facts-statistics.html 
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 In Brazil, although challenges related to access persist, the 

strengthening of oncological care networks has contributed to a shift in 

perception, whereby a cancer diagnosis is no longer viewed as an inevitable 

terminal condition but rather as a disease capable of definitive overcoming. 

This trend is corroborated by the global CONCORD-3 study, which indicates 

a consistent increase in net survival rates, including in Brazil, where breast 

cancer survival has reached 83.9%.21  

 This new reality of long-term survivorship, however, poses an ethical 

and legal challenge: stigma often does not receive “medical discharge.” It 

becomes imperative to ensure that the success of medicine in preserving life 

is not nullified by the perpetual social exclusion of the cured individual. If 

medicine seeks to restore the biological limits of life and cellular death, law 

must likewise restore the limits of social memory, ensuring that the stigma 

associated with disease does not enjoy the same form of immortality that 

cancer cells strive to achieve. 

The recognition of the oncological right to be forgotten as an instrument 

for promoting a dignified life, combined with therapeutic advances and 

increasing possibilities of cure, prevents individuals from remaining 

indefinitely bound to a past diagnosis. In a context in which overcoming the 

disease has become increasingly feasible, the perpetuation of the condition of 

being a “sick person” proves incompatible with human dignity and may 

produce restrictive effects on the free development of personality and the full 

exercise of civil rights. 

 

II. THE ONCOLOGICAL RIGHT TO BE FORGOTTEN: 

LEGAL ARCHITECTURE AND COMPARATIVE EVOLUTION 

 

A prior cancer diagnosis frequently functions as a structural barrier to 

accessing financial services such as loans, mortgages, and life insurance. 

Testimonies from survivors indicate recurrent patterns: outright refusals by 

financial institutions, mandatory life insurance as a condition for credit 

approval, and, even when coverage is offered, the imposition of excessive 

premiums or exclusion clauses that undermine the economic viability of the 

contract. Insurers and lenders often justify these practices by invoking the 

uncertainty associated with long-term prognosis and the potential risk of 

relapse. Acting under a precautionary rationale aimed at preserving financial 

solvency, they rely on conservative underwriting models that do not always 

reflect contemporary medical advances. As oncological treatments evolve 

rapidly, risk evaluations frequently continue to be based on outdated 

statistical assumptions, thereby perpetuating disproportionate assessments of 

 
21 Allemani, Claudia et al., Global Surveillance of Trends in Cancer Survival 2000–14 

(CONCORD-3), 391 Lancet 1023 (2018). 
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survivors’ financial reliability.22 

This dynamic intersects with the legal framework governing 

creditworthiness assessments. European mortgage credit regulation requires 

lenders to evaluate a consumer’s capacity to meet contractual obligations on 

the basis of information that is necessary, sufficient, and proportionate. 

However, the absence of harmonized criteria regarding how health history 

should be considered leaves significant discretion to private actors. The 

resulting landscape is marked by fragmented, largely self-regulated practices 

characterized by limited transparency and weak oversight. The practical 

consequence is the exclusion—de jure or de facto—of many cancer survivors 

from life insurance and related financial instruments, making property 

acquisition difficult or unattainable in certain contexts. This situation 

produces what survivors describe as a “double penalty”: beyond overcoming 

the disease, they face enduring socio-economic restrictions that obstruct 

reintegration into ordinary social and professional life. Given the centrality 

of financial stability to post-treatment recovery, further research is necessary 

to examine how such denials contribute to financial stress and to the broader 

challenges experienced by survivors and their families.23 

 Contemporary medicine has profoundly reshaped the ontological 

understanding of cancer. What was once predominantly perceived as a fatal 

condition has, due to advances in early detection and precision therapies, 

come to be regarded in many cases as a chronic or fully curable disease. 

Europe currently counts more than 20 million cancer survivors, forming an 

expanding population group that, despite clinical recovery, frequently 

encounters a paradoxical reality: biological survival is often accompanied by 

civil or financial exclusion. This phenomenon, described in specialized 

literature as “financial toxicity,” manifests in restricted or denied access to 

essential financial products—such as life insurance, housing loans, and 

consumer credit—or in the imposition of disproportionate burdens that fail to 

reflect the effective reduction of medical risk.24 

The oncological right to be forgotten arises as an ethical and normative 

response to the asymmetry between medical progress and the practices 

maintained by financial and insurance sectors. It does not entail erasing 

clinical history for healthcare purposes, but rather establishes legal limits on 

 
22 Scocca, Grazia & Françoise Meunier, A Right to Be Forgotten for Cancer Survivors: 

A Legal Development Expected to Reflect the Medical Progress in the Fight Against Cancer, 

25 Journal of Cancer Policy 100246 (2020). 
23 Scocca, Grazia & Françoise Meunier, A Right to Be Forgotten for Cancer Survivors: 

A Legal Development Expected to Reflect the Medical Progress in the Fight Against Cancer, 

25 Journal of Cancer Policy 100246 (2020). 
24 European Cancer Organisation, Cancer Survivors Have a Right for Their Cancer to 

Be Forgotten by Financial Service Providers, https://www.europeancancer.org/content 

/survivorship-cancer-survivors-have-a-right-to-be-forgotten.html. 
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the use of past oncological data in risk assessment once a scientifically 

justified remission period without relapse has elapsed. Its legal basis rests on 

principles of non-discrimination and full social reintegration, grounded in the 

premise that, once mortality risk converges with that of the general 

population, maintaining differentiated financial burdens constitutes an 

abusive and discriminatory practice.25 

The European trajectory of the oncological right to be forgotten illustrates 

a gradual shift from self-regulatory mechanisms based on voluntary codes of 

conduct toward binding regulatory models characteristic of hard law. Initially 

addressed within the framework of Europe’s Beating Cancer Plan (2021), 

financial discrimination against cancer survivors was acknowledged as a 

barrier to full European citizenship. However, disparities among national 

legal systems exposed the insufficiency of soft coordination, leading to the 

demand for more consistent and enforceable supranational legislative 

intervention.  

France occupies a pioneering role in institutionalizing the oncological 

right to be forgotten. First introduced in 201626 and later structurally reformed 

through the 2022 legislation (Loi n° 2022-270), the French model evolved 

from the AERAS Convention—a tripartite agreement involving the State, 

insurers, and patient organizations—into a legal framework granting 

individuals the right not to declare certain past oncological conditions after 

specific timeframes. Initially set at ten years (or five years for diagnoses 

before adulthood), the system was restructured under the “Loi Lemoine,” 

which reduced the general period to five years and, in certain credit insurance 

contexts, eliminated medical questionnaires altogether, thereby minimizing 

risks of discrimination and involuntary misrepresentation.27 

Belgium followed the French experience by adopting a dynamic model 

grounded in periodically updated scientific evidence. Incorporated into the 

insurance law28 through amendments in 201929 and strengthened in 2022, the 

Belgian framework introduced progressively reduced time limits, 

culminating in a five-year threshold after treatment completion. The system 

further distinguishes itself through reference grids that allow even shorter 

 
25 The Health Policy Partnership, Life After Cancer: Why the “Right to Be Forgotten” 

Matters, https://www.healthpolicypartnership.com/life-after-cancer-why-the-right-to-be-

forgotten-matters/. 
26 France, Loi No. 2016-41 du 26 janvier 2016 relative à la modernisation de notre 

système de santé, Journal officiel de la République française (Jan. 27, 2016). 
27 France, Loi No. 2022-270 du 28 février 2022 pour un accès plus juste, plus simple et 

plus transparent au marché de l’assurance emprunteur, Journal officiel de la République 

française (Mar. 1, 2022). 
28 Belgium, Loi du 4 avril 2014 relative aux assurances, Moniteur belge, Apr. 30, 2014. 
29 Belgium, Loi du 22 avril 2019 modifiant la loi du 4 avril 2014 relative aux assurances 

en ce qui concerne le droit à l’oubli, Moniteur belge, May 7, 2019. 
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periods for cancers with particularly favorable prognoses, subject to regular 

review by the Federal Healthcare Knowledge Centre (KCE). Its scope, 

initially limited to mortgage-related insurance, was later extended to 

guaranteed income insurance covering work incapacity.30 

Luxembourg initially relied on a conventional agreement31 but 

subsequently consolidated the oncological right to be forgotten into primary 

legislation32  in 2025, aligning the regime explicitly with the General Data 

Protection Regulation. The legal framework provides a clear basis not only 

for the lawful processing but also for the mandatory non-processing of health 

data in contractual contexts. The Luxembourg model preserves traditional 

ten- and five-year periods (depending on age at diagnosis), while permitting 

shorter terms through regulatory instruments inspired by the Belgian 

system.33 

The Netherlands has adopted a more sector-specific approach focused on 

regulating medical examinations in insurance underwriting. Although it does 

not formally recognize a right to be forgotten in the French or Belgian sense, 

Dutch regulations impose strict limits on insurers’ investigative powers, 

setting ten- and five-year periods depending on age at diagnosis. A consistent 

political movement, however, seeks to reduce the adult threshold to five years 

to harmonize with emerging European standards.34 

Portugal has embraced a distinctive perspective by framing the 

oncological right to be forgotten primarily within anti-discrimination law 

rather than solely as a data erasure mechanism. The Portuguese regime 

prohibits unfavorable treatment in credit and insurance markets once 

objective time limits have passed—ten years after treatment for adults and 

five years for diagnoses before twenty-one. An innovative feature is the 

automatic nullity of contractual clauses requiring disclosure of such 

information beyond legal limits, providing immediate and objective 

consumer protection and reinforcing substantive equality.35 

Romania integrated the oncological right to be forgotten into patient 

rights legislation, becoming the first Central and Eastern European country 

 
30 Belgium, Loi du 30 octobre 2022 modifiant la loi du 4 avril 2014 relative aux 

assurances en matière de droit à l’oubli, Moniteur belge, Nov. 18, 2022. 
31 Luxembourg, Convention “Droit à l’oubli” (2020). In effect since January 1st, 2020. 

Available at: https://www.aca.lu.  
32 Luxembourg, Loi du 7 décembre 2015 sur le secteur des assurances, Mémorial A – 

Journal officiel du Grand-Duché de Luxembourg (Dec. 11, 2015). 
33 Luxembourg, Loi du 6 février 2025 modifiant la loi du 7 décembre 2015 sur le secteur 

des assurances, Journal officiel du Grand-Duché de Luxembourg (Feb. 7, 2025). 
34 Netherlands, Besluit van 2 november 2020, Staatsblad No. 453 (2020). 
35 Portugal, Lei No. 75/2021, de 18 de novembro, Diário da República No. 224 (Nov. 

18, 2021). 
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to do so. 36 Its legal framework establishes a seven-year period for adult 

diagnoses and five years for pediatric cases and imposes a duty on insurance 

distributors to clearly inform consumers of this right, directly addressing 

informational asymmetries in contractual relations.37 

Spain adopted a swift legislative response in 2023, amending insurance 

contract law through an emergency decree.38 It introduced a uniform five-

year period after radical treatment without recurrence and declared null any 

contractual clauses that disadvantage insured persons based on past cancer 

diagnoses beyond this period. The reform also recognizes the policyholder’s 

right to silence and prohibits insurers from considering such data even if 

obtained indirectly.39 

Italy enacted one of the most comprehensive European frameworks in 

2023, extending the oncological right to be forgotten beyond financial 

services to adoption procedures, public competitions, and labor market 

participation. While maintaining general ten- and five-year limits, the Italian 

approach reflects a transversal strategy aimed at combating stigma and 

promoting full social reintegration.40 

Slovenia joined this group in 2024 by guaranteeing equal access to 

insurance and credit, setting a general seven-year period and five years for 

diagnoses before age twenty-one, while allowing shorter disease-specific 

timeframes based on prognosis.41 

Beyond these established regimes, several countries are in advanced 

stages of transition. Ireland is prioritizing legislative reform to ensure 

mortgage insurance access five years post-treatment.42 Greece is moving 

from sectoral codes toward binding legislation,43 while Malta has launched 

public consultations proposing timeframes between five and ten years. 44 

 
36 Romania, Legea No. 46 din 21 ianuarie 2003 privind drepturile pacientului, Monitorul 

Oficial al României (2003). 
37 Romania, Legea No. 293 din 3 noiembrie 2022 privind prevenirea și combaterea 

cancerului, Monitorul Oficial al României (2022). 
38 Spain, Ley 50/1980, de 8 de octubre, de Contrato de Seguro, Boletín Oficial del Estado 

No. 250 (Oct. 17, 1980). 
39 Spain, Real Decreto-ley 5/2023, de 28 de junio, Boletín Oficial del Estado No. 154 

(June 29, 2023). 
40 Italy, Legge 7 dicembre 2023, n. 193, Gazzetta Ufficiale della Repubblica Italiana No. 

294 (Dec. 18, 2023). 
41 Slovenia, Zakon o pravici oseb po prebolelem raku do enakega dostopa do 

zavarovalnih in kreditnih produktov, Official Gazette of the Republic of Slovenia No. 102/24 

(2024). 
42 Ireland, Central Bank (Amend.) Bill 2025. Available at: https://www.oireachtas.ie. 
43 Greece, Hellenic Cancer Federation (ELLOK), Proposals for the Adoption of the 

Right to Be Forgotten for Cancer Survivors in the Insurance Sector (2024–2025), 

https://ellok.org. 
44 Malta, Public Consultation on the Introduction of the Right to Be Forgotten for Cancer 
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Outside Europe, the United States does not recognize a federal 

oncological right to be forgotten. Existing protection focuses on genetic 

discrimination under GINA, which excludes life insurance and does not cover 

individuals with prior diagnoses. The American system thus remains rooted 

in actuarial freedom.45 

Australia, although prohibiting disability discrimination, allows insurers 

to differentiate treatment if justified by reasonable actuarial or statistical data, 

maintaining a risk-based logic that contrasts with the European solidarity-

oriented model.46 

Brazil presents an intermediate position. While it possesses a robust 

constitutional and statutory framework grounded in human dignity and anti-

discrimination—particularly through the Statute of the Person with Cancer—

it lacks a specific regime establishing objective temporal limits. Legislative 

initiatives seek to address discriminatory insurance practices,47 but the 

country has yet to consolidate a formal oncological right to be forgotten. 48 

Comparative analysis reveals distinct normative choices. European 

systems increasingly prioritize human dignity, solidarity, and reintegration, 

curbing purely actuarial logic. In contrast, Anglo-American models preserve 

statistical risk assessment as the organizing principle. Brazil, while 

normatively aligned with dignity-based reasoning, remains in a transitional 

phase, potentially moving toward a time-based model through anti-

discrimination pathways. 

 

III. HUMAN DIGNITY, PERSONALITY RIGHTS, AND THE CONSTITUTIONAL 

FOUNDATIONS OF THE ONCOLOGICAL RIGHT TO BE FORGOTTEN 

 

From a strictly technical standpoint, legal personality refers to the 

capacity to act as a subject within legal relationships, functioning as an 

autonomous center of rights and duties. In this doctrinal sense, the legal 

concept of personhood does not necessarily coincide with the biological 

notion of the human being, since legal systems attribute personality to 

collective entities lacking physical human existence—such as associations, 

corporations, and foundations—granting them the ability to hold rights and 

 
Survivors (2025), https://meae.gov.mt. 

45 United States, Genetic Information Nondiscrimination Act of 2008, Pub. L. No. 110-

233, 122 Stat. 881. 
46 Australia, Disability Discrimination Act 1992 (Cth). Available at: 

https://www.legislation.gov.au.  
47 Brazil, Projeto de Lei No. 4007/2019, Câmara dos Deputados, https://www. 

camara.leg.br/proposicoesWeb/fichadetramitacao?idProposicao=2323050. 
48 Brazil, Lei No. 14.238, de 19 de novembro de 2021, Diário Oficial da União (Nov. 

22, 2021), https://www.planalto.gov.br.  
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obligations.49 

It is therefore evident that the technical category of legal subjectivity is 

not confined to human materiality. Nevertheless, considering that law is 

teleologically oriented toward the regulation of social life and exists 

hominum causa—for and because of the human being—it follows as a logical 

imperative that human beings remain the primary addressees of legal 

personality. The recognition of human subjectivity thus constitutes a 

structural and logical precondition for the very existence and validity of the 

legal phenomenon. 50 

Human dignity, recognized as a foundational principle of the Brazilian 

legal order—particularly within the framework of fundamental rights—

requires that individuals be understood as ends in themselves and as the 

ultimate reason for the existence of the legal system. This principle imposes 

upon both the State and private actors the obligation to fully respect the 

human condition, prohibiting practices that degrade or instrumentalize 

individuals. It operates as a central axiological vector guiding the 

interpretation and application of the entire legal order.51 

In this perspective, human dignity functions as a unifying constitutional 

reference for the set of fundamental rights inherent to the human condition, 

understood as guarantees aimed at ensuring a minimum existential standard 

and protecting individuals from avoidable social suffering. The principle thus 

projects itself across the various dimensions of social life, serving as a 

normative parameter for safeguarding physical, psychological, moral, and 

social integrity. 52 

The protection of dignity presupposes that every human being, solely by 

virtue of being human and regardless of any other circumstance, is entitled to 

rights that must be recognized and respected by both public authorities and 

private actors. Under this principle, individuals can never be reduced to 

objects or mere instruments, as such treatment would negate their humanity 

and contradict the constitutional order.53 

Although constitutional structure may not immediately reveal it, the 

fundamental nature of social rights is undeniable, as they are rooted in the 

principle of human dignity. Unlike classical individual liberties—which 

 
49 Pinto, Carlos Alberto da Mota, António Pinto Monteiro & Paulo Mota Pinto, Teoria 

Geral do Direito Civil (Gestlegal 2020). 
50 Pinto, Carlos Alberto da Mota, António Pinto Monteiro & Paulo Mota Pinto, Teoria 

Geral do Direito Civil (Gestlegal 2020). 
51 DANTAS, Paulo Roberto de Figueiredo. Curso de Direito Constitucional - 8ª Ed - 

2025. 8. ed. Cotia: Foco, 2025. 
52 DANTAS, Paulo Roberto de Figueiredo. Curso de Direito Constitucional - 8ª Ed - 

2025. 8. ed. Cotia: Foco, 2025. 
53 DANTAS, Paulo Roberto de Figueiredo. Curso de Direito Constitucional - 8ª Ed - 
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primarily demand state abstention—social rights require positive state action 

to ensure social well-being. Historically, this prestational dimension led to 

the mistaken view that such rights were merely programmatic or of reduced 

normativity, often subordinated to first-generation rights under arguments of 

resource scarcity. However, this reductionist understanding cannot withstand 

the imperative of guaranteeing a minimum existential core.54 

Across Europe, the population of individuals living beyond a cancer 

diagnosis continues to expand steadily, reflecting both demographic and 

therapeutic advances. This growing group of long-term survivors — many 

with life expectancies comparable to the general population — underscores 

the need for public policies that extend beyond clinical care and address 

broader social and economic reintegration. Survivors frequently encounter 

obstacles in accessing financial services and insurance, revealing that the end 

of treatment does not necessarily mark the end of vulnerability. Long-term 

psychosocial support is therefore as essential as medical follow-up. 

Moreover, once recovery is achieved and a substantial period has passed 

without recurrence, the continued relevance of past medical history risks 

functioning as a social stigma, amounting to a disproportionate intrusion into 

private life and undermining the principle that former patients should enjoy 

the same rights and opportunities as other citizens.55 

Legislative responses in several countries have sought to address these 

concerns through comparable frameworks, yet the absence of a harmonized 

European norm codifying the right to be forgotten remains a significant gap. 

Establishing common standards at the EU level would promote coherence in 

national approaches, particularly regarding the timeframes after which past 

oncological data should no longer be considered. Current regimes generally 

rely on five- or ten-year periods, with adjustments for specific prognostic 

profiles, but continued scientific progress may justify further reductions as 

survival rates improve and recurrence risks decline. The effectiveness of such 

legal innovations depends on ongoing advances in cancer research, alongside 

contributions from the social sciences aimed at identifying and eliminating 

residual forms of discrimination, including in areas beyond finance. Despite 

notable legal progress, the objective of shielding survivors from a “double 

burden”—first as patients, then as socially penalized individuals—remains 

incomplete. Ultimately, cancer survivors should not be constrained in their 

fundamental rights or life prospects by past illness, but instead be enabled to 

determine freely whether to disclose their medical history, while financial 

 
54 Soares, Ricardo Maurício Freire, O Princípio Constitucional da Dignidade da Pessoa 

Humana (2d ed., Saraiva Jur 2024).  
55 Napoletano, Gabriele et al., Right to Be Forgotten: European Instruments to Protect 

the Rights of Cancer Survivors, 95 Acta Biomedica Scientia 1 (2024), 

https://doi.org/10.23750/abm.v95i3.15877. 
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and insurance sectors recognize this expanding, healthy population as fully 

legitimate participants in economic life.56 

The positivization of this sphere of ethical intangibility establishes 

dignity not as an abstract formula, but as a superior, unconditional, and 

inalienable norm forming the foundation of collective legitimacy. From this 

standpoint, the human being is not conceived as an isolated individual or a 

mere fragment of a mass, but as a person endowed with intrinsic value and 

destined for free development. This subject exists within diverse communal 

and political relationships, and respect for this condition is an indispensable 

prerequisite for self-determination and responsible social coexistence.57 

Human dignity therefore operates as a genuine super-principle that 

centralizes and unifies the entire legal system, conferring coherence and 

meaning upon it. By affirming that human beings are ends in themselves—

never means—this principle responds to historical arbitrariness and guides 

contemporary constitutionalism. It functions as the supreme directive 

permeating both the creation of abstract norms and decision-making in 

concrete cases, ensuring that the protection of humanity remains the 

unshakable foundation of the democratic rule of law.58 

The realization of human dignity is inseparable from the conjunction of 

freedom and substantive equality. Neglect of social rights fosters exclusion 

and violence, ultimately undermining classical individual freedoms 

themselves. Prestational rights are therefore not merely complementary but 

essential for transforming formal citizenship into real participation in socio-

economic life, a condition indispensable for ensuring a dignified existence 

and the pursuit of justice. 59 

In light of these premises, the growing population of cancer survivors 

must be guaranteed the possibility of full reintegration into ordinary social 

life, under conditions equivalent to those of individuals of the same age group 

without an oncological history. Yet the effective reconstruction of adequate 

quality of life remains a frequently neglected dimension. In various European 

contexts, survivors encounter significant barriers to social inclusion, 

particularly regarding access to financial services such as housing credit, 

loans, and life insurance.60 

Legal frameworks establish that, in the context of these financial 
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instruments, the period after which insurers are prohibited from collecting 

medical information related to a past oncological diagnosis cannot exceed ten 

years following treatment completion, reduced to five years when diagnosis 

occurred before adulthood. Moreover, exceptional rules apply to cancers with 

especially favorable prognoses, for which even shorter timeframes may be 

set for the exercise of the right to be forgotten.61 

Although recent European initiatives represent progress in addressing 

financial discrimination against cancer survivors, current proposals remain 

inadequate, particularly regarding the duration after which a past diagnosis 

should cease to have legal relevance. Timeframes extending to ten or even 

fifteen years after treatment completion do not align with contemporary 

clinical evidence. Moreover, reliance on directives places the burden of 

implementation on individual Member States, resulting in uneven protection 

and legal fragmentation. A regulation, by contrast, would ensure immediate 

and harmonized applicability across the Union, more clearly establishing the 

unlawfulness of discriminatory financial practices. Ongoing consultations at 

the European level, including discussions on a common code of conduct, 

reveal tension between financial sector caution and the position of medical 

experts and patient advocates, who support an evidence-based five-year limit 

following treatment without relapse. High-level political engagement, such 

as recent European conferences and advocacy campaigns, has reinforced calls 

for a unified legal framework, enhanced parliamentary cooperation, and 

stronger European solidarity to ensure consistent protection for survivors 

regardless of national jurisdiction.62 

Policymakers are therefore urged to prioritize the establishment of an EU-

wide legal regime in forthcoming legislative cycles, drawing upon the 

practical experience of countries where the right to be forgotten is already in 

force. Empirical evidence, particularly from France, suggests that 

implementing such measures does not jeopardize the financial stability of 

insurers. Clinical and epidemiological data indicate that a five-year period 

after treatment completion, in the absence of recurrence, constitutes a 

scientifically justified threshold for limiting the use of oncological history in 

financial decision-making. The right to be forgotten should thus be 

understood not as a gesture of compassion but as a matter of evidence-based 

regulation and legal justice. Individuals who have been declared cured and 

whose risk profiles align with the general population should not continue to 

face penalties tied to past illness. Failure to recognize this right risks 
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undermining the social, professional, and personal reintegration of survivors, 

whereas its legal consolidation across Europe would affirm equality, dignity, 

and the principle that recovery must not be followed by enduring 

discrimination.63 

The right to the free development of personality, often regarded as a 

constitutional principle, manifests itself through the recognition of numerous 

subjective rights. However, it has also served as the foundation for the 

continuous emergence of new sub-rights, whose scope varies according to 

the many conceivable forms of exercising individual autonomy. The core 

difficulty lies in the tendency to equate personality development with mere 

self-determination, when in fact these notions correspond to distinct and 

irreducible dimensions of human experience.64 

Human dignity presupposes the existence of a protected sphere of privacy 

within which individuals may live freely and without disturbance, shielded 

from external curiosity—whether from private actors, public authorities, or 

the media. The right to privacy thus functions as a limit on undue interference 

in personal life and ultimately translates into the right to be left undisturbed 

in one’s intimate sphere.65 

Privacy protection must be understood as the general rule rather than the 

exception, both because it constitutes a personality right and because it is 

enshrined as a fundamental right at constitutional level. Restrictions on this 

right are only admissible where justified by a public interest of exceptional 

relevance, such that its preservation would otherwise cause serious and 

concrete harm to the community. 66 

The right to oncological oblivion represents a core ethical principle aimed 

at securing equal treatment between cancer survivors and individuals without 

a history of disease. Even after recovery, a cancer diagnosis often continues 

to generate stigma and implicit moral judgment, placing survivors under an 

unjust burden unrelated to personal responsibility. This situation produces 

frustration and weakens trust in social institutions, which must respond to 

these inequities. As cancer incidence rises due to population aging, 

environmental factors, and lifestyle changes, failure to act will increase the 

number of individuals exposed to discrimination. Recognizing the right to be 

forgotten in oncology is therefore both a legal and social necessity, promoting 

inclusivity, empathy, and equal respect, and ensuring that a person’s medical 
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past does not define their future opportunities.67 

Ethical bodies stress that implementing this right requires careful 

regulatory structuring. Clear definitions of oncological conditions are 

essential because different cancers involve distinct prognoses and remission 

periods. Uniform time limits applied indiscriminately could disadvantage 

individuals with less aggressive diseases and shorter recovery timelines. 

Continuous review of scientific evidence and epidemiological data, 

supported by specialized advisory bodies, is therefore crucial. Discrimination 

also extends beyond financial services to employment, childhood 

survivorship, and adoption contexts. Public awareness initiatives should 

inform all individuals with a cancer history, particularly those diagnosed in 

childhood, about the consequences of disclosing sensitive health data. These 

measures would enhance legislative effectiveness and ensure comprehensive 

protection against the social impacts of cancer-related stigma.68 

Understanding the right to be forgotten as a personal right is therefore 

essential. Since the late nineteenth century, personal rights have been 

conceived as the category encompassing prerogatives inherent to the 

individual, including the right to life, protection against aggression, and 

autonomy in self-determination. In parallel legal traditions, this category also 

includes the right to preserve social reputation and to enjoy civil rights fully, 

and may extend, in certain contexts, to political rights. 69 

Requests for deletion or erasure of personal data are often grounded in 

the absence of a legitimate legal basis for processing, typically related to the 

lack or withdrawal of consent or to the loss of necessity for the original 

purpose of collection. In such cases, the burden of demonstrating lawfulness 

lies with the data controller, who must ensure legal compliance at all times. 

Under the principle of accountability, controllers must be capable of proving 

the existence of a valid legal basis, failing which they are obliged to cease 

processing activities.70 

The recognition of the oncological right to be forgotten is therefore 

indispensable to safeguard the free development of personality, preventing 

individuals from having their social identity permanently defined by a past 

medical condition. It enables those who have overcome disease to participate 
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fully in social life under conditions of equality, with effective access to 

fundamental rights such as property acquisition, family life, and privacy, 

without their clinical history functioning as a source of stigma or exclusion. 

 

CONCLUSION 

 

The transformation of cancer from a predominantly fatal diagnosis into a 

condition compatible with long-term survival exposes a structural mismatch 

between medical knowledge and legal-economic practices. While science has 

redefined prognosis, many regulatory and market frameworks continue to 

operate on outdated assumptions of permanent risk. This dissonance produces 

a form of post-clinical exclusion in which survivors remain socially and 

economically marked by a condition that medicine has already overcome. In 

such a context, the continued use of past oncological data without temporal 

limits constitutes not a neutral actuarial practice, but a mechanism of 

structural discrimination incompatible with contemporary standards of 

fundamental rights protection.  

Human dignity, as the axiological foundation of constitutional orders, 

prohibits reducing individuals to a past biological event and demands 

recognition of the person as a self-determining subject capable of social 

reintegration. When survivors are indefinitely treated as “former patients,” 

their identity becomes juridically frozen, impairing the free development of 

personality and undermining substantive equality. The oncological right to 

be forgotten emerges, therefore, not as a symbolic or compassionate 

concession, but as a normative requirement derived from dignity, privacy, 

and non-discrimination. It restores the temporal dimension of legal memory, 

ensuring that medical recovery is not neutralized by permanent informational 

stigma.  

Comparative experience demonstrates that legal systems capable of 

aligning insurance and credit practices with updated clinical evidence do not 

compromise financial stability. Instead, they correct distortions produced by 

risk models detached from scientific reality. The persistence of resistance 

grounded in precautionary economic reasoning reveals an underlying 

prioritization of statistical abstraction over the concrete person. A rights-

based legal framework rebalances this equation by recognizing that actuarial 

logic cannot operate in isolation from constitutional principles. Where 

mortality risk converges with that of the general population, differentiated 

treatment loses its rational and ethical justification.  

The absence of clear and binding regulation leaves survivors dependent 

on fragmented, opaque, and frequently self-regulated practices that erode 

legal certainty and perpetuate inequality. Establishing objective temporal 

thresholds for the use of oncological history is thus essential to prevent 
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arbitrary or disproportionate decision-making. Such limits do not erase 

medical truth; they delineate the legitimate scope of its social relevance. By 

doing so, the law affirms that recovery must produce not only biological 

survival, but also full civic rehabilitation.  

The oncological right to be forgotten is therefore an essential juridical 

instrument for translating therapeutic progress into effective citizenship. It 

embodies the ethical commitment that victory over disease cannot be 

followed by lifelong civil penalty. Safeguarding this right ensures that 

survivors are not perpetually defined by vulnerability, but recognized as 

equal participants in social, economic, and family life. In this sense, the right 

to be forgotten in oncology is not peripheral to human dignity; it is one of its 

contemporary expressions, indispensable to a legal order that seeks coherence 

between scientific reality, social justice, and the constitutional protection of 

the person. 
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Intelligence, new research and projects in SARs are being developed. The 

OpenTera framework currently does not encompass the potential of these 

technologies to facilitate SARs' development. Additionally, it does not include 

specific conversation modules, which are essential for the robot's social 

functions. The objective of this study is to make adaptations to the OpenTera 

framework to incorporate the benefits of using the ChatGPT API in SARs' 

development. We also take into analysis the privacy threat involved in the 

design of such a prototype. The study and development were carried out by a 

mobile application in Flutter, using libraries for automatic speech recognition 

and speech production, which communicates with the ChatGPT API to respond 

to user queries. The study's results led to the development of a new module for 

adapting the OpenTera framework. Considering the results, the new module can 

be added to the framework, making it more adequate, with an integrated SARs 

module powered by generative artificial intelligence. This is an interdisciplinary 

and original study between Law and Computer Science, in which the results 

show that privacy and personal data are vulnerable to the use of new 
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INTRODUCTION 

 

The definition of Social Assistive Robots (SARs) proposed by Feil-Seifer 

and Mataric (2005) involves the intersection of Assistive Robotics (AR) and 

Social Interactive Robotics (SIR). In this context, AR refers to robots 

providing assistance or support to human users, while SIR pertains to robots 

interacting with users. Based on the definition presented by Feil-Seifer and 

Mataric (2005), we understand that the goal of SAR is to assist human users 

through social interaction, similar to assistive robotics. However, SAR 

distinguishes itself from SIR by having a more specific focus on social 

interaction. While in SIR, the robot aims to develop close and effective 

interactions with humans for the intrinsic value of the interaction itself, in 

SAR, the robot seeks to create close and effective interactions with a human 

user to offer assistance and promote measurable progress in areas such as 

recovery, rehabilitation, learning, etc 

OpenTera is a microservices architecture framework developed to enable 

software and robotics engineers to prototype and deploy Human-Internet of 

Things (H-IoT) applications without starting from scratch each time. This 

comprehensive solution employs a series of independent modules for tasks 

such as data and session management, telemedicine, daily assistive 

tasks/actions, devices, and intelligent environments, all connected through 

the framework (Panchea et al., 2022).  

Following advancements in Generative Artificial Intelligence (AI) 

studies and the release of ChatGPT, major companies have begun investing 

in studies and tools in this area. Google introduced Bard, a chatbot capable 

of responding to user queries (Collins, 2023). Microsoft, in collaboration with 

OpenAI, launched Bing Chat, which utilizes ChatGPT and can also respond 

to questions (Microsoft, 2023b). Additionally, there are generative image 

systems based on descriptions, such as Dall-E 2 and Midjourney (OpenAi, 

2023b; Midjourney, 2023). It is crucial to note that, besides the mentioned 

examples, numerous other generative AIs have been released, and many 

studies and projects are ongoing in this field. With the rapid pace of 

innovation, new AIs will likely be launched soon, providing even broader 

capabilities and opportunities across various sectors.  

Despite the benefits offered by generative AI, OpenTera currently does 

not encompass the potential of these technologies to facilitate the 

development of SARs. Furthermore, OpenTera does not include specific 

modules for conversation and emotion design, which are essential for social 

functions in human-robot interaction (Bartneck et al., 2020). In this context, 

this study aims to make adaptations to the OpenTera framework to 
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incorporate the benefits of using the ChatGPT API in SAR development. 

Additionally, we take over a privacy evaluation employing threat modeling 

and legal discussions. This study aims to enhance the quality of SAR by 

developing new technologies for the rapid prototyping of robots at the same 

time that we take privacy by design. To achieve this, the following specific 

goals are proposed: 

Develop a listening module for OpenTera in mobile development 

technology that can transcribe environmental speech into strings. Implement 

a module connecting to the ChatGPT API to send the transcribed string 

sequences.  

a) Integrate a module querying the ChatGPT API to receive 

responses to prompts containing transcribed string sequences.  

b) Construct a speech module that can transform ChatGPT responses 

into audio for the robot to articulate. 

c) Design an animated GIF display module capable of representing 

emotions during the robot's listening and speech. Considering the 

market entry of the technologies employed in this work, our 

objectives have a predominantly technological focus, aiming to 

explore possibilities for mobile development for low-cost, rapid 

prototyping of SARs, to support future research in the field 

requiring such prototyping. 

 

I.  LITERATURE REVIEW 

 

In this review, previous studies on topics addressed in this work will be 

presented, including automatic speech recognition, speech production, 

emotions in interaction, and generative artificial intelligence. It aims to 

provide an overview of the current state of knowledge on these subjects, 

identifying key theories to establish a solid foundation for the development 

of the present study, etc.  

 

A.  Automatic speech recognition 

 

Speech recognition, also known as automatic speech recognition (ASR), 

computer speech recognition, or speech-to-text conversion, is a feature that 

enables a program to process human speech into written format (IBM, 2023). 

According to Aldarmaki et al. (2022, p. 3), automatic speech recognition 

is defined as follows 

It is the process of automatically identifying patterns in a speech 

waveform. Patterns that can be detected from speech include the 

speaker's identity, language, emotion, and the textual transcription of 

the spoken utterance. The latter is generally what is sought in ASR. 
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In traditional ASR, as explained by Aldarmaki et al. (2022), models 

consist of three main components: an acoustic model, a pronunciation 

dictionary, and a language model. The acoustic model calculates the 

probability of acoustic units, such as phonemes, the smallest recognizable 

unit of speech, which can be modeled using Gaussian Mixture Models 

(GMMs) and Hidden Markov Models (HMMs). The language model 

calculates the probability of a sequence of words. The pronunciation 

dictionary is used to map the sequence of phonemes to words, generated from 

the combination of the two models.  

Aldarmaki et al. (2022) further explain that in modern ASR, systems for 

recognition are end-to-end. Decoder-encoder architectures, the use of 

Convolutional Neural Networks (CNNs), and Recurrent Neural Networks 

(RNNs) are employed to process input audio and generate a sequence of 

characters as output.  

To work with automatic speech recognition in Flutter, various libraries 

are available. The azure_speech_recognition_null_safety library, 

implementing Azure Cognitive Speech Recognition for Flutter, allows users 

to utilize Azure's resources for speech recognition and transcription to text. 

Its documentation can be found in the public repository of Bregant (2020). 

The google_speech library implements the Google Speech-to-Text API 

plugin for the same purpose, available in the Junghans repository (2021). 

Flutter itself also provides a native speech-to-text feature, maintained by the 

community and documented in Software (2021). Various other libraries can 

be found on the official Dart package manager for Flutter, Google (2017).  

The library chosen for the development of this work was speech-to-text 

for several reasons. In addition to supporting multiple languages, the 

developer considers it simple and easy to implement. It is perceived as 

requiring no additional configuration, enabling real-time speech 

transcription. Other libraries may require additional configurations, such as 

creating a Google and Microsoft account to obtain API keys, which could 

incur additional costs if transcription limits are exceeded (Google, 2023b; 

Microsoft, 2023c).  

Flutter's native speech-to-text library is used for voice recognition 

through the device's microphone, converting the captured speech audio into 

text (Software, 2021).  

In the developed application, three methods from the SpeechToText class 

in the library were used. The first method, initialize(), initializes the voice 

recognition service and returns true if the initialization is successful and false 

if any issues occur. The second method, listen(), initializes the listening mode 

and allows converting each recognized word into text. Finally, the stop() 

method interrupts listening if it is active (Software, 2021). 
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B.  Speech production 

 

As defined by Ning et al. (2019), speech production, also known as text-

to-speech, is a technology that involves various areas such as acoustics, 

linguistics, digital signal processing, and statistics, with the primary goal of 

converting text input into speech. 

End-to-end neural Text-to-Speech (TTS) models typically first convert 

text into acoustic features (e.g., mel spectrograms) and then transform 

the mel spectrograms into audio samples (REN et al., 2019). 

It is possible to work with speech production in Flutter using one of the 

libraries available on the official Google packages website (2017). There, a 

variety of options can be found that allow transforming any text into speech 

audio. For example, flutter_azure_tts implements the Microsoft Azure 

Cognitive Text-To-Speech API plugin, enabling the transformation of text 

into synthesized human speech in various languages (Fel, 2021). On the other 

hand, flutter_tts utilizes the device's resources to achieve the same result 

(Lutton, 2018).  

For the development of this work, flutter_tts was chosen for the same 

reasons as the selection of speech_to_text. In addition to being robust and 

capable of producing speech in various languages, it is easy to implement 

according to the developer of this work. On the contrary, flutter_azure_tts 

may require additional configurations, such as the need to create a Microsoft 

account and obtain API keys for usage. Moreover, flutter_azure_tts may incur 

additional costs beyond a production limit (Microsoft, 2023c).  

The flutter_tts library performs the reverse path of the speech-to-text 

library, i.e., it is used to transform any text into speech. This library also has 

several classes and methods to achieve the main goal (Lutton, 2018).  

For development, three methods of the FlutterTts class were used. The 

first method is setLanguage(), used to set the language in which the words 

will be spoken. In this case, the language 'pt-BR,' representing Brazilian 

Portuguese, is passed as a parameter to the method. The second method is 

speak(), which is used to play the text as speech, expecting the text to be 

played as a parameter. Finally, the setCompletionHandler() method expects 

a callback function as a parameter. Its purpose is to call this function after the 

completion of the speak() method. In other words, the callback function is 

not called until the entire text is played (Lutton, 2018). 

 

C.  Emotions in interaction 

  

Bartneck et al. (2020, p. 118) explain that in human-robot interactions, 

emotions are considered an important communication channel. In this sense, 
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even if a robot has not been primarily designed to express emotions, people 

still tend to interpret them as if they were driven by emotional states. 

According to Bartneck et al. (2020, p. 120), "Typically, people design robots 

that convey emotions through facial expressions. The most common 

approach here is to mimic how people demonstrate emotions." In a human-

robot interaction involving emotions, user satisfaction increases according to 

Dohsaka et al. (2014), as cited by Chaves and Gerosa (2021, p. 28), where:  

[...] proposed a chatbot that uses empathetic and self-directed emotional 

expressions to keep users engaged in a questionnaire-style dialogue. 

The research results revealed that empathetic expressions significantly 

improved user satisfaction. Furthermore, empathetic expressions also 

enhanced user ratings of peer agents in terms of intimacy, compassion, 

kindness, and encouragement. 

Even though they are simplified emotions, animated gifs can effectively 

convey them. They translate into a visual language that can be easily 

understood and interpreted by those interacting with them. For example, an 

animated gif of a person smiling conveys joy and happiness, while a gif of 

someone frowning and appearing concerned may evoke a sense of anxiety or 

tension. Moreover, the repetitive nature of animated gifs allows emotions to 

be prolonged and emphasized. By repeating a facial expression several times, 

gifs can create a sense of emotional intensity, reinforcing the emotional 

message conveyed (Yang; Zhang; Luo, 2019).  

Two animated gifs were chosen to simulate the functioning of the 

developed application throughout the work, both in the listening (speech-to-

text) and speaking (text-to-speech) modes.  

In the listening mode, the gif is represented by two eyes, symbolizing the 

application's attention to the person speaking (Robotics, 2021). Additionally, 

these eyes can convey emotions such as curiosity, interest, or empathy, 

reinforcing the application's ability to emotionally connect with the user. On 

the other hand, the gif in the speaking mode is represented by an emoji of a 

moving mouth, as if speaking, demonstrating various types of emotions such 

as joy, surprise, emphasis, or concern, depending on the context of the words 

spoken (Chuwy’s, 2019). 

The gifs were obtained from the Giphy website, which provides free gifs 

for use and is available on Robotics (2021) and Chuwy’s (2019), used for the 

listening and speaking modes, respectively. 

 

D.  Generative AI 

  

Zhang et al. (2023) explains that Generative Artificial Intelligence 

(Generative AI) is a set of tasks or applications that generate new content 
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through AI methods from existing data. "Modern generative AI relies on 

various technical foundations, from model architecture and self-supervised 

pre-training to generative modeling methods (such as GAN and diffusion 

models)" (Zhang et al., 2023, p. 2).  

After advances in Generative AI studies and the launch of ChatGPT, 

major companies have started to engage in studies and tools in this area. 

Google released Bard, a chatbot that responds to user queries (Collins, 2023). 

Microsoft, in partnership with OpenAI, launched Bing Chat, which utilizes 

ChatGPT and also responds to user questions (Microsoft, 2023b). There are 

also generative image models from introduced descriptions, such as Dall-E 2 

and Midjourney (Openai, 2023b; Midjourney, 2023), respectively. It is 

important to note that several others have been launched in addition to those 

mentioned, and many studies and projects are underway in this field. With 

the rapid pace of innovation, new Generative AIs will likely be launched 

soon, offering even more resources and opportunities across various sectors.  

ChatGPT is a generative artificial intelligence model developed by 

OpenAI. It is built on the Generative Pre-trained Transformer (GPT) 

architecture, which utilizes deep neural networks and machine learning 

techniques to understand and generate text (Heitler, 2023). The version used 

for the development of this work is GPT-3.5, one of the most advanced 

versions of OpenAI, trained with a wide range of data and knowledge until 

the end of the year 2021 (Natalie, 2023; OpenAI, 2023c). It also has a highly 

accessible API for easy integration and use across various platforms 

(OPENAI, 2023c).  

For these reasons, it was chosen for the development of this work. For 

communication between the application and the OpenAI API, the native http 

library (Dart, 2018) was used. The API key and URL (Uniform Resource 

Locator) from the OpenAI API for communication between the parties were 

obtained from the official OpenAI website (OpenAI, 2023c). Using the 

library, a request was made using the POST method, passing the obtained 

API key in the request header and the user's speech, initially converted to text 

using the speech-to-text library, in the request body. After making the 

request, the API response is awaited, and if successful, the generated text is 

converted into speech, now using the text-to-speech library. 

 

II. MATERIALS AND METHODS 

 

The following sections outline the methods and techniques employed in 

conducting this study, as well as the necessary resources for its execution. 

The choice of methodological procedures was based on the objectives and 

the nature of the research. 
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A.  Methods 

 

This study aims to investigate the technological possibilities of adapting 

the OpenTera framework to incorporate the benefits of using generative 

Artificial Intelligence in the prototyping of Socially Assistive Robots 

(SARs). It is important to emphasize that the pursuit of improvements in 

human-robot interactions is not limited to projects exploring human needs or 

preferences but also encompasses exploration and technical advancement in 

this field (Bartneck et al., 2020, p. 57).  

Therefore, this study is grounded in traditional methodological steps in 

the field (Bartneck et al., 2020, p. 57):  

1. Definition of the research problem or question.  

2. Construction of interaction.  

3. Conducting tests and threat modeling.  

4. Analysis of results.  

5. Iteration of steps 2 to 4 until the problem or question is satisfactorily 

addressed.  

The definition of the research problem is presented in the introductory 

section of this study: the OpenTera framework lacks modules for facilitating 

the prototyping of conversation and emotions in social robots. The 

subsequent sections describe the construction of SAR interaction using the 

OpenAI API, the development of a Flutter application, libraries, and APIs for 

speech recognition and translation of character strings into speech (audio) for 

the robot.  

In these sections, tests conducted, and analyses performed to identify how 

the adaptation of OpenTera could be executed, enabling the incorporation of 

benefits from the API, are detailed. As part of the testing phase, a threat 

modeling process as described by Torr (2005) is incorporated. This process 

involves identifying potential threats and discussing them against the 

requirements of the Law, ensuring that the system is designed to withstand 

malicious attacks of all kinds.  

All tests, threat modeling, and analyses were conducted based on the 

authors’ experience as a software developer. We followed Sejnowski's (2023) 

steps to conduct a Turing test with the new application.  

The Turing test is an evaluative process to verify a machine's ability to 

manifest intelligent behavior equivalent to or indistinguishable from a human 

being. The test involves a human evaluator posing questions to a human 

interlocutor and a machine interlocutor, disregarding which is which, and 

attempting to recognize which is the machine based on the responses. If the 

evaluator cannot differentiate the machine from the human, the machine 

passes the test (SejnowskI, 2023, p. 317).  
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It is worth noting that the author has one year and two months of 

experience as a developer in the industry, working for the company MGCode 

(<https://mgcode.com.br/>). During the first three months, the author worked 

as an intern in development. The remaining nine months were spent as a 

junior developer, working with Web development technologies (JavaScript, 

PHP, Angular, React, Java, and React Native). 

 

B.  Materials 

 

This section presents all the materials and tools used for the development 

of the work. It details the installation of necessary tools and configurations 

that need to be made, as well as obtaining useful resources for using the 

ChatGPT API. 

 

1. Installation and Configuration of Flutter on Windows 

 

To install Flutter, the development environment must meet certain 

requirements, such as: 

- Operating system Windows 10 or higher. 

- 1.64GB of disk space, excluding IDEs. 

- Windows PowerShell 5.0 or later. 

- Git for Windows 2.x, with the option to use git commands in the 

prompt. 

The latest Flutter SDK package can be downloaded from the official 

website and extracted to the desired installation location. For this project, 

C:\src was used as the installation path. The path should not contain special 

characters or spaces. 

Then, the path to the Flutter bin folder should be added to the Path 

variable in the Windows environment variables. This will enable running 

Flutter commands directly in the command prompt, completing the 

installation. 

Android Studio can be installed and configured by downloading and 

executing the executable file from the official website. The welcome screen 

will guide the user through the installation process. For this project, where 

the application was run on a physical device, the option to create an emulator 

was not selected. The user can choose the installation location and proceed 

with the installation. After the installation is finished, Android Studio can be 

launched. 

Before installing the required components, the license policies must be 

accepted in the Android Studio interface. This step is mandatory to proceed 

with the installation. 
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The next step is to download the SDK Command-line Tools, which can 

be done in two simple steps. First, open Android Studio and access the SDK 

Manager option from the menu. Then, go to the SDK Tools tab and check the 

box for Android SDK Command-line Tools. Confirm the installation by 

clicking OK. 

After installing the SDK Command-line Tools, two new environment 

variables need to be added: ANDROID_HOME and JAVA_HOME. These 

variables should contain the paths of the Android SDK (Software 

Development Kit) and JBR from Android Studio, respectively. 

To install Microsoft Visual Studio with the C++ component, download 

the installer and run it. Select the option 'Desktop development with C++' to 

initiate the installation. This will configure Visual Studio with C++ for 

further use. 

Visual Studio Code, also known as VSCode, is a convenient and 

comprehensive tool for developing Flutter applications, according to the 

author of this work. To install VSCode, download its executable (Microsoft, 

2023a) and run it. Accept the terms at the beginning of the installation to 

proceed. Then, select all tool options for better use of VSCode and continue 

with the installation. 

Once VSCode is installed and ready for use, the Flutter extension needs 

to be configured, which is discussed in the next subsection. 

Obtaining the ChatGPT API key is straightforward. You need to access 

the OpenAI website navigate to the API documentation and log in (OpenAI, 

2023a). After logging in, simply click on the profile in the upper right corner 

and go to View API keys, as shown in Figure 1. 

Figure 1 – Accessing ChatGPT API Keys. 

 
Source: OpenAI (2023a). 
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On the API key page, it is necessary to create a new key by clicking on 

the Create new secret key button, as illustrated in Figure 3.20. Simply give it 

a name, save it, and keep it for later use. 

Figure 2 – Creating a New ChatGPT API Key. 

 
Source: OpenAI (2023). 

Navigate to the documentation and, in the left sidebar under Guides and 

select GPT to obtain the API URL. The API URL is present in a table with 

OpenAI models, as shown in Figure 3.21. 

Figure 3 – Obtaining the ChatGPT API URL. 

 
Source: OpenAI (2023b). 

 

III. RESULTS AND DISCUSSIONS 

 

This section clearly presents how the project was built, and the results 

were obtained. The architectural vision of the new module appears as a 

proposal to integrate the framework OpenTera, called OpenTera++. It also 
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details how the mobile application was built in Flutter, its operation, and its 

limitations. 

 

A.  OpenTera++ architectural vision 

 

OpenTera++ was developed to be an integral part of OpenTera, working 

as a social assistive robot. It follows the pattern of the original framework, 

with a part in the backend and another in the front end, as well as an 

intermediate layer of HTTPS secure transport. 

The backend is made up of the ChatGPT API that receives requests from 

the front end, processes them, and returns a 

response based on a question asked. front is 

composed of the Flutter mobile application, 

with the libraries used speech-to-text and 

text-to-speech and the methods created in 

the development of the application _listen( ), 

_play(), getChatGptResponse(), and 

_startInteraction(). In short, the application 

receives questions from the user through 

speech, transcribes them into text using the 

speech-to-text library, and sends it to the 

backend which processes the question and 

returns an answer that is transmitted to the 

user through the flutter_tts library.  

Therefore, the new module can handle 

interactions with users, process their queries, 

and get answers from ChatGPT. This allows 

OpenTera to offer an intelligent virtual 

assistant as an integral part of its 

functionality. 

It can also be integrated with other 

OpenTera modules, such as data and session 

management. This allows the social bot to 

utilize relevant and contextual information to provide more accurate and 

personalized responses to users.  

In summary, incorporating this new module, a social assistive robot based 

on the ChatGPT API, into the OpenTera framework can enrich the 

framework’s functionality, offering users an intelligent and interactive virtual 

assistant. The proposed module was named OpenTera++ and its objective is 

to be an assistive social robot, it is shown in Figure 4.1. 

 

Figure 4 – Social Assistive  

Robots Module 

 

 
Source: OpenAI (2023c). 
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B.  OpenTera++ Conversation Modules 

 

Developed in Flutter, the application built in this work was designed to 

be an intelligent social robot where the user can interact with it and ask 

questions (through voice) on the most varied topics that are processed and 

answered by the robot through ChatGPT. It’s like having a conversation 

partner always available to answer your curiosities and help you with 

information. 

When the application starts, the robot welcomes you and asks how it can 

help. Soon later, it starts listening through the device’s microphone. If it 

understands what the user has said, it will send a request to the ChatGPT API 

and wait for the response. With the answer ready, it returns to the user and, 

through speech, answers the question asked previously. If it does not 

understand what the user said or if nothing is said, the robot will say that it 

did not understand and ask whether the question can be repeated. To 

illustrate, the operation is shown in Figure 5 flowchart. 

Figure 5 – Flowchart of how the application works. 

 
Source: Authors (2024). 

For the OpenTera++ conversation module, four methods were developed, 

called _startInteraction(), _listen(), _play() and getChatGptResponse(). They 

will be explained and shown below. 

Being one of the most important methods, _startInteraction() receives the 

current status of the interaction as a parameter. It is used to control the types 

of interaction between the robot and the user, which can be start, error, and 
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repeat. The method is called with a status start when the application starts 

and adjusts the response text to welcome and conveys this in a speech to the 

user by calling the speak method from the library flutter_tts.  The error status 

does the same thing as the start status, however the user response text 

changes. Finally, the repeat status is used when the API response is returned 

and has already been transmitted to the user. All three statuses, after fulfilling 

their function, call the _listen() method, which will soon be explained. The 

_startInteraction() method code is shown below. 

 

1. Future < void > _startInteraction ( String status ) async { 

2. if (status == 'start') { 

3.       _text = 'Hello. How can I help you?'; 

4.     } else if (status == 'error') { 

5.       _text = 'I didn't understand what you said, could you repeat?'; 

6.       _interaction = 0; 

7.     } 

8.      

9.     if ((status == 'start' || status == 'error') && _interaction == 0) { 

10.       setState(() { 

11.         _isListening = false; 

12.         _isSpeaking = true; 

13.       }); 

14.      
15.       await Future.delayed(const Duration(seconds: 1)); 

16.       await flutterTts.setLanguage('en-US'); 

17.       await flutterTts.speak(_text); 

18.      
19.       flutterTts.setCompletionHandler(() { 

20.         setState(() { 

21.           _isSpeaking = false; 

22.         }); 

23.         _listen(); 

24.       }); 

25.     } else if (status == 'repeat') { 

26.       _isListening = false; 

27.       await Future.delayed(const Duration(seconds: 1)); 

28.       _listen(); 

29.     } 

30. } 

 

The _listen() method has the main objective of listening through the 

device’s microphone and transcribing everything that was said into text. It 
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has two main outputs. If the user said nothing or said something that could 

not be understood, the _startInteraction() method is called passing the status 

error as a parameter, which was explained previously. Otherwise, the listen() 

method of the speech_to_text library, introduced earlier, is called to 

transcribe the words spoken by the user into text. When the user finishes 

speaking, the _play() method is called. The _listen() method created is shown 

below. 

 

1. void _listen() async { 

2.     if (!_isListening) { 

3.       bool available = await _speech.initialize( 

4.         onStatus: (val) => print('onStatus: $val'), 

5.         onError: (val) { 

6.           if (val.errorMsg == 'error_speech_timeout' || 

7.               val.errorMsg == 'error_no_match') { 

8.             _startInteraction('error'); 

9.           } 

10.         }, 

11.       ); 
12.       if (available) { 

13.         setState(() => _isListening = true); 

14.         _speech.listen( 

15.           onResult: (val) async { 

16.             setState(() { 

17.               _text = val.recognizedWords; 

18.             }); 

19.             if (val.finalResult) { 

20.               _play(); 

21.             } 

22.           }, 

23.         ); 
24.       } 

25.     } else { 

26.       setState(() => _isListening = false); 

27.       _speech.stop(); 

28.     } 

29. } 

 

In the _play() method the main objective is to take the text that was 

transcribed from speech in the previous method and pass it as a parameter to 

the _getChatGptResponse() method, which is explained below and which 

processes the request to the ChatGPT API.  The _play() method then waits 
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for _getChatGptResponse() to return the API response and calls the speak 

method of the flutter_tts library to respond to the user through speech. When 

the entire speak method is finished, the _startInteraction() method will be 

called taking the status repeat as a parameter, starting the flow again as can 

be seen in Figure 4.2. The code is shown below. 

 

1. void _play() async { 

2.     _voice = await getChatGptResponse(_text); 

3.      

4.     setState(() { 

5.       _isListening = false; 

6.       _isSpeaking = true; 

7.     }); 

8.      

9.     await flutterTts.setLanguage('en-US'); 

10.     List<int> latin1Bytes = latin1.encode(_voice); 

11.     String textUtf8 = utf8.decode(latin1Bytes); 

12.     await flutterTts.speak(textUtf8); 

13.      
14.     flutterTts.setCompletionHandler(() { 

15.       setState(() async { 

16.         _isSpeaking = false; 

17.         _isListening = true; 

18.         _interaction++; 

19.         _startInteraction('repeat'); 

20.       }); 

21.     }); 

22. } 

 

Finally, the _getChatGptResponse() method is responsible for making a 

request using the HTTP web communication protocol and the POST method 

through Flutter’s http library for the ChatGPT API. It basically consists of 

obtaining the text per parameter and making the request. If the API response 

is successful, the method returns the text generated in the response, otherwise 

an exception is thrown. Note that in the headers object the Authorization 

attribute contains the API key, obtained in the previous section, after the word 

Bearer. It is also worth mentioning that in the response variable, the parse 

method receives as a parameter the API URL also obtained in the previous 

section, as shown below in the method code. 

 

1. Future<String> getChatGptResponse(String message) async { 

2.     final headers = { 
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3.       'Content-Type': 'application/json', 

4.       'Authorization': 

5.           'Bearer YOUR_TOKEN', 

6.     }; 

7.      

8.     final data = { 

9.       'model': 'gpt-3.5-turbo', 

10.       'messages': [ 

11.         {"role": "user", "content": message} 

12.       ], 
13.       'max_tokens': 50, 

14.     }; 

15.     try { 

16.       final response = await http.post(Uri.parse(apiUrl), 

17.           headers: headers, body: jsonEncode(data)); 

18.       if (response.statusCode == 200) { 

19.         final jsonResponse = jsonDecode(response.body); 

20.         final chatGptResponse = 

jsonResponse['choices'][0]['message']['content']; 

21.         return chatGptResponse; 

22.       } else { 

23.         throw Exception('Failed to get ChatGPT response'); 

24.       } 

25.     } catch (e) { 

26.       return "Nao pode ser processado"; 

27.     } 

28. } 

 

C.  OpenTera++ Emotion Modules 

  

The OpenTera++ emotion module completes the conversation module by 

displaying animated gifs to convey the emotions of the social robot, making 

the experience more engaging. When the robot listens to the question, the 

user will see a gif with two attentive eyes, conveying the feeling of being 

listened to carefully. And, while the robot is processing the answer, a gif of a 

mouth talking will be displayed, to represent the answer to the question asked. 

When the robot is listening, an animated gif of two eyes is displayed, 

giving the user the feeling that he is paying attention to what is being said. 

The application screen at this moment is as illustrated in Figure 4.3. 
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Figure 6 – Application displaying GIF while listening 

 
Source: Authors (2024). 

The moment the robot starts speaking, whether welcoming or responding 

to what the user has asked, an animated gif of a speaking mouth is displayed 

on the screen, to convey that the robot is saying something, as can be seen in 

Figure 4.4. 

Figure 7 – Application displaying GIF while speaking 

 
Source: Authors (2024). 

While the application listens to speech, two Boolean variables named 

_isListening and _isSpeaking were used to (respectively) display and 

manipulate the animated gifs. They are controlled and have their values 

changed within the _startInteraction(), _listen() and _play() methods 

according to the context of each method. When the variable _isListening is 

equal to true, the application will be listening, and the gif of the eyes will be 
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displayed. And when _isSpeaking is true, the application will be speaking, 

and the gif of the mouth will be displayed. The two variables never coincide 

with being true at the same time. 

The widget code responsible for the application’s user interface is shown 

below. 

 

1. @override 

2. Widget build(BuildContext context) { 

3.     return Scaffold( 

4.       backgroundColor: Colors.black, 

5.       body: SizedBox( 

6.         height: double.infinity, 

7.         width: double.infinity, 

8.         child: Center( 

9.           child: Column( 

10.             mainAxisAlignment: MainAxisAlignment.center, 

11.             children: [ 

12.               Visibility( 

13.                 visible: _isSpeaking, 

14.                 child: const Image( 

15.                   image: AssetImage("assets/talking.gif"), 

16.                 ), 
17.               ), 
18.               Visibility( 

19.                 visible: _isListening, 

20.                 child: const Image( 

21.                   image: AssetImage("assets/listening.gif"), 

22.                 ), 
23.               ), 
24.             ], 
25.           ), 
26.         ), 
27.       ), 
28.     ); 
29. } 

 

Note that within children on line 11 of the code, there are two Visibility 

widgets that display gifs according to the variables _isListening and 

_isSpeaking. This is controlled by the visible attribute, allowing Visibility to 

be shown or not on the screen. 
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D.  Evaluation of the Modules 

 

In the evaluation of our application, testing protocols were executed in 

adherence to the methodological framework outlined by Sejnowski (2023). 

The primary objective was to conduct Turing testing, gauging the capabilities 

of the newly developed application comprehensively. Our testing regimen 

commenced with a series of functional tests, aimed at validating the seamless 

operation of all application functionalities. 

Specifically, considerable attention was devoted to scrutinizing the 

application's speech recognition system. This involved an intricate 

examination to ensure the accurate interpretation and transcription of user 

queries into text across diverse situational contexts. To provide a tangible 

representation of these tests, an illustrative example, demonstrating the 

interaction between the author and the developed application, was 

meticulously recorded and made accessible at 

https://youtu.be/F_soHSmHa7c. 

Analyzing the results of these tests provided invaluable insights into the 

application's performance, serving as a foundation for targeted 

improvements. Notably, we identified certain limitations in the application's 

operation, with a key observation being the continuous listening mode. This 

functionality, whereby the application persistently attempts to transcribe 

speech into text after each user response, regardless of context, emerged as a 

noteworthy area for enhancement. 

The ensuing prompt exemplifies this limitation: 

Robot: Hello. How can I help you? 

Prompt: Hello, good afternoon. 

Robot: Hello! Good afternoon! How can I help you today? 

Prompt: Who was the first human being to set foot on the Moon? 

Robot: The first human being to set foot on the Moon was Neil 

Armstrong, a NASA astronaut... 

Prompt: ... 

Robot: I didn’t understand what you said, could you repeat? 

Prompt: ... 

Robot: I didn’t understand what you said, could you repeat? 

Prompt: Thank you very much. 

Robot: You’re welcome! If you have any further questions or need 

help, feel free to ask. Have a great day! 

Considering contemporary standards observed in voice-controlled virtual 

assistants, it is recommended that the application should exhibit more 

nuanced responsiveness. An ideal enhancement involves the introduction of 

a keyword-activated mode, allowing the application to cease transcription 
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and resume listening only upon explicit user indication. This proposed 

adjustment aligns with prevailing user expectations and contributes to an 

optimal user experience. 

The evaluation of our testing procedures has not only identified areas for 

refinement but has also laid the groundwork for future enhancements, 

ensuring the continual evolution of our application toward an advanced and 

user-centric final version. 

As elucidated by Panchea et al. (2022), the NGINX server layer operates 

as a pivotal component, functioning as a reverse proxy strategically 

positioned to exert control over and bolster the security of network access 

within the context of backend modules. Serving as an essential gateway to 

the front end, this layer assumes responsibility for managing data encryption 

and TLS certificates. Its primary objective is to effectively route HTTPS 

requests to the appropriate backend service, thereby optimizing the 

communication pathway. 

It is imperative to note that, within the scope of our present study, the 

NGINX server layer was not integrated into the application's architecture. 

The decision to omit this element was deliberate, stemming from the fact that 

its functionality had not undergone testing in the context of our specific 

implementation. Consequently, the absence of the NGINX layer is 

proactively acknowledged as a facet left unexplored in the current work, 

thereby representing a prospective avenue for future research endeavors. 

In conceptualizing the potential integration of the NGINX server layer in 

subsequent iterations, it is envisaged that the application's communication, 

originating from the front, would traverse this intermediary server before 

establishing a connection with the ChatGPT API in the backend. This 

architectural augmentation holds the promise of amplifying the overall 

security posture of the application's communicative processes, aligning with 

contemporary standards and best practices in the realm of AI-driven 

applications. As such, the NGINX server layer is an element for enhancing 

both the efficacy and resilience of the application's network infrastructure in 

future investigations. 

 

E.  Threat Modelling: Privacy and Data Protection Issues 

 

In this section we present the results of our threat modeling process 

incremented with juridical discussion under the perspective of the Brazilian 

General Data Protection Regulation (BGDPR), and privacy. Overall, we 

review for programming methods: _startInteraction(), _listen(), _play(), and 

getChatGptResponse(). 

In the _startInteraction() method, three vulnerabilities were identified. 

These include the absence of a logging mechanism posing a considerable risk 



2026] HUMAN-ROBOT INTERACTION FOSTERED BY GENERATIVE AI 45 

for repudiation, the audible output of the _text variable raising concerns 

regarding information disclosure, and the potential for a Denial of Service 

(DoS) attack arising from the repeated invocation of the _startInteraction() 

function with an error status. 

These vulnerabilities can also bring ethical and legal issues, especially 

with the BGDPR. First, the absence of a logging mechanism does not allow 

us to recognize who the user is and whose data is collected. According to The 

Right to Information Self-Determination (art. 2°, II, of BGDPR), the user 

might know what, when, and whose data is used by the company. This right 

ensures the owner controls all its information and decides what to do with it. 

Furthermore, in the absence of a logging mechanism you cannot create 

barriers to protect and ensure the security of those pieces of information. So, 

intimacy and privacy can be violated at any time, which is also an issue of 

information disclosure (art. 2°, IV, of BGDPR). 

The potential of a DoS attack also can violate the user's right to access 

(art. 6°, IV, of BGDPR). The data subject has the right to easy access to 

information about the processing of their data, which must be made available 

in a clear, adequate, and conspicuous manner, among other characteristics 

provided for in regulations to comply with the principle of free access (art. 

9°, caput, o of BGDPR). In other words, if a DoS attack is taking place, the 

service is not available to the user and holder of the data, and there is no way 

of accessing it to carry out the control as it can. 

Similarly, the _listen() method exhibits vulnerabilities primarily related 

to repudiation and disclosure of information. The lack of a logging 

mechanism impedes the ability to track user interactions, while the storage of 

recognized words in the _text variable could inadvertently disclose sensitive 

information. Furthermore, the possibility of a DoS attack stems from repeated 

failures of the speech recognition service's initialization or listening 

functions. 

The _listen() method is perhaps the most problematic. There are 

violations of privacy, intimacy, and data protection. It violates privacy by 

capturing information available in the environment. Information that has 

restricted access and can only be obtained with the express authorization of 

its owner. It violates privacy, as the API can be operating in a private 

environment and the user's most intimate moments without their consent. 

Note: while privacy refers to the possibility of controlling information 

that enters and leaves the user’s physical space, intimacy is even more 

restricted: it is a restricted space within a restricted space. We will use the 

following situations to illustrate: a person inside their home is in a private 

moment, but a person during a sexual act is in an intimate moment. Thus, 

even if there are other people in the house, the act of intimacy is more 

restricted to its owner and those who can participate in it. 
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In this context, any information collected has probably not been expressly 

authorized by the user. Therefore, the legal basis for the collection, which is 

consent, has not been duly respected and thus the collection of data and 

information will be considered illegal, due to non-compliance with Art. 7, I, 

of the BGDPR. 

Furthermore, it is clear that always-listening devices can affect privacy 

(Bohm, et. al., 2017) and intimacy (Lau, et. al., 2018). When capturing the 

audio of third parties who are in the same environment, their consent is not 

collected properly (free, informed, and conscious) (Cheng; Roedig, 2022). 

Data protection is also undermined by the lack of explicit consent, its legal 

and authorizing basis, under the terms of art. 7, I, of the BGDPR (Klein, 

2020). People with disabilities can have their vulnerability aggravated by not 

being able to interact properly with the device, either due to lack of 

instruction or lack of control (Vieira, et. al., 2022), which directly affects the 

subject's informational self-determination (Mennard, et al., 2017). 

In the _play() method, three vulnerabilities were identified. These include 

the absence of logging capabilities posing challenges for repudiation, the 

audible output of responses retrieved from external services, raising concerns 

about information disclosure, and repeated failures of functions within this 

method potentially resulting in a DoS condition.  

Although the _play() method shows three vulnerabilities, they all violate 

one right: the right to explanation. The Right to Explanation consists of the 

company's duty to provide detailed information on how data is being 

collected, handled, and processed. For this detailing to be carried out 

correctly and compatible with what is being done, the log must exist and be 

faithful to all the acts carried out. 

Thus, its absence undermines the realization of this right. However, if the 

data owner is protected by the Right to Explanation, there is also a legal duty 

for companies to collect, produce, receive, classify, archive, store, eliminate, 

and constantly evaluate this data. These actions and duties are usually 

designed in the Data Protection Impact Assessment. If it turns out that there 

is no way of carrying out these actions, mechanisms must be created for this 

purpose, as the controller and operator must keep a record of the personal 

data processing operations they carry out, especially when based on 

legitimate interest (art. 37 of BGDPR). 

The getChatGptResponse(String message) method introduces a range of 

vulnerabilities, including spoofing, tampering, repudiation, information 

disclosure, and DoS risks. The utilization of bearer tokens for authorization 

creates an avenue for spoofing attacks if these tokens are compromised. 

Similarly, the inclusion of user-provided messages in HTTP requests opens 

the door for tampering. Furthermore, the lack of logging capabilities poses 

challenges for repudiation, the potential disclosure of sensitive information 
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returned by the ChatGPT API raises information disclosure concerns, and the 

risk of DoS attacks due to repeated failures of the HTTP POST function 

further highlights the vulnerabilities within this method. 

In conclusion, the state of the art regarding protecting rights in Always 

listening devices is divergent on the national and international scene but is 

still a constant concern for developers and jurists (Barrett; Liccardi, 2021). In 

the latter, human-robot-IA relations already have a solid definition (ISO 

8373, 2012; Kim, 2024; Park, 2021; Hildt, 2021), and there are considerable 

points about the problems arising from this relationship, including the 

intelligibility of natural-computer language (Sheridan, 2016), exaggerated 

anthropomorphization (Złotowski, et al., 2015), privacy violations 

(Chatzimichali et. al., 2020), and protection of physical integrity (Haddadin, 

2011). Furthermore, there are precedents from the Federal Trade Commission 

and the United States Department of Justice condemning Amazon for 

violating the privacy of children and adolescents by recording their voices on 

the company's device (FTC, 2023). As far as legislation is concerned, in the 

United States there are regulations on “unauthorized wiretaps” (Accidental 

Wiretraps), including the Federal Wiretap Act (18 U.S.C. §§ 2510-2522), 

which was used analogously in the situations that led to this research 

problem. There is also academic production on the subject, including Barrett 

and Liccardi (2022), in their approach to the aforementioned FTC regulation 

and its analogous application to the topic; Malkin, et. al., (2019), Liu and 

Malkin (2022) and Mhaidli, et. al., (2020), based on their research on the 

subject. 

From the study carried out, it can be seen that there is no possibility of 

exhausting the theme. The main problem that arises from the results is: how 

to mitigate digital vulnerability and promote (or stimulate, ensure, or even 

protect) the authenticity of consent in human-robot interactions and human-

artificial intelligence interactions on always-listening devices? 

It is also almost impossible to filter conversations on these types of 

devices when they are active and connected (Bohm, et. al. 2017). This is a 

paradoxical limitation of the programming itself, as the devices need to be 

active in order to receive commands from the owner. However, they cannot 

be active enough to capture every type of conversation, as this violates the 

user's privacy and intimacy (Lau, et. al., 2019). In addition, there is extensive 

and current discussion about unauthorized facial recognition (Chow, 2024), 

the protection of informational self-determination in the face of invasive 

devices (Rouvroy, 2009; Buitelaar, 2017) and the use of techniques for 

behavioral induction, known as Nudges (Sunstein, 2017). It should be noted 

that various factual situations can lead to violations of legal situations and 

relationships. For this reason, the aim is to develop legal and computational 

methods and guidelines based on Privacy by Design (Schaar, 2010) to allow 
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users not only to control but also to understand and be digitally literate to 

defend their rights. This is also a demand for the promotion of digital skills, 

which is part of the UN's SDGs (n. 4, education; and n. 10, reducing 

inequalities), to increase the proportion of people with basic and intermediate 

digital skills worldwide by 2030. 

 

CONCLUSION 

 

In the pursuit of augmenting the OpenTera microservices architecture to 

integrate assistive social robotics (SARs) with generative artificial 

intelligence, our study achieved several pivotal goals. These 

accomplishments are crucial steps towards enhancing human-robot 

interactions and leveraging the capabilities of generative AI, specifically 

ChatGPT. Let's examine the goals and their outcomes: 

Our foremost goal was to develop a listening module for OpenTera in 

mobile development technology capable of transcribing environmental 

speech into strings. This goal was successfully realized, contributing a 

fundamental component to the OpenTera++ architecture. We implemented a 

module connecting to the ChatGPT API to send and receive transcribed string 

sequences represents a significant achievement. This integration enhances the 

system's capacity for generating intelligent responses. In addition, the 

successful integration of a module querying the ChatGPT API for responses 

to prompts containing transcribed string sequences enriches the OpenTera++ 

architecture, facilitating dynamic and context-aware interactions. The 

creation of a speech module capable of transforming ChatGPT responses into 

audio for articulation by the robot adds a crucial dimension to the SARs, 

enriching the user experience.  

While the original goal of designing our own animated GIF was not fully 

met, a pragmatic approach was adopted by utilizing an existing GIF display 

module to represent emotions during the robot's listening and speech. This 

creative solution contributes to the overall expressive capabilities of the 

SARs. 

The culmination of our efforts resulted in the development of 

OpenTera++, an extended architecture showcasing the successful 

incorporation of generative AI within the OpenTera framework. This 

prototype, available at https://github.com/rafout/opentera-pp, fulfills the 

specific objectives outlined in the study. 

While celebrating these achievements, it is essential to acknowledge 

identified limitations. The continuous transcription of audio without 

contextual consideration and the absence of NGINX server integration within 

the OpenTera module are recognized constraints. 

To address these limitations, future work is suggested. In the application 
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realm, the implementation of a keyword-activated listening mode is 

proposed, enhancing contextual understanding. For the framework module, 

the incorporation of a NGINX server is recommended, providing an 

additional layer of security in communication between the front end and 

backend. 

In conclusion, this study marks a stride towards the convergence of SARs 

and generative AI within the OpenTera framework. The achievements and 

identified limitations pave the way for continued refinement, fostering a more 

robust and sophisticated integration of cutting-edge technologies for enriched 

human-robot interactions. This is where this project aims to innovate and 

assist in the scientific development of Law and Computer Science by creating 

an appropriate thematic bibliography containing legal standards and 

guidelines to mitigate digital vulnerability and protect informed consent in 

human-robot and human-artificial intelligence relationships arising from 

always-listening devices using Privacy by Design techniques. 
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AGE ASSURANCE MECHANISMS IN DIGITAL 
ENVIRONMENTS: TECHNICAL OPTIONS, LEGAL 

LIMITS AND PROPORTIONALITY CRITERIA 
 

Jessica Fernandes Rocha * 
 

Abstract: Age assurance in digital environments has become a central 
issue in contemporary regulation, particularly considering the need to 
protect children and adolescents from inappropriate or prohibited content, 
products and services without overlooking the impact of such measures on 
privacy, personal data protection, inclusion and non-discrimination. 
Drawing on guidance issued by Brazil’s data protection authority, the 
Agência Nacional de Proteção de Dados (“ANPD”), the regulatory 
framework surrounding the Brazilian Digital Child and Adolescent Statute, 
and recent European regulatory and institutional references, this article 
examines the main mechanisms currently available, organizing them into 
categories and analyzing their functioning, advantages, and limitations. 
Based on this framework, the article argues that the legal legitimacy of such 
mechanisms does not derive solely from their technical capacity to verify 
age, but also from their regulatory purpose, practical effectiveness and 
compatibility with principles such as data minimization, purpose limitation, 
security, inclusion and proportionality. It concludes that there is no 
universally superior solution in the abstract and that the choice of 
mechanism should be guided by the specific risk posed by the service and 
by the pursuit of solutions capable of proving only the necessary age-related 
attribute, with the lowest possible level of intrusion upon users’ rights. 

Keywords: Age assurance; Personal data protection; Child protection 
online; Digital environments; Proportionality. 
 

INTRODUCTION 
 
The regulation of the protection of children and adolescents in digital 

environments requires a balance between equally relevant objectives: on 
the one hand, preventing exposure to inappropriate or prohibited content, 
products and services; on the other, preserving privacy, personal data 
protection and non-discriminatory access to digital services. In the 
Brazilian context, Law No. 15,211, of September 17, 2025, also known 
as “ECA Digital”1, reinforced the centrality of this issue by requiring 
reliable and effective age assurance mechanisms within a framework 
oriented toward risk prevention and the comprehensive protection of 
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jrocha@viseu.com.br / ORCID iD: https://orcid.org/0009-0003-4985-9086 
1 Brazil. Presidência da República. Casa Civil. Secretaria Especial para Assuntos 

Jurídicos. Lei nº 15.211, de 17 de setembro de 2025. Dispõe sobre a proteção de crianças 
e adolescentes em ambientes digitais (Estatuto Digital da Criança e do Adolescente). 
Brasília: Diário Oficial da União, seção 1, edição extra, Sep. 17, 2025. Available at 
https://www.planalto.gov.br/ccivil_03/_ato2023-2026/2025/lei/L15211.htm (last 
visited Mar. 30 2026).  
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children and adolescents.2 
The comprehensive protection of children and adolescents, with the 

best interests principle at its core, has assumed an increasingly relevant 
role not only in the debate inaugurated by the ECA Digital3, but also, more 
broadly, in the personal data protection regime. In Brazil, this guideline 
was expressly reinforced by Precedent CD/ANPD No. 1, of 22 May, 
20234, by establishing that the processing of children’s and adolescents’ 
personal data may be based on the legal grounds set out in Articles 7 or 
11 of Brazil’s General Data Protection Law (Lei Geral de Proteção de 
Dados Pessoais, “LGPD”),5 provided that their best interests are observed 
and prevail, to be assessed in the specific case, pursuant to Article 14 of 
the Law. 

In the same sense, the concept of likely access, around which relevant 
obligations under the ECA Digital are structured, also reinforces a more 
realistic regulatory reading of the presence of children and adolescents in 
digital environments.6 Instead of proceeding from the implausible 
premise that this public would be absent from, or only exceptionally 
present in, these spaces, the regime comes to recognize their concrete 
participation in digital dynamics, including it as a dimension related to the 

 
2 Agência Nacional de proteção de Dados (ANPD). Mecanismos confiáveis de 

aferição de idade: orientações preliminares. Brasília: ANPD, 2026. p. 5. Available at 
https://www.gov.br/anpd/pt-br/assuntos/eca-digital/mecanismos-confiaveis-de-
afericao-de-idade-orientacoes-preliminares.pdf/@@download/file (last visited Mar. 25, 
2026). 

3 As provided in the caput of Article 5, information technology products or services 
intended for this public, or likely to be accessed by them, must be “in accordance with 
the principle of the best interests of the child and the adolescent”. Brazil. Presidência da 
República. Casa Civil. Secretaria Especial para Assuntos Jurídicos. Lei nº 15.211, de 17 
de setembro de 2025. Dispõe sobre a proteção de crianças e adolescentes em ambientes 
digitais (Estatuto Digital da Criança e do Adolescente). Brasília: Diário Oficial da União, 
seção 1, edição extra, Sep. 17, 2025. Available at 
https://www.planalto.gov.br/ccivil_03/_ato2023-2026/2025/lei/L15211.htm (last 
visited Mar. 30 2026).  

4 Brazil. Ministério da Justiça e Segurança Pública. Autoridade Nacional de 
Proteção de Dados. Conselho Diretor. Enunciado CD/ANPD nº 1, de 22 de maio de 2023. 
Brasília: Diário Oficial da União, seção 1, ed. 98, p. 129, May 24, 2023. Available at 
https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-divulga-enunciado-sobre-o-
tratamento-de-dados-pessoais-de-criancas-e-adolescentes/Enunciado1ANPD.pdf (last 
visited Mar. 30, 2026). 

5  Dispelling restrictive interpretations that would, in absolute terms, limit such 
processing to the consent of legal guardians. Brazil. Presidência da República. Casa 
Civil. Secretaria Especial para Assuntos Jurídicos. Lei nº 15.211, de 17 de setembro de 
2025. Dispõe sobre a proteção de crianças e adolescentes em ambientes digitais (Estatuto 
Digital da Criança e do Adolescente). Brasília: Diário Oficial da União, seção 1, edição 
extra, Sep. 17, 2025. Available at https://www.planalto.gov.br/ccivil_03/_ato2023-
2026/2025/lei/L15211.htm (last visited Mar. 30 2026). 

6 Data Privacy Brasil. Roda de Conversa | Implementando o ECA Digital: como 
operacionalizar o conceito de acesso provável. 1 vídeo (1h51min). YouTube, Mar. 11, 
2026. Available at https://www.youtube.com/watch?v=LIGKPwrBWds&t=5314s (last 
visited Mar. 30, 2026). 
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development of their digital citizenship.7 
Along the same lines, purely formal solutions lose force, such as 

generic provisions in terms of use, isolated age restriction notices or self-
declarations unaccompanied by measures minimally compatible with the 
concrete risk of access by children and adolescents. In a digital 
environment known by recognized widespread use, device sharing and 
the ease with which merely declaratory barriers can be circumvented, the 
regulatory sufficiency of these strategies becomes questionable. It is 
precisely at this point that the discussion of age assurance mechanisms 
gains central relevance: the legal issue ceases to be whether the platform 
states, in the abstract, that the service is not intended for minors, and 
becomes whether it has adopted an effective, proportionate measure 
compatible with personal data protection to address the concrete risk of 
likely access by this public. 

The concept of “likely access”, in turn, occupies a central position in 
the logic of the ECA Digital and is defined in Article 1, sole paragraph, 
of the Law, which considers, in an interdependent manner: (i) the 
likelihood of use of, and the attractiveness of, the product or service to 
children and adolescents; (ii) the concrete ease of access and use by this 
public; and (iii) the significant degree of risk to their privacy, safety or 
biopsychosocial development. 

In this sense, the regulatory focus shifts from the company’s stated 
intention or the formally indicated target audience to the notion of “likely 
access”. In other words, the analysis no longer relies only on formal 
classifications, generic statements or the abstract destination attributed by 
the platform to the service, but instead centers on the reality of the digital 
environment based on the concrete likelihood that children and 
adolescents will access a given content, product or functionality. 

On a practical level, however, the adoption of age assurance 
mechanisms must consider that different methods offer different levels of 
reliability and impose different impacts on privacy, data minimization, 
inclusion and non-discrimination.8 For that reason, the choice of the 
legally appropriate mechanism depends not only on its technical capacity 
for age control, but also on its adherence to the regulatory purpose, its 

 
7 It should be noted that, under Article 4, item VIII of the ECA Digital, the 

“promotion of digital education, with a focus on the development of citizenship and 
critical thinking for the safe and responsible use of technology” is established as one of 
the Law’s underlying principles. Brazil. Presidência da República. Casa Civil. Secretaria 
Especial para Assuntos Jurídicos. Lei nº 15.211, de 17 de setembro de 2025. Dispõe 
sobre a proteção de crianças e adolescentes em ambientes digitais (Estatuto Digital da 
Criança e do Adolescente). Brasília: Diário Oficial da União, seção 1, edição extra, Sep. 
17, 2025. Available at https://www.planalto.gov.br/ccivil_03/_ato2023-
2026/2025/lei/L15211.htm (last visited Mar. 30 2026). 

8 The processing of the personal data of children and adolescents is permitted for 
the legitimate purposes of protecting, organizing, and ensuring compliance within the 
digital environment, but this does not authorize excessively intrusive solutions or 
solutions dissociated from the criteria of necessity, proportionality and best interests.       
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practical effectiveness and its compatibility with data protection 
principles. 

The ANPD, in turn, emphasizes that both the risks associated with the 
use of the service or product itself and the risks associated with the age 
assurance mechanism to be adopted must be considered.9 It is against this 
background that the regulatory function of age assurance, the main 
mechanisms currently available and the legal criteria that may help guide 
such a choice are examined next.10 

 
I. AGE ASSURANCE IN DIGITAL ENVIRONMENTS AS  

AN INSTRUMENT OF PROTECTION AND REGULATION 
 
Age assurance, in the context of the ECA Digital, should be 

understood less as an isolated registration requirement and more as an 
instrument for giving effect to a regulatory model oriented toward risk 
prevention and the comprehensive protection of children and adolescents 
in the digital environment. It is precisely within this framework that the 
ANPD situates the issue when it states that the new regime is based on a 
logic of proactive and diligent action by providers to prevent and mitigate 
risks, especially in products and services directed at this public or likely 
to be accessed by it.11 In this regard, the requirement for “reliable” and 
“effective” mechanisms emerges as a development of the broader duty of 
protection provided for in the ECA Digital and detailed in its regulation12. 

The material “Perguntas e respostas sobre o ECA Digital”, for 
example, makes clear that the law did not prohibit access by children and 
adolescents to electronic games, nor did it adopt, in the case of social 
networks, a solution based on a pure and simple ban. The emphasis falls 
on parental supervision, account linking in certain situations, segregated 
service versions where appropriate and the requirement of age assurance 
for access to content that is actually prohibited. This reinforces the idea 
that age assurance operates as an instrument of proportionate regulation, 
inserted into a broader architecture of protective measures and 

 
9 Agência Nacional de Proteção de dados (ANPD). Mecanismos confiáveis de 

aferição de idade: orientações preliminares. Brasília: ANPD, 2026. Available at 
https://www.gov.br/anpd/pt-br/assuntos/eca-digital/mecanismos-confiaveis-de-
afericao-de-idade-orientacoes-preliminares.pdf/@@download/file (last visited Mar. 25, 
2026). p. 8. 

10 Shaffique, Mohammed Raiz; Van Der Hof, Simone; Center for Law and Digital 
Technologies (eLaw). Research report: Mapping age assurance typologies and 
requirements. Luxembourg: European Commission, 2024. Available at https://digital-
strategy.ec.europa.eu/en/library/research-report-mapping-age-assurance-typologies-
and-requirements. Last visited Mar. 31, 2026. p. 23-27; European Data Protection Board 
(EDPB). Statement 1/2025 on Age Assurance. Adopted on 11 Feb. 2025. Brussels: 
EDPB, 2025. Available at https://www.edpb.europa.eu/system/files/2025-
04/edpb_statement_20250211 ageassurance_v1-2_en.pdf (last visited Mar. 13, 2026). p. 
1-2. 

11 Agência Nacional de Proteção de Dados (ANPD). op. cit., p. 5. 
12 Ibid., p. 4-5. 
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citizenship-building, not as a mechanism intended indiscriminately to 
exclude underage persons from these environments. 13 

It is also important to clarify that age assurance is not the same as 
identity verification, since its purpose is not to identify the user in civil 
terms, but only to confirm the age-related attribute required by the 
regulatory context, in proportion to the risk and with the least possible 
intrusion.14 The document “Privacy guidance on age assurance 
technologies”, issued by the Office of the Australian Information 
Commissioner, for example, maintains that age assurance mechanisms 
should not serve as an indirect route to the user’s unnecessary civil 
identification and should, whenever practicable, be compatible with the 
preservation of anonymity or pseudonymity after the age check.15 

Therefore, the solution’s design should, as far as possible, be limited 
to confirming the relevant age or age range, avoiding the collection, 
retention and circulation of excess data, as well as the association between 
civil identity and access history. In those terms, age assurance performs a 
specific regulatory function: to enable decisions to block, condition or 
modulate access to content, products and services according to the risks 
they represent for children and adolescents and not to promote broad 
identification of the user. 

It is also important to distinguish age assurance from age ratings. 
Whereas age ratings retain a predominantly informational character, age 
assurance corresponds to the set of tools capable of restricting access, for 
example, to pornography, alcoholic beverages, betting or other content 
and products prohibited or unsuitable for minors. From this perspective, 
self-declaration ceases to be regarded as sufficient in many contexts 
precisely because it does not, on its own, ensure the protective 
effectiveness that the law now requires.16 

 
13 Brazil. Secretaria de Comunicação Social da Presidência da República 

(SECOM/PR). Ministério da Justiça e Segurança Pública (MJSP). Agência Nacional de 
Proteção de Dados (ANPD). Perguntas e respostas sobre o ECA Digital. Brasília, DF: 
ANPD; MJSP; Secom/PR, 2026b. Available at https://www.gov.br/anpd/pt-br/centrais-
de-conteudo/documentos-tecnicos-
orientativos/perguntas_respostas_eca_digital_18032026.pdf (last visited Mar. 30, 
2026). p. 5-7. 

14  Brazil. Ministério da Justiça e Segurança Pública. Secretaria Nacional de Direitos 
Digitais. Mecanismos de aferição de idade. Análise das contribuições à consulta pública 
e subsídios para regulamentação da Lei nº 15.211/2025. Brasília: MJSP, 2026a. 
Available at https://www.gov.br/mj/pt-br/assuntos/noticias/relatorio-sedigi-consulta-de-
afericao-de-idade.pdf (last visited Mar. 30, 2026). p. 3. 

15 Office of the Australian Information Commissioner. Privacy guidance on age 
assurance technologies. Sydney: OAIC, 2026. Available at 
https://www.oaic.gov.au/__data/assets/pdf_file/0017/262043/OAIC-privacy-guidance-
on-age-assurance-technologies.pdf (last visited Mar. 31, 2026). p. 5-6. 

16 Brazil. Secretaria de Comunicação Social da Presidência da República 
(SECOM/PR). Ministério da Justiça e Segurança Pública (MJSP). Agência Nacional de 
Proteção de Dados (ANPD). Perguntas e respostas sobre o ECA Digital. Brasília, DF: 
ANPD; MJSP; Secom/PR, 2026b. Available at https://www.gov.br/anpd/pt-br/centrais-
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In this same context, researchers and authorities have stressed that age 
assurance may play distinct roles, especially between: (i) preventing 
minors from accessing content, products, or services subject to a 
minimum age requirement, in which case the mechanism operates as a 
genuine entry barrier and its effectiveness is measured, above all, by its 
ability to prevent improper entry into the service;17 and (ii) allowing the 
application of protections, standards or functionalities adjusted to the 
user’s age or age range, according to the risk involved.18 This distinction 
is useful because it shows, more concretely, that the intensity and 
architecture of age assurance may vary according to the regulatory 
function performed by the mechanism, without altering its central premise 
of limiting itself, as far as possible, to the age-related attribute that is 
necessary. 

This understanding is also aligned with recent European literature. 
The report “Mapping age assurance typologies and requirements” notes 
that the primary responsibility for ensuring appropriate age assurance 
mechanisms falls on digital service providers themselves and that the 
choice of method should be contextual and proportionate to the risk 
involved.19 In the same direction, the European Data Protection Board 
(EDPB) notes that age assurance may be relevant both in situations in 
which a minimum age is prescribed by law and in contexts in which there 
is a duty of care to protect children and that its implementation must 
consider not only data protection but also the full set of fundamental rights 
involved and the best interests of the child as a primary consideration.20 

It is therefore clear that age assurance has become established as a 
regulatory instrument of protection, but its legitimacy depends on 
remaining linked to a logic of necessity, proportionality and effective 
protection of rights, rather than to a merely formal claim of age control. 

 

 
de-conteudo/documentos-tecnicos-
orientativos/perguntas_respostas_eca_digital_18032026.pdf (last visited Mar. 30, 
2026). pp. 2, 4, 8. 

17 Office of Communications; Information Commissioner’s Office. Age assurance: 
a joint statement by Ofcom and the Information Commissioner’s Office. London: Ofcom; 
ICO, 2026. Available at: https://ico.org.uk/about-the-ico/media-centre/news-and-
blogs/2026/03/joint-statement-from-ico-and-ofcom-on-age-assurance/ (last visited Mar. 
31, 2026). p. 3. 

18 Ibid., p. 13-14. 
19 Shaffique, Mohammed Raiz; Van Der Hof, Simone; Center for Law and Digital 

Technologies (eLaw). Research report: Mapping age assurance typologies and 
requirements. Luxembourg: European Commission, 2024. Available at https://digital-
strategy.ec.europa.eu/en/library/research-report-mapping-age-assurance-typologies-
and-requirements (last visited Mar. 31, 2026). p. 7, 34. 

20 European Data Protection Board (EDPB). Statement 1/2025 on Age Assurance. 
Adopted on 11 Feb. 2025. Brussels: EDPB, 2025. Available at 
https://www.edpb.europa.eu/system/files/2025-
04/edpb_statement_20250211ageassurance_v1-2_en.pdf (last visited Mar. 13, 2026). p. 
1-2. 
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II. MAIN AGE ASSURANCE MECHANISMS IN DIGITAL ENVIRONMENTS: 
CATEGORIES, OPERATION, ADVANTAGES, AND LIMITATIONS 

 
Age assurance mechanisms do not form a homogeneous set. Article 

2, IV of Decree No. 12,880 of March 18, 2026, which regulates the 
Brazilian Digital Child and Adolescent Statute, clarifies that “age 
assurance” refers to a “general term concerning procedures intended to 
verify, estimate or infer, directly or indirectly, the age or age range of a 
user”21 and that it does so through different “methods, technologies and 
processes, including documentary, biometric and usage-pattern analysis, 
and other technically suitable means”.22 

This distinction is relevant because verification, estimation, and 
inference do not correspond merely to different technologies, but to 
distinct logics of age assurance, with different levels of certainty, 
intrusion and dependence on direct or indirect signals concerning the 
user’s age. 23 In a similar sense, European literature treats age assurance 
as a broad expression for methods with different levels of certainty, 
encompassing self-declaration, verification, estimation and hybrid or 
outsourced arrangements.24 More specifically: 

(i) age verification seeks to confirm, with a higher degree of certainty, 
whether the user has the age required for a given access or, at least, 
whether the user is above or below a defined age threshold, usually with 
support from documents, verifiable credentials or validation by trusted 
third parties;25 26 

 
21  Brazil. Presidência da República. Casa Civil. Secretaria Especial para Assuntos 

Jurídicos. Decreto nº 12.880, de 18 de março de 2026. Regulamenta a Lei nº 15.211, de 
17 de setembro de 2025, que dispõe sobre a proteção de crianças e adolescentes em 
ambientes digitais, e institui a Política Nacional de Promoção e Proteção dos Direitos da 
Criança e do Adolescente no Ambiente Digital. Brasília: Diário Oficial da União, 2026c. 
Available at https://www.planalto.gov.br/ccivil_03/_ato2023-
2026/2026/Decreto/D12880.htm (last visited Mar. 30, 2026). 

22 Ibid. 
23 Agência Nacional de Proteção de Dados (ANPD). Mecanismos de aferição de 

idade. Brasília: ANPD, 2025. (Radar Tecnológico, n. 5). Available at 
https://www.gov.br/anpd/pt-br/centrais-de-conteudo/documentos-tecnicos-
orientativos/radar-tecnologico-5-mecanismos-de-afericao-de-idade.pdf (last visited 
Mar. 11, 2026). p. 16. 

24 Shaffique, Mohammed Raiz; Van Der Hof, Simone; Center for Law and Digital 
Technologies (eLaw). Research report: Mapping age assurance typologies and 
requirements. Luxembourg: European Commission, 2024. Available at https://digital-
strategy.ec.europa.eu/en/library/research-report-mapping-age-assurance-typologies-
and-requirements (last visited Mar. 31, 2026). p. 25-33. 

25 Shaffique, Mohammed Raiz; Van Der Hof, Simone; Center for Law and Digital 
Technologies (eLaw). Research report: Mapping age assurance typologies and 
requirements. Luxembourg: European Commission, 2024. Available at https://digital-
strategy.ec.europa.eu/en/library/research-report-mapping-age-assurance-typologies-
and-requirements (last visited Mar. 31, 2026). p. 12. 

26 Also in accordance with Article 2, V of Decree No. 12,880 of 18 March 2026, 
which regulates the Brazilian Digital Child and Adolescent Statute. Brazil. Presidência 
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(ii) age estimation, in turn, does not intend to prove the exact age, but 
rather to approximate the user’s age or probable age range based on 
elements such as biometrics, behavioural data or capacity tests;27 

(iii) age inference operates through indirect and contextual signals that 
allow one to conclude, in a non-deterministic manner, that the user is 
probably above, below or within a certain age range, which is why it 
usually approximates estimation, although it emphasizes even more the 
dependence on usage patterns, digital context and other indirect 
evidence.28 

In practical terms, therefore, the central difference lies in the fact that 
verification tends to rely on more direct and robust elements of age 
confirmation, whereas estimation and inference work with probabilities, 
approximations and indirect signals, generally with a lower degree of 
certainty and with their own risk profile as regards accuracy, intrusion and 
possible discriminatory effects. 

The European report “Mapping age assurance typologies and 
requirements” identifies ten main methods of age assurance, namely: (i) 
self-declaration; (ii) hard identifiers; (iii) credit cards; (iv) self-sovereign 
identity; (v) account holder confirmation; (vi) cross-platform 
authentication; (vii) facial age estimation; (viii) behavioural profiling; (ix) 
capacity-testing; and (x) third-party age assurance services.29 Although 
useful for showing the diversity of possible solutions, the document itself 
warns that this list is not exhaustive and that, in practice, platforms may 
resort to combinations of different mechanisms. 

Although specialized literature details multiple specific methods, for 
didactic purposes it may be useful to organize these solutions into five 
categories, as explained in the following subtopics. This systematization 
facilitates legal assessment because it allows a clearer comparison of the 
level of reliability, degree of intrusion, potential for exclusion and 
adherence to the regulatory purpose, since the ANPD emphasizes that 
there is no universally appropriate mechanism, but rather one that is 

 
da República. Casa Civil. Secretaria Especial para Assuntos Jurídicos. Decreto nº 
12.880, de 18 de março de 2026. Regulamenta a Lei nº 15.211, de 17 de setembro de 
2025, que dispõe sobre a proteção de crianças e adolescentes em ambientes digitais, e 
institui a Política Nacional de Promoção e Proteção dos Direitos da Criança e do 
Adolescente no Ambiente Digital. Brasília: Diário Oficial da União, 2026c. Available at 
https://www.planalto.gov.br/ccivil_03/_ato2023-2026/2026/Decreto/D12880.htm (last 
visited Mar. 30, 2026). 

27 Shaffique; Van Der Hof; Center for Law and Digital Technologies (eLaw). op 
cit., p. 12. 

28 Agência Nacional de Proteção de Dados (ANPD). Mecanismos de aferição de 
idade. Brasília: ANPD, 2025. (Radar Tecnológico, n. 5). Available at 
https://www.gov.br/anpd/pt-br/centrais-de-conteudo/documentos-tecnicos-
orientativos/radar-tecnologico-5-mecanismos-de-afericao-de-idade.pdf (last visited 
Mar. 11, 2026). p. 24. 

29  Shaffique; Van Der Hof; Center for Law and Digital Technologies (eLaw). op. 
cit., p. 25-33. 
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appropriate to the particularities of the context. 30 
 

III. DECLARATORY MECHANISMS 
 
In this category, age is ascertained based on information declared by 

the user, without the presentation of independent evidence capable of 
proving the accuracy of the information provided, the most common 
example being self-declaration of age or date of birth by the user. Its main 
advantage is low friction, associated with limited data collection and 
operational simplicity. Its central limitation, however, is structural: it is 
an easily manipulated method and, for that reason, one with a low degree 
of reliability, since it does not establish even a minimally secure link 
between the information declared and the user’s real age.31 

Both European literature and the ANPD converge in pointing out that 
solutions based exclusively on self-declaration do not offer sufficient 
robustness when the context requires effective protection, although they 
may have residual usefulness in low-risk scenarios or as an initial 
screening step for the application of additional controls.32 In other words, 
it is a mechanism that may, in certain cases, form part of graduated age 
assurance architectures, but which, in isolation, tends to be incompatible 
with contexts in which the protection of children and adolescents depends 
on minimally reliable containment of access. 

 
IV. EVIDENCE-BASED VERIFICATION MECHANISMS 

 
In these methods, age is not extracted solely from the user’s own 

 
30  Agência Nacional de Proteção de Dados (ANPD). Mecanismos de aferição de 

idade. Brasília: ANPD, 2025. (Radar Tecnológico, n. 5). Available at 
https://www.gov.br/anpd/pt-br/centrais-de-conteudo/documentos-tecnicos-
orientativos/radar-tecnologico-5-mecanismos-de-afericao-de-idade.pdf (last visited 
Mar. 11, 2026). p. 7-9; Information Commissioner’s Office (ICO). Age assurance report 
technical annex. Wilmslow: Information Commissioner’s Office, 2024. Available at 
https://ico.org.uk/media2/migrated/4030925/20240704-ico-age-assurance-report-
technical-annex.pdf (last visited 13 Mar. 2026). p. 2-5. 

31 Agência Nacional de Proteção de Dados (ANPD), op. cit., p. 27-28; Agência 
Nacional de Proteção de Dados (ANPD). Mecanismos confiáveis de aferição de idade: 
orientações preliminares. Brasília: ANPD, 2026. Available at 
https://www.gov.br/anpd/pt-br/assuntos/eca-digital/mecanismos-confiaveis-de-
afericao-de-idade-orientacoes-preliminares.pdf/@@download/file (last visited Mar. 25, 
2026). p. 12-13. 

32 Shaffique, Mohammed Raiz; Van Der Hof, Simone; Center for Law and Digital 
Technologies (eLaw). Research report: Mapping age assurance typologies and 
requirements. Luxembourg: European Commission, 2024. Available at https://digital-
strategy.ec.europa.eu/en/library/research-report-mapping-age-assurance-typologies-
and-requirements (last visited Mar. 31, 2026). p. 25; Agência Nacional de Proteção de 
Dados (ANPD). Mecanismos confiáveis de aferição de idade: orientações preliminares. 
Brasília: ANPD, 2026. Available at https://www.gov.br/anpd/pt-br/assuntos/eca-
digital/mecanismos-confiaveis-de-afericao-de-idade-orientacoes-
preliminares.pdf/@@download/file (last visited Mar. 25, 2026). p. 12. 
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declaration, but is confronted with or confirmed by minimally verifiable 
external evidence, such as an official document, consultation of third-
party databases, use of a credit or debit card, and, in some contexts, 
solutions linked to open banking.33 These mechanisms tend to offer a 
degree of certainty greater than that of self-declaration and, for that 
reason, are often intuitively perceived as safer. 

Even so, their adoption is not free from regulatory trade-offs: 
documentary verification, for example, may mean excessive data 
collection when the regulatory purpose requires only proof of an age 
range; and mechanisms based on financial instruments or banking 
relationships may exclude users who do not have access to those tools. In 
practical terms, this is a category suited to higher-risk contexts, but its 
legitimacy depends on a concrete analysis of the proportionality between 
the level of certainty obtained and the cost imposed in terms of privacy, 
inclusion, and data exposure.34 

 
V. PRE-EXISTING RELATIONSHIP OR 

 ACCOUNT-BASED CONFIRMATION MECHANISMS 
 
In this category, age assurance does not begin with a new autonomous 

check performed by the platform itself, but rather with the use of a pre-
existing relationship, account or registration considered more reliable, 
such as confirmation by the primary account holder, parental supervision 
with account linking, cross-platform authentication, or, in some contexts, 
checks based on a pre-existing relationship with mobile operators.35 

In some architectures, age assurance may also rely on age signals 
provided by layers of digital infrastructure, such as operating systems and 
app stores, including by means of APIs or other native interfaces of 
operating systems, browsers and digital ecosystems, through which the 
application receives only the age-related evidence required, without 
directly handling the user’s raw data.36 This same logic also encompasses 

 
33 Shaffique, Mohammed Raiz; Van Der Hof, Simone; Center for Law and Digital 

Technologies (eLaw). Research report: Mapping age assurance typologies and 
requirements. Luxembourg: European Commission, 2024. Available at https://digital-
strategy.ec.europa.eu/en/library/research-report-mapping-age-assurance-typologies-
and-requirements (last visited Mar. 31, 2026). p. 26-27; Information Commissioner’s 
Office (ICO). Age assurance report technical annex. Wilmslow: Information 
Commissioner’s Office, 2024. Available at 
https://ico.org.uk/media2/migrated/4030925/20240704-ico-age-assurance-report-
technical-annex.pdf (last visited 13 Mar. 2026). p. 2-3. 

34 Ibid., p. 26-27.; Ibid., p. 2-3. 
35 Shaffique, Mohammed Raiz; Van Der Hof, Simone; Center for Law and Digital 

Technologies (eLaw). Research report: Mapping age assurance typologies and 
requirements. Luxembourg: European Commission, 2024. Available at https://digital-
strategy.ec.europa.eu/en/library/research-report-mapping-age-assurance-typologies-
and-requirements (last visited Mar. 31, 2026). p. 27-28. 

36 Brazil. Ministério da Justiça e Segurança Pública. Secretaria Nacional de Direitos 
Digitais. Mecanismos de aferição de idade. Análise das contribuições à consulta pública 
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hybrid architectures in which the digital infrastructure provides a 
preliminary age signal, without exhausting the need for contextual 
assessment by the application itself in higher-risk situations. 

Its main advantage, especially where there is re-use of a relationship 
or age signal already previously established elsewhere in the digital 
ecosystem, is to reduce repetitive friction and allow integrated or 
interoperable solutions,37 especially in family ecosystems or services with 
segmented age profiles.38 On the other hand, confirmation by a 
responsible adult is not always appropriate in contexts in which parental 
involvement may compromise the adolescent’s privacy; and cross-
platform authentication may intensify dependence on large digital 
intermediaries and informational concentration.39 

Moreover, when age assurance depends on infrastructure layers of the 
device itself or of the digital ecosystem, its usefulness may be reduced in 
situations in which the device is shared among different people or when 
access occurs through browsers, applications or environments that do not 
receive or do not recognize that age signal.40  In other words, the 
usefulness of these mechanisms presupposes that the age signal supplied 
by the digital infrastructure sufficiently tracks the person who is actually 
accessing the service.41 

They are, therefore, useful mechanisms in specific contexts, but 
poorly suited to function as a general or undifferentiated solution.42 Their 
appropriateness tends to be greater when there is reasonable reliability in 
the pre-existing relationship or in the infrastructure issuing the age signal, 
as well as when the context of use allows a presumption of relative 

 
e subsídios para regulamentação da Lei nº 15.211/2025. Brasília: MJSP, 2026a. 
Available at https://www.gov.br/mj/pt-br/assuntos/noticias/relatorio-sedigi-consulta-de-
afericao-de-idade.pdf (last visited Mar. 30, 2026). p. 12-13. 

37  Agência Nacional de Proteção de Dados (ANPD). Mecanismos confiáveis de 
aferição de idade: orientações preliminares. Brasília: ANPD, 2026. Available at 
https://www.gov.br/anpd/pt-br/assuntos/eca-digital/mecanismos-confiaveis-de-
afericao-de-idade-orientacoes-preliminares.pdf/@@download/file (last visited Mar. 25, 
2026). 

38  Shaffique; Van Der Hof; Center for Law and Digital Technologies (eLaw), op. 
cit., p. 27-28. 

39  Ibid., p. 28-29. 
40 Brazil. Ministério da Justiça e Segurança Pública. Secretaria Nacional de Direitos 

Digitais. Mecanismos de aferição de idade. Análise das contribuições à consulta pública 
e subsídios para regulamentação da Lei nº 15.211/2025. Brasília: MJSP, 2026a. 
Available at https://www.gov.br/mj/pt-br/assuntos/noticias/relatorio-sedigi-consulta-de-
afericao-de-idade.pdf (last visited Mar. 30, 2026). p. 12-13, 46. 

41 This assumption may fail in contexts involving shared devices or when access 
takes place through technical environments that do not receive or do not recognize the 
same signal, thereby reducing the solution’s reliability and practical coverage. 

42 Shaffique, Mohammed Raiz; Van Der Hof, Simone; Center for Law and Digital 
Technologies (eLaw). Research report: Mapping age assurance typologies and 
requirements. Luxembourg: European Commission, 2024. Available at https://digital-
strategy.ec.europa.eu/en/library/research-report-mapping-age-assurance-typologies-
and-requirements (last visited Mar. 31, 2026). p. 26. 
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stability between the registered profile and the user who is actually 
accessing the service. 

 
 VI. ESTIMATION OR INFERENCE MECHANISMS 

 
These techniques include facial age estimation, voice estimation, 

behavioral inference, digital-footprint analysis and capacity tests.43 
Unlike evidence-based verification, here age is not directly proven, but 
estimated based on physical, behavioral or contextual signals. In essence, 
the system does not merely ask “how old are you?” nor does it necessarily 
require a document, but instead seeks to approximate the answer based on 
indicia, such as facial traits captured by a camera, browsing patterns, 
interaction history, the way the account is used or the user’s performance 
in challenge questions. 

Its main advantage lies in the possibility of reducing the need for 
formal documentation and, in some cases, offering a more fluid 
experience. That apparent fluidity, however, is offset by the fact that the 
age-related conclusion comes to depend on probabilistic models, training 
data, and statistical correlations, rather than on direct proof of age. In this 
regard, this is also the category that concentrates some of the strongest 
regulatory reservations. 

The ANPD records caution regarding solutions based on facial 
biometrics due to risks of surveillance, algorithmic bias and the collection 
of sensitive data,44 while European literature calls attention to opacity, 
accuracy problems, profiling risks and discriminatory impacts, especially 
in mechanisms based on behavioral inference.45 Regulatory concerns fall 
both on the precision of the result and on the volume of signals processed, 
the risk of secondary uses and the unequal effects that these mechanisms 
may produce in practice. 

As a consequence, although these methods may appear 
technologically sophisticated, their legal support depends on a 
particularly rigorous analysis of the necessity, proportionality and 
safeguards adopted. In practical terms, this means that their use tends to 

 
43 Ibid., p. 29-33; Information Commissioner’s Office (ICO). Age assurance report 

technical annex. Wilmslow: Information Commissioner’s Office, 2024. Available at 
https://ico.org.uk/media2/migrated/4030925/20240704-ico-age-assurance-report-
technical-annex.pdf (last visited 13 Mar. 2026). 

44 Agência Nacional de Proteção de Dados (ANPD). Mecanismos confiáveis de 
aferição de idade: orientações preliminares. Brasília: ANPD, 2026. Available at 
https://www.gov.br/anpd/pt-br/assuntos/eca-digital/mecanismos-confiaveis-de-
afericao-de-idade-orientacoes-preliminares.pdf/@@download/file (last visited Mar. 25, 
2026). p. 9. 

45 Shaffique, Mohammed Raiz; Van Der Hof, Simone; Center for Law and Digital 
Technologies (eLaw). Research report: Mapping age assurance typologies and 
requirements. Luxembourg: European Commission, 2024. Available at https://digital-
strategy.ec.europa.eu/en/library/research-report-mapping-age-assurance-typologies-
and-requirements (last visited Mar. 31, 2026). p. 29-31. 
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be more difficult to sustain when less intrusive alternatives exist that are 
capable of producing an equivalent result with lower risk to privacy, data 
protection, inclusion and non-discrimination. 

 
VII. ATTRIBUTE-PROOF ARCHITECTURES AND THIRD-PARTY SERVICES 

 
Finally, this category covers age assurance providers, self-sovereign 

identity46, verifiable credentials47, reusable digital wallets48, age tokens49 
and cryptographic techniques aimed at proving only the necessary 
attribute, without displaying excess information.50 Within this group, it is 
useful to distinguish: (i) cryptographic tokens, which operate as digital 
signals that a certain age requirement has been met; (ii) double-blind 
models, structured so that the different participants in the ecosystem do 
not have complete visibility over the information and cannot easily trace 
it among themselves; and (iii) zero-knowledge proofs (ZKPs), which 
make it possible to prove that the user meets the age requirement without 
revealing the underlying data used for that proof. 51 

This category is especially relevant because it allows, at least in 
theory, proof only that the user is above or below a certain age threshold, 
without sharing the full date of birth, a document, or other unnecessary 
identifiers. For that reason, both the ANPD and European authorities treat 

 
46 Self-sovereign identity (SSI) can be understood as a model in which the user 

retains, in their own digital wallet, credentials issued by trusted entities and uses them to 
prove only a specific attribute, such as being over a certain age, without disclosing the 
full set of identifying data to the service. 

47 Verifiable credentials may be understood as digital credentials that make it 
possible to prove a specific attribute in a manner whose authenticity can be verified by 
third parties. 

48 Reusable digital wallets are digital tools that store credentials and allow them to 
be presented again in different contexts. 

49 Age tokens are signals or digital credentials issued for the sole purpose of proving 
a relevant age-related attribute, such as being above or below a certain age. 

50 Shaffique, Mohammed Raiz; Van Der Hof, Simone; Center for Law and Digital 
Technologies (eLaw). Research report: Mapping age assurance typologies and 
requirements. Luxembourg: European Commission, 2024. Available at https://digital-
strategy.ec.europa.eu/en/library/research-report-mapping-age-assurance-typologies-
and-requirements (last visited Mar. 31, 2026). p. 33; Agência Nacional de Proteção de 
Dados (ANPD). Mecanismos confiáveis de aferição de idade: orientações preliminares. 
Brasília: ANPD, 2026. Available at https://www.gov.br/anpd/pt-br/assuntos/eca-
digital/mecanismos-confiaveis-de-afericao-de-idade-orientacoes-
preliminares.pdf/@@download/file (last visited Mar. 25, 2026). p. 16, 24-26; 
Information Commissioner’s Office (ICO). Age assurance report technical annex. 
Wilmslow: Information Commissioner’s Office, 2024. Available at 
https://ico.org.uk/media2/migrated/4030925/20240704-ico-age-assurance-report-
technical-annex.pdf (last visited 13 Mar. 2026). p. 3. 

51 Agência Nacional de Proteção de Dados (ANPD). Mecanismos de aferição de 
idade. Brasília: ANPD, 2025. (Radar Tecnológico, n. 5). Available at 
https://www.gov.br/anpd/pt-br/centrais-de-conteudo/documentos-tecnicos-
orientativos/radar-tecnologico-5-mecanismos-de-afericao-de-idade.pdf (last visited 
Mar. 11, 2026). p. 33-35. 
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it as a particularly promising direction from the standpoint of data 
minimization and privacy. Even so, such solutions are not automatically 
appropriate, since their concrete design must avoid tracking52, excessive 
sharing, informational concentration and secondary use of data by the 
third party involved.53 

 
VIII. LEGAL LIMITS AND PROPORTIONALITY CRITERIA FOR CHOOSING AGE 

ASSURANCE MECHANISMS IN LIGHT OF DATA PROTECTION 
 
The choice of an age assurance mechanism in digital environments 

requires an analysis that considers not only its capacity for age control, 
but also the regulatory costs and impacts associated with the solution 
adopted. This is the central point of the ANPD’s guidance, which places 
age assurance within a risk-management logic in which the solution 
adopted must be proportionate both to the risk associated with the service 
and to the effects of the mechanism itself on privacy, data protection, 
inclusion and non-discrimination.54 

In a convergent sense, the EDPB states that age assurance must be 
implemented in a proportionate, risk-based manner; and always by means 
of the least intrusive alternative among those capable of achieving the 
intended regulatory purpose.55 This means that the legally relevant 
question is not which mechanism appears strongest in the abstract, but 
which solution is necessary and sufficient for the specific context. 

One of the most significant legal benchmarks is purpose limitation 
(Article 6(I)), which the LGPD includes among its principles and defines 
as “processing for legitimate, specific and explicit purposes of which the 

 
52 Tracking, in this context, consists in the possibility of reconnecting, monitoring, 

or correlating the use of the age assurance mechanism across different instances of 
access, services, or actors involved, thereby making it possible to extract more 
information about the user than is strictly necessary to confirm the age-related attribute. 

53 Agência Nacional de Proteção de Dados (ANPD). Mecanismos confiáveis de 
aferição de idade: orientações preliminares. Brasília: ANPD, 2026. Available at 
https://www.gov.br/anpd/pt-br/assuntos/eca-digital/mecanismos-confiaveis-de-
afericao-de-idade-orientacoes-preliminares.pdf/@@download/file (last visited Mar. 25, 
2026). p. 25-26; Shaffique, Mohammed Raiz; Van Der Hof, Simone; Center for Law and 
Digital Technologies (eLaw). Research report: Mapping age assurance typologies and 
requirements. Luxembourg: European Commission, 2024. Available at https://digital-
strategy.ec.europa.eu/en/library/research-report-mapping-age-assurance-typologies-
and-requirements (last visited Mar. 31, 2026). p. 33. 

54 Agência Nacional de Proteção de Dados (ANPD). Mecanismos confiáveis de 
aferição de idade: orientações preliminares. Brasília: ANPD, 2026. Available at 
https://www.gov.br/anpd/pt-br/assuntos/eca-digital/mecanismos-confiaveis-de-
afericao-de-idade-orientacoes-preliminares.pdf/@@download/file (last visited Mar. 25, 
2026). p. 7-10. 

55 European Data Protection Board (EDPB). Statement 1/2025 on Age Assurance. 
Adopted on 11 Feb. 2025. Brussels: EDPB, 2025. Available at 
https://www.edpb.europa.eu/system/files/2025-
04/edpb_statement_20250211ageassurance_v1-2_en.pdf (last visited Mar. 13, 2026). p. 
2-3. 
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data subject is informed, with no possibility of subsequent processing that 
is incompatible with such purposes”56. Age assurance may justify data 
processing because it aims to restrict, condition or modulate access 
according to the user’s age range, not because it authorizes, by itself, a 
new cycle of collection for commercial, registration or analytical 
purposes.  

The ANPD expressly states that data collected for age assurance may 
be used only for that purpose, prohibiting secondary use, traceability and 
the continuous, automated or unrestricted sharing of personal data.57 
Along the same lines, the EDPB observes that age assurance mechanisms 
must not open space for additional identification, profiling, tracking or 
other processing disconnected from age verification itself.58  

The second limit is data minimization, which requires restricting the 
processing to the age-related attribute necessary for the relevant context 
of use, a safeguard reflected in the LGPD through the principle of 
necessity (Article 6(III)), which limits processing to “limitation of the 
processing to the minimum required for the accomplishment of its 
purposes, encompassing relevant, proportional and non-excessive data in 
relation to data processing purposes.”59 For that reason, the ANPD’s 
guidance values solutions capable of proving only whether the user meets 
the applicable age requirement, without exposing the full date of birth, 
document number or other unnecessary identifiers, mentioning verifiable 
credentials and zero-knowledge proofs as relevant examples in this 
direction.60 

A third important legal filter concerns the security of the data 
processed, likewise enshrined in the LGPD (Article 6(VII)) as a principle 
requiring the “use of technical and administrative measures able to protect 

 
56 Brazil. Agência Nacional de Proteção de Dados. Law No. 13,709 of August 14, 

2018. Brazilian Data Protection Law (LGPD) (As amended by Law No. 13,853/2019). 
Brasília: ANPD, 2018. Available at https://www.gov.br/anpd/pt-br/centrais-de-
conteudo/outros-documentos-e-publicacoes-institucionais/lgpd-en-lei-no-13-709-
capa.pdf (last visited Apr. 1, 2026). 

57  Agência Nacional de Proteção de Dados (ANPD). Mecanismos confiáveis de 
aferição de idade: orientações preliminares. Brasília: ANPD, 2026. Available at 
https://www.gov.br/anpd/pt-br/assuntos/eca-digital/mecanismos-confiaveis-de-
afericao-de-idade-orientacoes-preliminares.pdf/@@download/file (last visited Mar. 25, 
2026). p. 14-18. 

58 European Data Protection Board (EDPB). Statement 1/2025 on Age Assurance. 
Adopted on 11 Feb. 2025. Brussels: EDPB, 2025. Available at 
https://www.edpb.europa.eu/system/files/2025-
04/edpb_statement_20250211ageassurance_v1-2_en.pdf (last visited Mar. 13, 2026). p. 
3-4. 

59 Brazil. Agência Nacional de Proteção de Dados. Law No. 13,709 of August 14, 
2018. Brazilian Data Protection Law (LGPD) (As amended by Law No. 13,853/2019). 
Brasília: ANPD, 2018. Available at https://www.gov.br/anpd/pt-br/centrais-de-
conteudo/outros-documentos-e-publicacoes-institucionais/lgpd-en-lei-no-13-709-
capa.pdf (last visited Apr. 1, 2026). 

60 Agência Nacional de Proteção de Dados (ANPD). op. cit., p. 16.  
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personal data from unauthorized accesses and accidental or unlawful 
events of destruction, loss, alteration, communication or dissemination”61 
- especially when the mechanism involves biometrics or other more 
sensitive information. In those cases, the ANPD indicates that the use of 
the solution requires a more robust justification as to necessity and 
appropriateness, mainly if there are less intrusive alternatives capable of 
producing an equivalent result.62  

The EDPB adds that the intensity of the interference with rights and 
freedoms may, in many scenarios, justify the prior carrying out of a data 
protection impact assessment.63 It is also relevant to verify the 
mechanism’s technically demonstrable effectiveness: proportionality is 
not the same as choosing the solution that appears least invasive, but 
rather the least invasive solution that is still sufficient for the risk faced. 
For that reason, the ANPD separates proportionality from accuracy, 
robustness and reliability, warning that solutions based exclusively on 
self-declaration have a low degree of confidence and that the mechanisms 
adopted must have their performance documented and tested against fraud 
or material error.64 

The criteria of inclusion, non-discrimination, transparency and 
contestability also form part of the proportionality assessment. The 
ANPD emphasizes that age assurance mechanisms must not result, 
directly or indirectly, in the disproportionate exclusion of users from 
digital life, drawing attention to barriers related to the absence of 
documents, socioeconomic vulnerability, motor or cognitive limitations 
and inequalities in access to devices and connectivity65. In the same 
direction, the EDPB expressly includes non-discrimination among the 
rights potentially affected by age assurance systems.66 

For that reason, when the main solution imposes relevant obstacles to 
access or use, or may disproportionately affect certain groups, it is 
important to provide alternative or complementary means of age 
assurance, especially for people who belong to vulnerable groups.67 In a 
convergent sense, such alternatives work as safeguards to reduce undue 

 
61 Brazil, op. cit. 
62 Agência Nacional de Proteção de Dados (ANPD). op. cit., p. 17-18. 
63 European Data Protection Board (EDPB). Statement 1/2025 on Age Assurance. 

Adopted on 11 Feb. 2025. Brussels: EDPB, 2025. Available at 
https://www.edpb.europa.eu/system/files/2025-
04/edpb_statement_20250211ageassurance_v1-2_en.pdf (last visited Mar. 13, 2026). p. 
2-3. 

64 Agência Nacional de Proteção de Dados (ANPD). Mecanismos confiáveis de 
aferição de idade: orientações preliminares. Brasília: ANPD, 2026. Available at 
https://www.gov.br/anpd/pt-br/assuntos/eca-digital/mecanismos-confiaveis-de-
afericao-de-idade-orientacoes-preliminares.pdf/@@download/file (last visited Mar. 25, 
2026). p. 19-20. 

65 Ibid., p. 11-13. 
66 European Data Protection Board (EDPB), op. cit., p. 2. 
67 Agência Nacional de Proteção de Dados (ANPD), op. cit., p. 20.  
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exclusions and to reconcile the protection of children and adolescents with 
the requirements of proportionality, effectiveness and respect for 
fundamental rights, especially when the method originally adopted 
depends on an appropriate document, a compatible telephone or other 
requirements that not all users are able to meet.68 

Lastly, it should be observed that the ANPD’s guidance recommends 
providing clear information on the purpose of the age assurance 
mechanism, the data used and the consequences of the assessment, as well 
as ensuring the availability of channels to challenge decisions and correct 
errors, which is particularly relevant in the case of mechanisms 
susceptible to false positives or false negatives.69 In summary, the legally 
defensible choice will depend on demonstrating, in documented form, that 
the mechanism is necessary in view of the risk, sufficient for the purpose, 
limited to the minimum data required, surrounded by appropriate 
safeguards and structured in a way that avoids tracking, discrimination 
and undue exclusion. 

 
CONCLUSION 

 
Age assurance in digital environments is not solved by the search for 

an abstractly or universally “more appropriate” mechanism, but by the 
choice of the solution that, in each context, offers a degree of reliability 
compatible with the regulatory risk involved, without imposing excessive 
processing of personal data or disproportionate restrictions on access. It 
is precisely for this reason that the sources examined reject uniform 
responses and indicate that the legitimacy of the mechanism depends on 
its adherence to the regulatory purpose, its practical effectiveness and its 
compatibility with principles of data protection laws such as 
minimization, purpose limitation, security and non-discrimination. 

The comparison among the main age assurance mechanisms shows 
that self-declaration tends to be insufficient in high-risk contexts, 
displaying low robustness due to its vulnerability to attempts by users to 
circumvent it. It was also concluded that mechanisms based on the 
analysis of evidence, such as documents, third-party databases or 
financial instruments may offer a greater degree of certainty, but may also 
increase friction, data exposure and access difficulties for certain users. 
In turn, estimative or inferential methods, although at times presented as 
innovative solutions, concentrate relevant concerns related to opacity, 
bias, surveillance and the sensitivity of the data involved. 

In this scenario, architectures that make it possible to prove only the 

 
68 European Data Protection Board (EDPB), op. cit., p. 6-7. 
69 Agência Nacional de Proteção de Dados (ANPD). Mecanismos confiáveis de 

aferição de idade: orientações preliminares. Brasília: ANPD, 2026. Available at 
https://www.gov.br/anpd/pt-br/assuntos/eca-digital/mecanismos-confiaveis-de-
afericao-de-idade-orientacoes-preliminares.pdf/@@download/file (last visited Mar. 25, 
2026). p. 23. 
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necessary age-related attribute, without excessive disclosure of identity or 
other personal data, gain prominence, especially when structured in a way 
that different actors in the ecosystem access only the information strictly 
necessary for their role, with secure communication of the age-related 
result and safeguards against tracking and secondary uses. It is precisely 
this relationship among reliability, intrusiveness and purpose that turns 
the classification of mechanisms into a useful tool for legal analysis and 
practical decision-making. 

In legal terms, the decisive point is that proportionality, in this field, 
does not operate as an ancillary consideration, but as a true architectural 
criterion. The greater the risk associated with the content, product or 
service, the greater the degree of robustness that may be required of the 
mechanism, and even so, the solution adopted must remain strictly linked 
to the purpose of age assurance and limited to the minimum necessary to 
achieve it. The protection of children and adolescents in digital 
environments requires effective measures, but their legitimacy depends 
on those measures not turning protection into a pretext for excessive data 
collection, expanded tracking or undue exclusion of users. 
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LAW, TECHNOLOGY, AND ALGORITHMIC RACISM 
 

Wellington José Campos * 
 

Abstract: This article aims to analyze the legal challenges associated 
with the phenomenon of algorithmic racism, considering the intersection 
between technology, digital discrimination, and fundamental rights. The 
research adopts an inductive methodology with an exploratory and 
theoretical character, grounded in an interdisciplinary literature review, 
including legal doctrine, critical data science studies, and national and 
international regulatory frameworks such as the LGPD and the GDPR. The 
study shows that artificial intelligence systems, by relying on biased 
historical data, can reproduce and amplify racial inequalities, negatively 
impacting the principle of equality and the dignity of the human person. It 
concludes that a robust legal framework is necessary, centered on 
algorithmic transparency, multisectoral accountability, and the 
implementation of anti-discriminatory algorithmic justice capable of 
protecting fundamental rights in digital environments. 

Keywords: algorithmic racism; artificial intelligence; law and 
technology; digital discrimination; fundamental rights. 
 

INTRODUCTION 
 
The exponential advance of Artificial Intelligence (AI) in recent 

decades has profoundly transformed the way society is organized, 
offering automated solutions in several sectors: public security, health 
services, credit granting, hiring processes, and content selection on social 
networks. However, the algorithms that support these systems are not 
neutral. As recent studies show, AI may reproduce and amplify social 
inequalities, especially those related to structural racism. 
 The concept of "algorithmic racism", widely discussed by authors 
such as Safiya Umoja Noble1 and Ruha Benjamin2, describes the way in 
which automated systems discriminate against racial groups by mirroring 
biases contained in training data or in existing social structures. This 
reality challenges the Law to act: how should one regulate a system that 
learns and decides on the basis of discriminatory patterns? What limits 
should be imposed on developers and companies that use AI? Is there 
sufficient regulation to protect fundamental rights? 
 This article seeks to investigate these questions, and is divided into 
three main sections: (1) how algorithms reproduce racism, (2) the legal 
challenges faced in regulating AI, and (3) regulatory proposals based on 
algorithmic justice. 
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Racism (N.Y.U. Press 2018). 
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I. THEORETICAL FRAMEWORK 
 
The governance of Artificial Intelligence requires a reworking of 

traditional legal frameworks, demanding from Law not merely punctual 
adaptations, but a conceptual reconfiguration capable of addressing the 
diffuse and complex effects of automated technologies. According to 
Mantelero et al.3, the current legal structure is strained by the opaque logic 
of algorithms, whose intelligibility is limited even to their programmers, 
given the nature of deep learning and the absence of causal predictability. 
Added to this is the obstacle represented by trade secrecy, which, under 
the argument of protecting innovation, obstructs transparency and 
compromises accountability. 
 In this scenario, the Brazilian General Data Protection Law 
(LGPD - Law No. 13,709/2018) emerges as an initial attempt at 
containment, notably by guaranteeing, in Articles 20 and 21, the right to 
review automated decisions. However, as Wang et al.4 observe, such 
normative instruments still lack robust mechanisms for enforcement, 
revealing an asymmetry between technological risks and legal safeguards. 
At the international level, the European GDPR presents advances, but also 
encounters limitations in predictive regulation and in its interfaces with 
fundamental rights. Supranational guidelines, such as those of the OECD 
and UNESCO, point to governance based on human rights, transparency, 
proportionality, and human oversight, principles that must be internalized 
by the Brazilian legal system with urgency and critical awareness. 

Critical literature on technology has forcefully demonstrated that 
algorithmic systems are not neutral, but deeply intertwined with social 
and historical structures of power. Safiya Umoja Noble5, in her seminal 
work Algorithms of Oppression, reveals how search engines reproduce 
racial stigmas, especially against Black women, as the result of a ranking 
system that reflects corporate interests and biases embedded in data. Ruha 
Benjamin6, in turn, argues that technologies not only replicate 
inequalities, but reconfigure and deepen them under an aura of efficiency 
and neutrality, creating what she calls the "new Jim Crow code". 

Virginia Eubanks7, in studying the implementation of algorithms in 
public policies, shows how automation reinforces the cycle of poverty and 
social exclusion, especially affecting racialized populations. Cathy 

 
3 Alessandro Mantelero et al., Bias in Social Media Content Management: What Do 

Human Rights Have to Do With It? (Geneva Acad. 2022), https://www.geneva-
academy.ch/. 

4 Xiaoyang Wang et al., Algorithmic Discrimination: Examining Its Types and 
Regulatory Measures with Emphasis on US Legal Practices, 7 Frontiers in Artificial 
Intelligence (2024), https://doi.org/10.3389/frai.2024.1320277. 

5 Noble, supra note 2. 
6 Benjamin, supra note 3. 
7 Virginia Eubanks, Automating Inequality: How High-Tech Tools Profile, Police, 

and Punish the Poor (St. Martin's Press 2018). 



2026] LAW, TECHNOLOGY, AND ALGORITHMIC RACISM 77 

O'Neil8 calls such systems "weapons of math destruction", given their 
capacity to scale injustices under the veneer of statistical objectivity. 
These studies converge in pointing to the need for an intersectional and 
critical perspective that understands bias as a systemic construction, not 
as a punctual technical deviation. Legal analysis must therefore engage 
with these epistemologies in order to build effective anti-discriminatory 
norms. 
 
The legal response to algorithmic racism requires recognition of the 
existence of structural racism, a concept deepened by Silvio Almeida9, 
who defines it as a systemic logic rooted in institutions, social practices, 
and symbolic representations. In this sense, algorithms do not create 
discrimination from nothing: they intensify already operating 
exclusionary structures, updating them in computational language. Law, 
as an instrument of normative power, cannot avoid confronting this 
structural dimension without becoming complicit in digitalized exclusion. 

Djamila Ribeiro contributes to this debate by proposing the concept 
of "place of speech", which is essential to understanding who the subjects 
authorized to participate in the construction of technological narratives 
are. Abdias do Nascimento, by denouncing the myth of racial democracy, 
compels us to question the alleged neutrality of algorithmic systems 
implemented under that ideology. Incorporating these reflections into the 
legal field is a sine qua non condition for the development of public 
policies and legislation that not only recognize biases, but promote their 
concrete overcoming through historical reparation and the redistribution 
of decision-making power in the technological field. 

 
II. HOW ALGORITHMS REPRODUCE RACISM 

 
A.  Biased Data and Historical Inequality 

 
The reproducibility of injustices in digital environments is deeply tied 

to the nature of the data that feed artificial intelligence systems. Machine 
learning operates on the basis of large historical datasets that, quite often, 
reflect institutionalized prejudice and exclusionary practices. As Ponce et 
al.10 observe, "bias in AI does not emerge in a vacuum— it reflects the 
values and prejudices of the society that created the data". In this sense, 
algorithmic discrimination is less a technical failure than a statistical 
reflection of structural inequalities. 

 
8 Cathy O'Neil, Weapons of Math Destruction: How Big Data Increases Inequality 

and Threatens Democracy (Crown Publ'g Grp. 2016). 
9 Silvio Almeida, Structural Racism (Pólen 2018) [original title: Racismo 

Estrutural]. 
10 Andrés Ponce et al., Bias and Discrimination in AI: A Cross-Disciplinary 

Perspective 6, SSRN (2021), 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3842194. 
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The difficulty lies in the fact that, once processed by automated 
systems, these data cease to be merely descriptive and begin to play a 
prescriptive role. The result is a feedback loop of inequities: already 
vulnerable populations become targets of decisions that perpetuate their 
exclusion, now under the justification of computational neutrality. 

In addition to data quality, the very operating logic of algorithms 
contributes to the perpetuation of inequalities. Wang et al.11 warn about 
the use of proxy variables—such as residential address, schooling, or 
consumption patterns—which, although apparently neutral, are strongly 
correlated with racial and socioeconomic markers. Traditional statistical 
modeling prioritizes correlation and predictive performance to the 
detriment of contextual analysis and distributive justice. 

The risk is the consolidation of systems that, by maximizing their 
technical efficiency, sacrifice constitutional principles such as equality, 
dignity, and non-discrimination. Law must therefore develop hermeneutic 
and normative tools that resist the mathematical naturalization of 
inequalities and impose substantive limits on algorithmic operation. 

Specialized literature has already documented several examples in 
which the application of algorithms has resulted in direct or indirect racial 
discrimination. The case of the COMPAS system in the United States is 
paradigmatic. Used to predict criminal recidivism, the software assigned 
higher risk to Black people even when they had criminal records similar 
or inferior to those of white defendants12. This bias compromises the right 
to a fair trial and exposes the fallacy of algorithmic neutrality. 

In facial recognition technologies, studies revealed significantly 
higher error rates in the identification of Black faces, which led companies 
such as IBM, Microsoft, and Amazon to suspend the use of these tools13. 
In the private sector, credit-granting algorithms and résumé-screening 
systems have demonstrated discriminatory practices against residents of 
predominantly Black neighborhoods, as pointed out by Eubanks14 and 
Mantelero et al.15. 

Such cases illustrate that the absence of regulation is not only a legal 
problem, but also a vector for worsening social exclusion, requiring a firm 
normative response committed to fundamental rights. 

 
III. LEGAL CHALLENGES IN COMBATING ALGORITHMIC RACISM 

 
A.  The Paradox of the Algorithmic Black Box 

 
One of the major obstacles to the legal accountability and control of 

artificial intelligence systems lies in their technical opacity. Many 

 
11 Wang et al., supra note 5. 
12 O'Neil, supra note 9. 
13 Benjamin, supra note 3. 
14 Eubanks, supra note 8. 
15 Mantelero et al., supra note 4. 
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algorithms, especially deep learning algorithms, operate as true "black 
boxes", whose decisions are unintelligible even to their developers. 
Mantelero et al.16 note that this opacity, often justified by trade secrecy or 
computational complexity, compromises the exercise of fundamental 
rights such as transparency, explainability, and adversarial participation. 

This situation directly challenges the principles of the Rule of Law, 
since citizens affected by automated decisions - such as denial of credit, 
pretrial detention, or exclusion from social benefits - are unable to 
understand, contest, or review the grounds that led to that decision. The 
paradox emerges: the more sophisticated the system, the greater its 
statistical efficiency and the lower its legal intelligibility. 

 
B.  Normative Gaps and the Role of the LGPD 

 
Although the Brazilian General Data Protection Law (Law No. 

13,709/2018) represents an advance by providing, in Articles 20 and 21, 
the right to review automated decisions, there remains a significant gap in 
the Brazilian normative structure. The LGPD lacks specific provisions 
aimed at mitigating racial algorithmic discrimination, as well as robust 
mechanisms for oversight and accountability. Wang et al.17 observe that, 
in the absence of clear technical and procedural standards, the right to 
review frequently remains inapplicable, becoming more of a symbolic 
clause than an effective guarantee. 

Moreover, the activity of the National Data Protection Authority 
(ANPD) has been incipient in view of the complexity and scale of the 
challenges presented by AI. The lack of consolidated case law on the 
subject reinforces the urgency of specific legal frameworks that articulate 
data protection, racial equality, and algorithmic oversight in an 
intersectional and proactive manner. 

 
IV. THREATENED FUNDAMENTAL RIGHTS 

 
Algorithmic discrimination directly affronts several constitutional 

rights and guarantees. It violates the principle of substantive equality by 
treating racialized groups unequally under the appearance of statistical 
neutrality. It compromises the right to non-discrimination by reinforcing 
exclusionary patterns based on past data. It affects the dignity of the 
human person by reducing individuals to predictive and probabilistic 
categories. And it challenges due process of law by making it impossible 
to exercise a broad defense in automated decisions that escape the 
recipient's understanding. 

In this context, it is essential that Law act not only reactively, but as a 
tool for anticipating and preventing injustices, ensuring that technology 

 
16 Mantelero et al., supra note 4. 
17 Wang et al., supra note 5. 



80 LAW, TECHNOLOGY, AND ALGORITHMIC RACISM [Vol. 4:1 

does not become a vector of institutionalized dehumanization. 
A.  A. Civil Liability and Accountability 

 
The lack of clarity as to who is liable for harms arising from 

discriminatory automated decisions creates a dangerous gap for the 
effectiveness of the legal order. Developers, contracting companies, data 
providers, and digital platforms share the chain of responsibility, but the 
lack of adequate regulation fragments attribution and makes reparation 
difficult. 

Ponce et al.18 defend the adoption of joint and several liability 
regimes, with compulsory technical audits and reversal of the burden of 
proof in cases of presumed discrimination. This is justified by the 
informational imbalance between the parties and by the technical 
asymmetry that prevents effective social control over algorithms. 
Accountability must be multisectoral, involving administrative 
regulation, civil sanctions, individual and collective reparations, as well 
as criminal liability in serious cases. 

 
V. LEGAL PATHWAYS AND REGULATORY PROPOSALS 

 
A.  Ex Ante Regulation: Prevention and Ethical Design 

 
Effective AI regulation must begin at the origin of systems, that is, at 

the moment of their conception and development. It is essential that 
algorithms be subjected to ethical audits before implementation, with anti-
discriminatory impact testing and analysis of the datasets used. The idea 
of "responsible design" must be incorporated into legal and business 
culture, with an emphasis on social justice as a criterion of regulatory 
compliance. 

The European Union is advancing in this direction with the AI Act19, 
which classifies AI systems by degree of risk and imposes proportional 
obligations of safety, transparency, and explainability. Brazil should 
observe this model, adapting it to its social and racial specificities. 

Beyond prevention, effective mechanisms of subsequent 
accountability must be guaranteed. This includes accessible complaint 
channels, swift mediation and reparation procedures, as well as sanctions 
proportionate to the harms caused. The LGPD must be complemented by 
infra-legal norms detailing procedures for the review of automated 
decisions and establishing parameters for compensation. 

The ANPD's activity must be expanded and coordinated with public 
defenders' offices, prosecutors' offices, and civil society organizations, so 
as to establish a protection network against algorithmic abuses. Sanctions 

 
18 Ponce et al., supra note 11, at 6. 
19 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 

June 2024 Laying Down Harmonised Rules on Artificial Intelligence (Artificial 
Intelligence Act), 2024 O.J. (L 1689). 
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should not pursue only a punitive character, but also institutional re-
education and the structural transformation of discriminatory practices. 

The concept of algorithmic justice, increasingly present in the 
international debate, presupposes that automated decisions must be 
explainable, contestable, auditable, and grounded in principles of equity. 
For this purpose, racialized groups must be included in technological 
governance processes, breaking with the technocratic logic that 
marginalizes peripheral knowledge and experiences. 

Wang et al.20 argue that AI governance must be anchored in human 
rights as a normative foundation, not merely as an abstract guideline. Law 
must incorporate mechanisms for the social control of technology, foster 
radical transparency, and guarantee epistemic pluralism in the production 
of norms. Only in this way will it be possible to overcome the cycle of 
exclusion and inequality that marks the current digital era. 

 
VI. RESULTS AND DISCUSSION 

 
The results of this research indicate that the implementation of 

artificial intelligence in the analysis of sentence progression may be a 
fundamental instrument for optimizing procedural processing and 
reducing prison overcrowding. The analysis highlights that the 
automation of legal decisions positively impacts the efficiency of the 
prison system by reducing procedural delay, ensuring that inmates eligible 
for progression of regime are identified quickly. This approach allows for 
a more dynamic and transparent flow in sentence execution, contributing 
to the reduction of the prison population in a legally grounded manner. 

The procedural speed provided by automation is emphasized as 
bureaucratic routines are one of the main causes of delays in the granting 
of criminal benefits. However, despite the operational advantage, the 
author also warns about the ethical challenges involved in applying AI in 
the criminal system. The subjectivity inherent in each case requires that 
technology be applied with caution, respecting the principles of 
adversarial proceedings and full defense. Thus, AI should not replace the 
role of the judge, but rather act as support for faster decisions grounded 
in objective criteria. 

On the other hand, the lack of standardization in judicial decisions 
contributes to inequalities in sentence enforcement. Automation emerges 
as a tool capable of mitigating this disparity, ensuring greater equality in 
the granting of benefits and in the analysis of sentence progression. 
However, the authors also note that the cultural resistance of legal 
operators may represent an obstacle to the implementation of these 
technologies, since many professionals still show concern about the 
reliability of algorithms in the legal context. 

Another relevant aspect is the recognition of the State of 

 
20 Wang et al., supra note 5. 
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Unconstitutional Affairs in the Brazilian prison system, as established by 
ADPF No. 347. In this sense, the adoption of AI in the analysis of judicial 
proceedings may be seen as an emergency solution to mitigate the 
penitentiary crisis, ensuring that the rights provided for in the Criminal 
Enforcement Law are effectively applied. However, the authors 
emphasize that automation must be accompanied by mechanisms of 
control and audit to avoid arbitrary or discriminatory decisions, 
reinforcing the need for human oversight. 

The relevance of the study is also reflected in the need to regulate the 
use of AI within the legal field. Different countries have already adopted 
guidelines to ensure transparency and ethics in the application of artificial 
intelligence in the Judiciary. In Brazil, the lack of specific regulation may 
generate uncertainty as to the applicability of these systems, requiring a 
clearer normative approach to avoid the perpetuation of algorithmic 
biases and to ensure conformity with constitutional principles. 

The synergy between theory and practice may be observed in the 
relationship between the concepts presented in the theoretical framework 
and the concrete impacts of automating legal decisions in the prison 
system. While technology may significantly reduce procedural delay, we 
can demonstrate, through case studies, that prison overcrowding is 
directly related to the bureaucratic inefficiency of the criminal system. 
The practical application of AI may therefore bring real benefits by 
allowing a more agile and standardized analysis of proceedings, provided 
that it is implemented with rigorous criteria to avoid injustices. 

Accordingly, the results indicate that, although artificial intelligence 
may represent a significant advance for the penitentiary system, its 
adoption must be carried out carefully. Ethical challenges, the need for 
regulation, and the indispensable role of the judge in supervising 
decisions are factors that must be considered so that technology is used 
fairly and effectively. Thus, this study identifies automation as a viable 
solution to the penitentiary crisis, provided that it is implemented with 
control mechanisms that guarantee the integrity and legality of judicial 
decisions. 

 
CONCLUSION 

 
The study carried out in this article has shown, in a rigorous and 

critical manner, that the phenomenon of algorithmic racism is not a mere 
technical deviation or occasional failure of artificial intelligence systems. 
On the contrary, it is the digital reproduction of structures of inequality 
historically rooted in contemporary societies, updated through automated 
decision-making systems based on biased data. These systems, when 
trained with information that reflects a social reality marked by racial 
asymmetries, reiterate - and in many cases deepen - exclusions under the 
appearance of technical neutrality. 

From this finding, this work proposed a paradigmatic shift in the way 
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Law should position itself before new technologies. The legal task, in this 
context, cannot be restricted to the residual application of preexisting 
norms, but must assume a proactive and transformative role, especially 
with regard to the protection of fundamental rights in the face of emerging 
risks of the digital era. 

Based on an interdisciplinary literature review and on national and 
international normative analysis, the study proposed novel hypotheses for 
confronting algorithmic racism on two fronts: technical and legal. 

In the technical field, it suggested the implementation of systems of 
intersectional critical simulation, capable of testing algorithms in social 
scenarios that encompass racial, gender, and class markers. Such a 
mechanism would make it possible to verify, in advance, the occurrence 
of discriminatory results and their differential impacts. It also defended 
the creation of ethical lock mechanisms, programmed to interrupt 
automated decisions that present a risk of racial discrimination, 
conditioning their continuation on qualified human intervention. In 
addition, it proposed the adoption of protocols for periodic data review by 
multidisciplinary commissions with social representativeness, in order to 
audit and correct databases used in the training of artificial intelligence 
systems. 

At the legal level, the article pointed to the need to establish an 
autonomous legal category for racial algorithmic discrimination, with 
specific provision for strict liability and full reparation of harm. It also 
suggested reversing the burden of proof in litigation of this nature, so that 
the party controlling the system is legally required to demonstrate the 
absence of bias whenever there is statistical evidence of inequality. 
Moreover, it recommended the creation of a special legal regime for 
algorithms with high social impact, with a legal requirement for prior 
racial impact assessments, similar to environmental impact studies 
already consolidated in the Brazilian legal order. 

As part of a public policy of inclusion and algorithmic justice, it also 
suggested the mandatory insertion of equity clauses in administrative 
contracts involving automated technology, linking their validity to proof 
of compliance with normative criteria of non-discrimination. Finally, it 
proposed the creation of a national observatory of algorithmic ethics, with 
the participation of representatives of civil society, jurists, technology 
specialists, and historically marginalized groups, with consultative, 
supervisory, and deliberative competence over the use of algorithms in 
public and private spheres. 

All these measures seek not only to mitigate the effects of algorithmic 
racism, but above all to contribute to the construction of a technological 
governance model that is democratic, plural, and oriented by the centrality 
of human dignity. It is necessary to overcome the technocratic 
reductionism that still prevails in the public debate on artificial 
intelligence and to recognize that its effective regulation must be 
permeated by ethical, normative, and social principles. 
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Fair and non-discriminatory artificial intelligence, therefore, cannot 
be achieved through technically neutral solutions or generic legislation. It 
will depend on the institutionalization of robust algorithmic justice, 
committed to transforming structures of exclusion and promoting 
substantive equality in digital environments. Law, in this scenario, is 
called upon to assume its emancipatory and protective vocation, acting as 
an instrument of resistance and reconstruction in the face of the new forms 
of domination and invisibilization that emerge in technological society. 
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Abstract: Technology-intensive markets challenge traditional models 
of regulatory enforcement. Sanction-centered, command-and-control 
approaches may generate overdeterrence, adversarial escalation, and 
chilling effects on innovation. At the same time, adaptive instruments such 
as responsive regulation and regulatory sandboxes raise concerns about 
opacity, unequal treatment, and administrative capture. This article 
examines how these instruments can remain legitimate within a 
constitutionalized administrative order. Through a conceptual and doctrinal 
analysis drawing on administrative law, regulatory theory, and technology 
governance scholarship, it argues that the core issue is not whether 
regulators should choose rigidity or flexibility, but under what institutional 
conditions discretionary power can be lawfully exercised. The article 
advances the claim that proceduralization is the legal infrastructure of 
adaptive governance. By structuring decision-making through reason-
giving, transparency, participation, monitoring, and reviewable constraints 
on discretion, proceduralization converts regulatory flexibility into 
accountable public action. It enables responsive enforcement and 
experimental governance to support innovation and learning without 
collapsing into opaque discretion, selective privilege, or punitive rigidity. 

Keywords: responsive regulation; regulatory sandboxes; 
proceduralization; chilling effect; administrative law; law and technology. 
 

INTRODUCTION 
 
Technology-intensive sectors have become a stress test for classic 

regulatory enforcement. Legal categories and prescriptive standards often 
lag behind rapidly evolving products, data-driven business models, and 
complex technical infrastructures. In this setting, regulators confront a 
recurrent dilemma. If they rely on rigid ex ante prescriptions and sanction-
first enforcement, they may induce overdeterrence, amplify adversarial 
dynamics, and suppress valuable experimentation. If, instead, they pursue 
flexibility through negotiated pathways and bounded experimentation, 
they expand the discretionary footprint of the administrative state, 
intensifying concerns about legality, equal treatment, and accountability. 

This article argues that this is not a choice between regulation and 
deregulation, nor between "hard" and "soft" law in the abstract. The 
central issue is institutional: how public authorities decide under 
uncertainty, and how those decisions remain legitimate, controllable, and 
stable over time. In technology governance, uncertainty is not merely 
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technical. It is also legal and procedural. Actors respond not only to 
substantive rules and sanction threats, but also to the predictability of 
decision criteria, the availability of channels for clarification and 
contestation, and the perceived openness of the regulatory process to 
revision in light of evidence. 

The paper advances a process-oriented hypothesis: responsive 
regulation and experimental governance can only deliver their promise if 
the exercise of discretion is anchored in procedural integrity. As 
regulatory systems become more adaptive and interactive, legality must 
be reconstructed through decision procedures that constrain discretion, 
structure reasons, and preserve public accountability. This is why the 
question of procedures is not secondary. It is the doctrinal and institutional 
condition that reconciles adaptive governance with public law. It also 
reframes the chilling effect. Innovation is chilled not only when sanctions 
are harsh, but when regulatory interaction is procedurally opaque, 
unpredictable, or selectively accessible, increasing expected legal 
exposure even in the absence of formal enforcement. 

Methodologically, the article offers a conceptual and doctrinal 
analysis rather than an empirical evaluation of any single sector or 
jurisdiction. It proceeds in three steps. First, it reconstructs the internal 
logic and limitations of command-and-control enforcement in innovation 
settings, emphasizing how sanction-centered approaches can degrade 
information flows and encourage adversarial escalation. Second, it maps 
two influential adaptive responses, responsive regulation and regulatory 
experimentalism, highlighting how escalation, negotiated instruments, 
and sandboxes are designed to manage uncertainty through learning and 
calibrated intervention. Third, it develops a public-law argument about 
legitimacy: it identifies why these adaptive tools are especially vulnerable 
to opacity, unequal treatment, and capture risks, and why procedural 
design functions as the institutional technology that can mitigate these 
vulnerabilities while preserving the protective mandate of the State. 

The relevance of the argument is twofold. Normatively, it addresses a 
core problem of contemporary administrative law: how to legitimate 
discretionary governance in contexts where the State must be close 
enough to markets to learn, but autonomous enough to remain publicly 
oriented. Practically, it speaks to the stability of regulation in high-
innovation environments, where the costs of institutional distrust are high 
and where judicialization, understood here as the displacement of 
regulatory conflict to courts and external review, can freeze learning and 
reinforce defensive rigidity. The paper's contribution is a framework for 
evaluating adaptive governance through a public-law lens. 

Rather than treating enforcement style and experimental tools as 
separate policy choices, the analysis begins from the point where 
regulatory tension is most visible: the limits of sanction-centered 
command-and-control enforcement when applied to fast-moving, 
technology-intensive environments. From this baseline, the discussion 



2026] RESPONSIVE ENFORCEMENT IN INNOVATION-INTENSIVE MARKETS 89 

moves to adaptive responses that have gained prominence in 
contemporary governance, and then to the central legal question that 
follows from them. If discretion, negotiation, and bounded 
experimentation are increasingly necessary to govern innovation, what 
makes these forms of administrative action legitimate and stable within 
public law? The argument developed here is that this stability depends 
less on the availability of flexible instruments and more on the procedural 
conditions under which they are exercised, including reason-giving, 
transparency, and reviewable constraints on discretion. 

 
I.  THE LIMITS OF COMMAND-AND-CONTROL ENFORCEMENT  

IN TECHNOLOGY-INTENSIVE SECTORS 
 
The command-and-control model has been widely used in the 

institutional construction of Brazilian regulatory agencies and is often 
presented as a centralized and prescriptive form of state intervention. Its 
core mechanics are familiar: the authority defines detailed rules of 
conduct, monitors compliance, and applies sanctions when regulated 
actors deviate from what was prescribed. In the early phases of the 
Brazilian regulatory state, this design contributed to stabilizing 
expectations and to affirming public authority, especially where baseline 
compliance had not yet been internalized by regulated markets. 

The same architecture, however, becomes increasingly strained as 
markets become more complex and innovation accelerates. When 
technological change compresses regulatory cycles, a rigid, sanction-
centered posture tends to perform poorly because it assumes that deviation 
is primarily conflict driven, and that deterrence is the best route to 
compliance. In practice, the sanction-first logic can create incentives for 
opacity and resistance and can amplify judicialization, undermining both 
regulatory efficiency and the perceived legitimacy of administrative 
decisions. 

These dysfunctions are not limited to substantive outcomes. They are 
also procedural and institutional. In several regulated sectors, decision-
making processes remain weakly structured, with limited channels for 
sustained dialogue between regulators and regulated parties, and with 
insufficient institutional openness to incorporate specialized knowledge 
and contestation in an organized manner. Where procedural safeguards 
are thin, conflicts tend to be displaced to external review bodies, 
particularly courts, which are often asked to resolve technically complex 
issues without consistent deference to administrative expertise. This 
dynamic weakens the pedagogical and cooperative potential of regulation 
and reinforces an adversarial posture in which compliance is treated as a 
risk management exercise rather than as a shared institutional objective. 

The institutional costs are significant. Excessive judicialization is a 
visible symptom of fragility in traditional enforcement models because it 
transfers high complexity regulatory disputes to the judiciary and 
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increases uncertainty for both public authorities and regulated actors. At 
the same time, the underlying legitimacy deficit tends to reproduce itself: 
without structured participation, objective criteria, and transparent 
deliberation, administrative decisions become harder to justify, harder to 
scrutinize rationally, and more vulnerable in review. 

 
A.  Command-and-Control as a Governance Assumption 

 
In technology-intensive sectors, a central limitation of command-and-

control enforcement is that it approaches uncertainty primarily as a 
compliance deviation to be deterred, rather than as a structural condition 
of governance. Historically framed as prescriptive or directive regulation, 
this paradigm relies on unilateral legal obligations and treats sanctions as 
the main instrument for shaping behavior. It is grounded in an assumption 
of technical and legal superiority of the state apparatus, positioning the 
administrative authority as the exclusive decision center responsible for 
setting rigid conduct rules, monitoring compliance, and imposing 
penalties in cases of deviation. 

This design carries a distinctive operational profile. It is marked by 
verticality, legalism, and reactivity, combining centralized decision-
making, detailed and binding normative instruments intended to 
predetermine what is permitted and what is prohibited, and a sanction-
first logic focused on repression rather than prevention, dialogue, or 
cooperation. In Brazil, its diffusion accompanied the strengthening of the 
state and the institutionalization of regulatory agencies, often justified by 
the search for stability in strategic sectors such as energy, 
telecommunications, and health. 

As markets become more complex and dynamic, however, the 
shortcomings of this governance assumption become increasingly visible. 
The effort to anticipate regulated behavior through general and abstract 
rules tends to produce rigid frameworks that struggle to adapt to 
accelerated innovation and to heterogeneous technical and institutional 
arrangements. These limits are compounded when participation is low and 
institutionalized listening mechanisms are weak. In such cases, 
administrative decisions may remain insufficiently responsive to shifts in 
the regulated environment, reinforcing perceptions of a closed and 
impositive model. 

These procedural features are not peripheral. They shape the 
conditions of legitimacy and the quality of regulatory interaction, 
especially where relevant knowledge is distributed across firms, experts, 
users, and regulators. When structured channels for dialogue and 
participation are scarce, conflict resolution tends to externalize into 
adversarial review, increasing uncertainty and weakening the regulator's 
capacity to learn from emerging practices. In contrast, governance-
oriented accounts emphasize that regulatory performance depends on 
institutional criteria such as predictability, procedural transparency, and 
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public accountability, which support mutual trust and facilitate voluntary 
compliance in high-complexity environments. 

For law and technology governance, the implication is 
straightforward. The core challenge is often not the existence of 
regulation, but the capacity to decide under uncertainty in ways that 
remain intelligible, contestable, and revisable. A sanction-first closed 
decision model tends to underdeliver on these demands. This 
misalignment creates the rationale for shifting attention from purely 
substantive prescriptions to procedural design, with enforcement 
architectures that can incorporate expertise, enable critique, and stabilize 
legitimacy over time. 

 
B.  Chilling Effects and the Misalignment  

Between Sanctioning and Innovation 
 
A persistent sanction-centered regulatory culture can compromise the 

development of institutional environments conducive to innovation, 
entrepreneurship, and long-term investment, particularly when novel 
solutions emerge near the frontier of legality or within regulatory gray 
zones not fully disciplined by existing categories. In technology-intensive 
markets, experimentation is often a prerequisite for evidence generation 
and risk discovery. Yet the expected gains from innovation depend not 
only on technical feasibility, but also on predictable regulatory 
interactions and on the availability of procedural routes to clarify 
expectations and adjust conduct over time. 

This context helps explain the chilling effect, understood as a 
behavioral response to legal risk in which actors refrain from engaging in 
potentially beneficial conduct due to fear of sanctions, uncertainty, or 
exposure to costly dispute resolution. In sanction-first environments, the 
relevant driver is frequently not the actual imposition of penalties, but 
expected exposure combined with limited clarity about how authorities 
will interpret emergent practices. When sanctions are perceived as 
disproportionate or unpredictable, regulated actors may avoid efficient 
solutions not explicitly anticipated by existing rules, even where 
controlled experimentation could generate socially valuable information 
and support regulatory improvement. 

The chilling effect tends to intensify when enforcement is embedded 
in closed and weakly participatory decision-making structures. Where 
institutionalized dialogue is scarce, regulated actors have fewer safe 
procedural spaces to disclose uncertainty, request clarification, or propose 
controlled tests. This fosters adversarial interaction and undermines 
regulatory learning, because information becomes strategically withheld 
and innovation is more likely to be framed as deviation rather than as a 
source of evidence about risks and market dynamics. 

From the perspective of innovation dynamics, this misalignment is 
structural. Disruptive models frequently challenge incumbent 
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architectures and expose mismatches between legacy rules and emergent 
practices, which makes overdeterrence a recurring risk if novelty is 
treated as wrongdoing by default. The sanctioning function remains 
necessary for harmful conduct, but it becomes counterproductive when 
applied indistinctly to uncertainty-driven behavior. A more adequate 
enforcement posture distinguishes between strategic misconduct and 
good-faith experimentation undertaken within acceptable risk parameters, 
reserving punitive interventions for repeated resistance, high-risk harm, 
or fraudulent behavior. 

At the ecosystem level, sanctioning rigidity is associated with reduced 
attractiveness of the regulated environment and with the weakening of 
innovation ecosystems by discouraging investment and limiting entry. 
The mechanism is cumulative: reduced entry narrows the variety of 
solutions available to address public problems and decreases the 
opportunities for regulatory learning that arise from real-world 
experimentation. In addition, where innovation increases enforcement 
exposure without offering procedural channels for clarification and 
adjustment, experimentation may migrate to jurisdictions perceived as 
more predictable. 

For these reasons, the appropriate response is not to relax the 
protective mandate of the State, but to recalibrate how protection is 
achieved. Sanctioning can be repositioned as a last-resort instrument 
within strategies that value dialogue, proportionality, and institutional 
responsiveness. This repositioning provides the conceptual bridge to 
responsive regulation and to experimental instruments such as regulatory 
sandboxes, which reduce informational asymmetries and enable learning 
under controlled conditions while strengthening legitimacy through 
procedural design. 

The chilling effect, however, should not be attributed solely to the fear 
of sanctions. In technology-intensive sectors, uncertainty is also 
procedural. When actors cannot anticipate how regulators will interpret 
emergent practices, which criteria will govern discretionary choices, or 
how and when decisions may be revised, expected legal exposure 
increases even in the absence of formal enforcement. In this sense, 
procedural opacity and weak reason-giving can amplify overdeterrence 
by transforming innovation into a high-variance bet, discouraging 
disclosure and experimentation. This connects the behavioral 
consequences of sanction-centered cultures to a structural institutional 
diagnosis: the quality of regulatory procedures becomes a determinant of 
innovation incentives as well as legitimacy.1 

 

 
1 Ian Ayres & John Braithwaite, Responsive Regulation: Transcending the 

Deregulation Debate 19–35 (Oxford Univ. Press 1992), at 19–20, 35, 52–53; see also 
Robert Baldwin & Julia Black, Really Responsive Regulation, 71 Mod. L. Rev. 59, 61–
62 (2008). 
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II. RESPONSIVE REGULATION AND EXPERIMENTAL GOVERNANCE 
 
Regulators operating in technology-intensive sectors increasingly 

face a recurrent dilemma. Rigid, ex ante prescriptions often lag behind 
fast-moving markets, while purely ex post sanctioning can amplify 
adversarial dynamics and reduce the informational quality of regulatory 
interactions. In response to these limits, two families of approaches have 
gained prominence: responsive regulation and regulatory 
experimentalism. Both seek to improve regulatory performance under 
uncertainty by shifting attention from unilateral imposition to institutional 
responsiveness, iterative adjustment, and learning-oriented governance. 

Responsive regulation is commonly associated with the idea that 
enforcement should follow an escalation logic. The regulator should begin 
with softer interventions that privilege persuasion, information, and 
dialogue, and only escalate to more severe sanctions in cases of persistent 
resistance. This approach does not eliminate the sanctioning function. It 
reframes it as a last-resort instrument integrated into a broader strategy 
that emphasizes calibrated incentives, trust-building, transparency, and 
predictability of expected behaviors. 

In parallel, regulatory experimentalism has developed as a 
complementary framework focused on building institutional 
environments in which innovative solutions can be tested under controlled 
conditions. Instead of imposing a closed normative pattern from the 
outset, the State acts as a facilitator of learning by collecting evidence, 
adjusting guidance, and sharing responsibilities with regulated actors. 
This logic has become particularly relevant in domains such as financial 
services and digital technologies, where disruption and uncertainty 
demand adaptive and iterative responses. 

These approaches converge on an institutional claim with direct 
implications for law and technology governance. The legitimacy of 
administrative decisions is increasingly linked to the capacity to listen, 
justify, and revise choices based on empirical information and qualified 
participation. As regulation shifts away from unilateral imposition, the 
regulatory process itself becomes a space of continuous deliberation and 
collective learning. 

 
A.  Responsive Regulation and Learning-Oriented Enforcement 

 
Responsive regulation can be read as a theory of enforcement design 

for complex societies in which regulated actors display heterogeneous 
motivations, capacities, and compliance cultures. Instead of assuming that 
the threat of punishment is the most efficient baseline for steering 
behavior, responsive approaches treat enforcement as an adaptive 
architecture. The regulator is expected to calibrate interventions to 
context, gradually increasing intensity as needed, and using early 
interventions to shape incentives, clarify expectations, and preserve 
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institutional trust.2 
The most recognizable expression of this architecture is the 

enforcement pyramid. The pyramid models enforcement as a sequence in 
which the regulator starts with low-intensity measures such as advice, 
guidance, persuasion, and negotiated problem-solving, and escalates to 
more coercive tools only when cooperation fails or when the risks 
involved make immediate intervention unavoidable. The point is not to 
weaken state capacity, but to discipline it. By sequencing interventions, 
the regulator can reduce unnecessary conflict, avoid premature escalation, 
and preserve coercion for the cases in which it is normatively justified and 
behaviorally effective. In technology-intensive sectors, this sequencing is 
particularly important because uncertainty is frequent, knowledge is 
distributed, and compliance often requires iterative adjustment rather than 
instantaneous alignment with a fully settled rule set. 

The enforcement pyramid also carries an epistemic function. Early 
interventions can operate as structured opportunities for information 
elicitation. They can reveal whether noncompliance is driven by 
uncertainty, low organizational capacity, negligence, strategic evasion, or 
bad faith. When regulators jump directly to punitive responses, they not 
only raise the cost of error but may also deteriorate the informational 
quality of the relationship, because regulated actors internalize incentives 
to conceal uncertainty and to litigate defensively. This dynamic feeds the 
classic concern with overdeterrence. Under conditions of uncertainty, fear 
of sanctions can discourage legitimate experimentation and suppress 
potentially beneficial conduct, even before any formal decision is issued. 

This is the background in which the chilling effect becomes 
analytically relevant. Chilling effects capture the behavioral response to 
legal exposure in which actors refrain from engaging in desirable or 
lawful conduct due to perceived risk of sanctions, dispute costs, or 
interpretive unpredictability. In innovation settings, the chilling effect can 
be particularly damaging because learning frequently depends on real-
world testing and feedback loops. If enforcement signals that novelty will 
be treated as deviation by default, the governance system can 
unintentionally select against experimentation, lowering the evidence 
base available for regulatory refinement and narrowing the range of 
solutions that reach the market.3 

Responsive regulation addresses these risks by combining 
cooperation with credible escalation. Cooperative measures are 
meaningful because they are embedded in a system capable of moving 
upward when resistance persists. At the same time, the availability of 

 
2 Ian Ayres & John Braithwaite, Responsive Regulation: Transcending the 

Deregulation Debate 35–39 (Oxford Univ. Press 1992), at 35–39. See also Alexandre 
Gianni, Regulação Responsiva e Processo Estrutural: Um Diálogo Possível?, 11(1) 
Rev. Direito Setorial e Regulatório 390, 396–399 (maio 2025) 

3 Ian Ayres & John Braithwaite, Responsive Regulation: Transcending the 
Deregulation Debate 101–32 (Oxford Univ. Press 1992), at 101–05. 
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escalation can make early compliance rational for many actors, especially 
when expectations are communicated clearly and applied consistently. 
This interaction between sequencing, information, and credibility helps 
explain why responsive enforcement is often framed as a learning-
oriented model: it protects public interests while preserving institutional 
space for experimentation, adjustment, and norm-development in areas 
where uncertainty is unavoidable. 

 
B.  Consensuality and Negotiated Instruments  

as Enforcement Infrastructure 
 
Responsive regulation is frequently associated with escalation and the 

enforcement pyramid, but its practical and dogmatic implications go 
further. A core implication is that enforcement can be structured as a 
relationship of inducement rather than a sequence of unilateral 
commands. In this perspective, negotiated instruments are not anomalies 
within the administrative state. They are part of a broader regulatory logic 
that treats compliance as something that can be produced through 
dialogue, calibrated commitments, and credible backstops, instead of 
through punishment as the default mode of interaction.4 

This shift matters in technology governance because uncertainty often 
makes strict ex ante specification unrealistic. When rules do not fully 
anticipate emergent practices, regulators need institutional forms that can 
clarify expectations, fix obligations proportionally to risk, and create 
pathways for correction without immediately triggering adversarial 
dynamics. Negotiated instruments can serve precisely this function by 
enabling tailored commitments, staged adaptation, and structured 
accountability under public supervision. As a result, the regulatory 
relationship becomes less centered on blaming past deviations and more 
centered on preventing harm and producing learning while preserving the 
State's protective mandate. 

From a doctrinal standpoint, however, consensuality is not equivalent 
to informality. Its legitimacy depends on whether negotiated instruments 
remain compatible with due process guarantees and with reviewable 
standards of justification. A useful way to frame this is to treat 
administrative agreements as procedural devices that must incorporate 
safeguards such as adequate adversarial participation, reason-giving, and 
"safety clauses" capable of managing uncertainty and ensuring 
enforceability. In other words, negotiated administration only qualifies as 
legitimate regulation if it is embedded in a rule-governed decision process 

 
4 Gustavo Justino Oliveira & Wilson Accioli Barros Filhos, Inquérito Civil Público 

e Acordo Administrativo: Apontamentos sobre Devido Processo Legal Adequado, 
Contraditório, Ampla Defesa e Previsão de Cláusulas de Segurança nos Termos de 
Ajustamento de Condutas (TACs), in Acordos Administrativos no Brasil: Teoria e 
Prática 91, 91–126 (Gustavo Justino Oliveira coord., Almedina 2020), at 100–101. 



96 BRAZILIAN JOURNAL OF LAW, TECHNOLOGY AND INNOVATION [Vol. 4:1 

 

that constrains discretion and allows external scrutiny.5 
This connection between consensuality and procedural integrity also 

helps address a classic objection to negotiated governance: the risk that 
agreements become opaque or selectively available, producing inequality 
of treatment and accountability gaps. The response is not to reject 
negotiation, but to proceduralize it. Public standards for when agreements 
are available, transparent criteria for their content, and documented 
reasoning about proportionality and risk can reduce perceptions of 
arbitrariness and strengthen the defensibility of negotiated outcomes. The 
relevance of these safeguards increases in technology-intensive sectors, 
where agreements can influence market structure and innovation 
trajectories. 

Consensuality also links to a broader account of legitimacy in 
regulatory governance. When decision-making processes are designed to 
incorporate qualified participation and deliberation, they may increase the 
perceived rationality and acceptability of administrative choices, 
particularly in domains where technical judgments and value trade-offs 
are unavoidable. This legitimacy effect is not merely symbolic. 
Governance-oriented criteria for regulatory performance commonly 
emphasize transparency, accountability, and predictability as foundations 
for trust and compliance, which negotiated instruments can strengthen 
when they are procedurally structured rather than discretionary or 
opaque.67 

Finally, negotiated enforcement is increasingly mediated by new 
forms of compliance infrastructure, including technology-enabled 
supervision and reporting. In areas such as financial regulation, the 
literature on FinTech and RegTech highlights how evolving regulatory 
architectures reconceptualize oversight, including through instruments 
that rely on continuous information flows and adaptive compliance 
mechanisms. While these developments do not eliminate the need for 
sanctions, they reinforce the broader point of responsive governance: 
enforcement can be designed to produce compliance and learning through 
calibrated interaction, provided that negotiated pathways remain bounded 
by procedural safeguards and public accountability.8 

 
5 Conrado Hübner Mendes, Direitos Fundamentais, Separação de Poderes e 

Deliberação (Ph.D. dissertation, Faculdade de Filosofia, Letras e Ciências Humanas, 
2008), at 195–196. 

6 Judith Stern & Stuart Holder, Regulatory Governance: Criteria for Assessing the 
Performance of Regulatory Systems, 8(1) Utilities Pol'y 33, 33–50 (1999), at 36–44. 

7 Douglas W. Arner, János Barberis & Ross P. Buckley, FinTech, RegTech and the 
Reconceptualization of Financial Regulation, 37(3) Nw. J. Int'l L. & Bus. 371, 371–413 
(2017), at 397–405; see also Kenneth A. Bamberger & Deirdre K. Mulligan, Privacy on 
the Ground: Driving Corporate Behavior in the United States and Europe (MIT Press 
2015), at 29–35. 

8 Douglas W. Arner, János Barberis & Ross P. Buckley, FinTech, RegTech and the 
Reconceptualization of Financial Regulation, 37(3) Nw. J. Int'l L. & Bus. 371, 371–413 
(2017), at 371–80. 
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C.  Regulatory Experimentalism and 
 Sandboxes as Learning Arrangements 

 
Regulatory experimentalism begins from a premise that is both 

descriptive and normative. In technology-intensive sectors, the State often 
cannot define ex ante, with sufficient precision, the full set of standards 
needed to govern new products, services, or business models without 
either overregulating innovation or underprotecting public interests. 
Experimental governance responds by treating regulation as an iterative 
process of evidence production and institutional learning, in which 
provisional arrangements can be tested, monitored, and revised before 
generalization.9 

The regulatory sandbox has emerged as one of the most visible 
institutional expressions of this experimental posture. In its basic form, a 
sandbox creates a bounded environment in which innovative solutions can 
be deployed under supervisory oversight, subject to tailored constraints, 
monitoring obligations, and defined conditions of participation. The key 
point, from a doctrinal perspective, is that the sandbox should not be 
treated as a zone of exemption. Its legitimacy depends on whether 
experimentation is constrained by publicly articulable criteria and by a 
governance framework capable of justifying why flexibility is granted, to 
whom, for how long, and at what level of acceptable risk. 

This emphasis on boundedness is essential for law and technology 
governance because experimental tools implicate classic administrative 
concerns such as legality, equality, proportionality, and accountability. 
Sandboxes inevitably distribute benefits and burdens. They may privilege 
certain market actors through access to regulatory dialogue, temporary 
flexibility, or reputational signaling. They also reallocate risk by 
authorizing real-world exposure under controlled conditions. For this 
reason, experimental governance must be understood as a form of 
discretionary power that requires legal rationalization through procedural 
constraints, rather than as a managerial technique that operates outside the 
grammar of public law. 

From a governance standpoint, the sandbox also performs an 
epistemic function. It reduces information asymmetries by creating 
structured interaction between regulator and regulated actors, enabling the 
State to observe emergent practices, identify risk patterns, and refine its 
standards based on empirical performance rather than abstract 
speculation. This is particularly relevant where innovation is disruptive in 
the sense of restructuring market architectures and challenging legacy 

 
9 Douglas W. Arner, János Barberis & Ross P. Buckley, FinTech, RegTech and the 

Reconceptualization of Financial Regulation, 37(3) Nw. J. Int'l L. & Bus. 371, 371–413 
(2017), at 405–10. See also Jefferson L. C. Dalmoro, Atuação Parlamentar e a Teoria 
da Regulação Responsiva na Regulação da IA no Brasil, 11(2) Rev. Direito Setorial e 
Regulatório 1, 28–29 (out. 2025). 
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assumptions embedded in existing rules. In such environments, 
enforcement strategies that treat novelty as deviation by default risk 
overdeterrence. Experimental governance offers an alternative route by 
distinguishing learning problems from wrongdoing problems and by 
organizing oversight around adaptive feedback loops. 

The institutional ambition of experimental tools, however, should be 
framed carefully. Learning-oriented governance is not equivalent to 
deregulation. It is better described as a reconfiguration of state capacity, 
in which the public authority remains responsible for defining objectives, 
setting boundaries, monitoring outcomes, and deciding whether and how 
experimental findings should translate into general standards. This view 
is consistent with broader accounts that treat the State as an active 
organizer of innovation trajectories rather than a passive corrector of 
market failures. At the same time, credible experimentalism requires 
institutional competence and autonomy, because regulators must be able 
to interact closely with markets while preserving public-purpose 
discipline and avoiding capture dynamics that can emerge from 
proximity.1011 

Finally, the sandbox is best understood as an institutional bridge 
between responsive enforcement and procedural legitimacy. If 
experimentation is to generate learning without undermining legality and 
trust, the sandbox must be governed through transparent criteria, reason-
giving duties, and reviewable decision pathways. Without these 
constraints, experimentation risks becoming opaque discretion. With 
them, it can operate as a legitimate learning arrangement within a 
constitutionalized administrative order. The next subsection develops this 
bridge by showing how experimental tools and negotiated enforcement 
both converge on a common requirement: proceduralization as the 
condition for legitimacy under uncertainty. 

 
III. PROCEDURALIZATION AS A GOVERNANCE TECHNOLOGY 

 
Proceduralization can be understood as the institutional move that 

turns regulatory discretion into a structured and reviewable decision 
process. In technology-intensive sectors, where uncertainty is persistent 
and knowledge is distributed, the quality of regulation depends less on the 
ability to prescribe exhaustive rules ex ante and more on the capacity to 

 
10 Peter B. Evans, Embedded Autonomy: States and Industrial Transformation 61 

(Princeton Univ. Press 1995), at 61. 
11 Julia Black, Proceduralising Regulation: Part I, 20 Oxford J. Legal Stud. 597, 

597–600 (2000). Black conceptualizes proceduralization as the institutional redesign of 
organizational decision-making processes involving the redistribution of competences, 
the creation of channels of external responsiveness, and the structuring of mechanisms 
through which organizations internalize the effects of their own decisions. She 
distinguishes a "thin" proceduralization, oriented toward preference aggregation and 
bargaining,  from a "thick" one oriented toward deliberation, reciprocity, and the 
discursive formation of legitimacy. 
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organize how decisions are formed, tested, revised, and justified. This is 
why transparency, participation, and reason-giving are not auxiliary 
virtues. They operate as governance mechanisms that stabilize legitimacy, 
improve information flows, and reduce the incentives for adversarial 
escalation.12 

In practical terms, proceduralization aims to align innovation-friendly 
regulatory tools with the demands of legality, equality, and accountability. 
When experimental arrangements such as sandboxes are framed as 
bounded programs with explicit criteria, measurable objectives, 
monitoring duties, and clear termination pathways, they become 
compatible with external control and legal certainty, rather than 
exceptions that depend on opaque discretion. 

 
A.  Why Procedural Design Matters Under Uncertainty 

 
In technology-intensive sectors, uncertainty is not a temporary 

anomaly. It is a persistent feature of governance. New products and 
business models routinely emerge before regulators can stabilize 
categories, metrics, and enforcement expectations. In these conditions, 
the central regulatory challenge is not only to define substantive 
standards, but to structure how public authorities decide when evidence is 
incomplete, risks are evolving, and knowledge is dispersed across 
multiple actors. Procedural design therefore becomes a core dimension of 
regulatory capacity. It determines whether discretion will be exercised as 
a reviewable, intelligible, and accountable form of public reasoning, or as 
an opaque exercise of administrative will.13 

Procedural robustness matters, first, because it is a legitimacy 
technology. When regulators must choose among competing risk 
assessments, trade-offs, and policy priorities, legitimacy cannot be 
derived solely from formal competence or technical expertise. It depends 
on whether decisions are produced through processes that can be publicly 
justified, contested, and, when necessary, revised. Deliberative accounts 
of institutional decision-making emphasize that the distribution of reasons 
and the openness of decision procedures are not decorative values. They 
are conditions for the acceptability of authority in contexts of 
disagreement and complexity. In practical regulatory terms, procedures 
that require reason-giving, documentation of evidence, and structured 
participation reduce perceptions of arbitrariness and improve the 
defensibility of decisions under external review.14 

 
12 Judith Stern & Stuart Holder, Regulatory Governance: Criteria for Assessing the 

Performance of Regulatory Systems, 8(1) Utilities Pol'y 33, 33–50 (1999), at 33. 
13 Conrado Hübner Mendes, Direitos Fundamentais, Separação de Poderes e 

Deliberação (Ph.D. dissertation, Faculdade de Filosofia, Letras e Ciências Humanas, 
2008), at 200–202; see also Julia Black, Proceduralising Regulation: Part I, 20 Oxford 
J. Legal Stud. 597, 601–606 (2000). 

14 See Judith Stern & Stuart Holder, Regulatory Governance: Criteria for Assessing 
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Second, procedural design has an epistemic function. Under 
uncertainty, regulators need mechanisms that improve the informational 
basis of decisions and reduce the risk of overdeterrence. When the 
regulatory relationship is organized through procedural channels that 
incentivize disclosure and structured dialogue, authorities can detect risks 
earlier and calibrate interventions more proportionally. The inverse is also 
true. Closed processes and unpredictable enforcement tend to induce 
strategic concealment and defensive conduct, which deteriorate 
information quality. This is especially costly in innovation settings, where 
learning depends on timely feedback loops and on the ability to 
distinguish good-faith uncertainty-driven conduct from strategic 
wrongdoing. 

Third, proceduralization stabilizes governance by shaping 
predictability and trust. Regulatory systems do not perform well simply 
because they are coercive. They perform well when regulated actors can 
anticipate how standards will be interpreted, when accountability is 
credible, and when the regulator's behavior is consistent over time. 
Governance-oriented criteria often treat predictability, transparency, and 
accountability as central dimensions of regulatory performance, precisely 
because they reduce transaction costs and support compliance as a rational 
strategy rather than as a defensive posture. Under uncertainty, procedural 
commitments are one of the main ways to generate this predictability 
without freezing innovation into outdated categories.15 

Finally, procedural design addresses structural risks of modern 
regulatory governance, including capture and unequal access. The more 
regulation relies on proximity, technical dialogue, negotiated pathways, 
or experimental programs, the greater the risk that discretion will be 
perceived as selective, opaque, or biased. This risk is not hypothetical. 
Accounts of state capacity stress that effective governance requires 
embeddedness in societal and market realities, but also autonomy from 
particularistic interests. Procedural constraints are one of the primary 
ways to reconcile these demands. They allow the regulator to be close 
enough to learn and adapt, while remaining bound by standards that 
preserve equality, auditability, and public-purpose discipline.16 

For these reasons, procedural design is not an accessory topic in law 
and technology governance. It is a doctrinal and institutional condition for 
regulating under uncertainty. It enables the State to remain protective 
without defaulting to sanction-first rigidity, and it enables innovation 
without collapsing into deregulated discretion. The sections that follow 
develop how this procedural dimension operates, and why it becomes 
decisive for legitimacy and review-resilience in responsive and 

 
the Performance of Regulatory Systems, 8(1) Utilities Pol'y 33, 33–50 (1999), at 36–40. 

15 Peter B. Evans, Embedded Autonomy: States and Industrial Transformation 61 
(Princeton Univ. Press 1995), at 61. 

16 See Judith Stern & Stuart Holder, Regulatory Governance: Criteria for Assessing 
the Performance of Regulatory Systems, 8(1) Utilities Pol'y 33, 33–50 (1999), at 36. 
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experimental regulatory settings. 
For analytical clarity, proceduralization in innovation governance 

operates at two levels. At the micro level, it structures individual 
administrative choices, such as admission and exit decisions in 
experimental programs, escalation steps in responsive enforcement, and 
the formation of negotiated commitments, ensuring that discretion is 
bounded by criteria, reason-giving, and contestability. At the macro level, 
it structures how experimental learning and supervisory practice are 
translated into general standards, shaping the pathway through which 
provisional arrangements become stable regulation under transparency 
and accountability duties.17 

 
B.  Proceduralization, Legitimacy, and 

Due Process in Experimental Settings 
 
Experimental governance tools, including regulatory sandboxes, 

intensify a classic problem of administrative law: how to legitimate 
discretionary choices that distribute benefits and burdens under 
conditions of uncertainty. Unlike conventional rulemaking, experimental 
programs frequently operate through selective admission, tailored 
obligations, and individualized supervision. These features may be 
functionally justified, but they also raise doctrinal concerns related to 
legality, equality, proportionality, and accountability. The central claim 
of proceduralization is that these concerns are not solved by technical 
expertise alone. They are addressed by turning discretion into a structured, 
reviewable process that can be justified publicly and audited externally.18 

In this context, due process should be understood not merely as a 
defensive barrier against arbitrariness, but as a governance technology 
that shapes the legitimacy and informational quality of regulation. When 
administrative decisions affect rights, economic opportunities, and the 
distribution of risks, procedural guarantees are part of what makes those 
decisions acceptable within a constitutional order. Deliberative accounts 
of institutional authority emphasize that legitimacy depends on the 
existence of reason-giving, contestability, and channels for participation 
that make the exercise of power intelligible and responsive to critique. In 

 
17 Douglas W. Arner, János Barberis & Ross P. Buckley, FinTech, RegTech and the 

Reconceptualization of Financial Regulation, 37(3) Nw. J. Int'l L. & Bus. 371, 371–413 
(2017), at 380–97. 

18 Conrado Hübner Mendes, Direitos Fundamentais, Separação de Poderes e 
Deliberação (Ph.D. dissertation, Faculdade de Filosofia, Letras e Ciências Humanas, 
2008), at 200–202, 208–209; Robert Baldwin & Julia Black, Really Responsive 
Regulation, 71 Mod. L. Rev. 59, 68–69 (2008); see also Gustavo Justino Oliveira & 
Wilson Accioli Barros Filhos, Inquérito Civil Público e Acordo Administrativo: 
Apontamentos sobre Devido Processo Legal Adequado, Contraditório, Ampla Defesa e 
Previsão de Cláusulas de Segurança nos Termos de Ajustamento de Condutas (TACs), 
in Acordos Administrativos no Brasil: Teoria e Prática 91, 91–126 (Gustavo Justino 
Oliveira coord., Almedina 2020), at 100–101. 
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experimental programs, these requirements acquire a specific 
configuration: they must be compatible with adaptive oversight and 
iterative learning without collapsing into managerial informality.19 

A first component of procedural legitimacy in experimental settings 
is the existence of publicly articulable criteria. Sandboxes, for example, 
involve decisions about admissibility, scope, duration, and exit. Without 
articulated standards, discretion becomes difficult to justify and risks 
being perceived as preferential treatment. Criteria perform both a legal 
and an institutional function. Legally, they constrain arbitrariness and 
support equal treatment. Institutionally, they stabilize expectations and 
provide a framework for reasoned contestation. This is especially 
important in innovation ecosystems, where access to experimental 
programs can influence market structure and signaling, and where 
perceived inequality may undermine trust. 

A second component is justification. Experimental settings require 
regulators to explain why a particular form of flexibility is compatible 
with public protection, what risks are being accepted, and why the chosen 
safeguards are proportionate. In responsive enforcement, the logic of 
escalation provides a template for justification because it connects 
intervention intensity to behavioral signals and harm potential rather than 
to novelty alone. In experimental governance, justification must also 
address the rationale for learning itself. The regulator should be able to 
explain why experimentation is necessary, what evidence is sought, and 
how evidence will affect subsequent regulatory decisions.20 

A third component is participation and institutionalized listening. 
Experimental arrangements are often built on proximity between 
regulator and regulated actors, yet proximity can increase concerns about 
capture and selective access. The solution is not to sever contact, but to 
structure it. Participation mechanisms widen the epistemic base of 
regulation and create conditions for contestation, while procedural 
constraints ensure that interaction does not become informal privilege. 
This is consistent with accounts of state capacity that stress the need for 
embeddedness in social and market realities, combined with autonomy 
from particularistic interests. In practice, proceduralized participation can 
include consultations, technical hearings, public reporting, and structured 
feedback cycles that allow scrutiny by affected stakeholders and by 
oversight institutions.21 

A fourth component is accountability and transparency, calibrated to 

 
19 Ian Ayres & John Braithwaite, Responsive Regulation: Transcending the 

Deregulation Debate 35–39 (Oxford Univ. Press 1992), at 35–36. See also Alexandre 
Gianni, Regulação Responsiva e Processo Estrutural: Um Diálogo Possível?, 11(1) 
Rev. Direito Setorial e Regulatório 390, 411–412 (may 2025). 

20 Peter B. Evans, Embedded Autonomy: States and Industrial Transformation 61 
(Princeton Univ. Press 1995), at 61. 

21 Judith Stern & Stuart Holder, Regulatory Governance: Criteria for Assessing the 
Performance of Regulatory Systems, 8(1) Utilities Pol'y 33, 33–50 (1999), at 40–44. 
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the realities of confidential information. Governance-oriented criteria 
emphasize that transparency, accountability, and predictability are core 
dimensions of regulatory performance. In experimental programs, 
transparency should be oriented toward what is necessary to sustain public 
control: objectives, governance structure, admission criteria, safeguards, 
monitoring metrics at an appropriate level of aggregation, and evaluation 
results. Confidentiality may remain legitimate for trade secrets, personal 
data, and security vulnerabilities, but it should not swallow the visibility 
of the program's public-purpose discipline.22 

Finally, proceduralization connects due process to review resilience. 
In technology governance, disputes often concern technical judgments 
under uncertainty. Procedurally robust decisions are more likely to be 
treated as rational and accountable outcomes of a structured process, 
which can narrow disputes and improve the prospects of deference in 
external review. Procedural integrity also supports learning over time 
because it transforms experimental outcomes into audit-ready evidence 
that can be generalized, revised, or terminated through intelligible criteria 
rather than through ad hoc discretion. Experimental governance becomes 
institution-building only when it produces not only outcomes, but reasons 
and records that can be evaluated, contested, and incorporated into future 
standards.23 

 
C.  Judicialization and Administrative Deference 

 
One of the most tangible institutional consequences of weak 

procedural design is the displacement of regulatory conflict to external 
review, particularly courts. In technology-intensive sectors, disputes often 
involve technical uncertainty, competing risk assessments, and contested 
policy trade-offs. When the administrative process is perceived as closed, 
insufficiently reasoned, or selectively accessible, affected actors have 
stronger incentives to litigate, not only to contest outcomes but also to 
obtain clarity about standards and expectations. Procedural fragility 
therefore operates as a driver of judicialization by transforming 
governance disagreements into adversarial legal disputes.24 

Judicialization, in turn, has effects that go beyond litigation volume. 
It can freeze regulatory learning, delay corrective adjustments, and 
increase uncertainty for both regulators and market actors. It also tends to 
reinforce a sanction-centered posture when agencies anticipate that any 

 
22 Conrado Hübner Mendes, Direitos Fundamentais, Separação de Poderes e 

Deliberação (Ph.D. dissertation, Faculdade de Filosofia, Letras e Ciências Humanas, 
2008), at 209–210, 218–219. 

23 Judith Stern & Stuart Holder, Regulatory Governance: Criteria for Assessing the 
Performance of Regulatory Systems, 8(1) Utilities Pol'y 33, 33–50 (1999), at 33. 

24 Conrado Hübner Mendes, Direitos Fundamentais, Separação de Poderes e 
Deliberação (Ph.D. dissertation, Faculdade de Filosofia, Letras e Ciências Humanas, 
2008), at 200–202, 205–206. 
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innovation-sensitive flexibility will be challenged as unlawful or 
arbitrary. Under such pressures, regulators may choose rigidity as a 
defensive strategy, even when rigidity produces overdeterrence and 
reduces the evidence base needed for better policy. The broader 
institutional cost is a feedback loop: procedural weakness increases 
litigation, litigation increases risk aversion, and risk aversion intensifies 
reliance on traditional command-and-control tools. 

Proceduralization targets this loop by improving review-resilience. 
When the regulator provides an intelligible decision trail, documents its 
evidence base, addresses relevant objections, and explains proportionality 
between risks and restrictions, the decision becomes easier to scrutinize 
rationally and harder to attack as arbitrary. Deliberative accounts of 
institutional authority frame this effect in terms of reason-giving and 
contestability: the legitimacy of public power under disagreement 
depends on the capacity to offer reasons that can be publicly assessed and, 
where appropriate, revised. Procedural design thus functions as a bridge 
between technical expertise and external control, allowing courts and 
oversight bodies to review administrative decisions through standards of 
rationality rather than substituting their judgment wholesale.25 

This is where the idea of administrative deference becomes relevant 
as an institutional outcome. Deference is rarely a purely doctrinal artifact. 
It is partly produced by the credibility of the decision process. 
Governance-oriented criteria for regulatory performance emphasize 
predictability, transparency, and accountability as core dimensions of 
trust-based compliance and institutional stability. In review settings, these 
same features contribute to the perception that the agency has acted in a 
disciplined, consistent, and publicly oriented manner. Where this 
perception is present, external reviewers are more likely to treat technical 
judgments as outcomes of a competent process rather than as 
discretionary will, even when uncertainty persists.26 

The relevance of proceduralization increases in contexts that rely on 
responsiveness and experimentation. Responsive enforcement and 
negotiated pathways can be contested as selective or informal if they are 
not clearly bounded by standards and transparent triggers for escalation. 
Sandboxes can be challenged as unequal treatment or as deregulation by 
exception if admission, monitoring, and exit conditions are not justified 
publicly. In both cases, proceduralization supplies the mechanism that 
converts flexibility into legality: it constrains discretion, renders choices 
auditable, and preserves equality by clarifying when differentiated 
treatment is warranted.27 

 
25 Judith Stern & Stuart Holder, Regulatory Governance: Criteria for Assessing the 

Performance of Regulatory Systems, 8(1) Utilities Pol'y 33, 33–50 (1999), at 36–44. 
26 Ian Ayres & John Braithwaite, Responsive Regulation: Transcending the 

Deregulation Debate 35–39 (Oxford Univ. Press 1992), at 35–39. 
27 Douglas W. Arner, János Barberis & Ross P. Buckley, FinTech, RegTech and the 

Reconceptualization of Financial Regulation, 37(3) Nw. J. Int'l L. & Bus. 371, 371–413 



2026] RESPONSIVE ENFORCEMENT IN INNOVATION-INTENSIVE MARKETS 105 

Proceduralization also refines the posture of judicial review itself. 
Courts confronted with complex technology disputes often face a binary 
choice between full deference and intrusive substitution. Procedurally 
robust administration enables a third route: review can focus on whether 
the process was rational, transparent, and accountable, rather than on 
whether the court would have chosen the same technical outcome. This 
model is particularly compatible with uncertainty governance because it 
allows the regulator to remain adaptive while remaining accountable. It 
also reduces incentives for regulated actors to litigate as a primary 
mechanism for regulatory clarification, because procedural channels 
provide clearer standards for engagement, contestation, and revision 
within the administrative domain. 

Finally, proceduralization should be understood as a stability 
mechanism for innovation governance. Innovation requires predictable 
pathways for interaction with the State. When procedures are clear and 
reviewable, experimentation is more likely to be perceived as bounded 
and legitimate, and responsive enforcement is more likely to be viewed 
as principled rather than discretionary. The institutional result is not the 
absence of conflict, but the relocation of conflict to structured 
administrative channels and the reduction of adversarial escalation. Over 
time, this can support a more productive equilibrium in which regulators 
learn while protecting public interests, and innovators engage while 
internalizing compliance expectations in a predictable and legitimate 
framework. 

 
D.  Risks and Limits of Experimental and Responsive 

Governance Without Procedural Integrity 
 
The strongest promise of responsive regulation and experimental 

governance is also their main vulnerability. Both approaches depend on 
discretion exercised in proximity to markets, technical communities, and 
regulated actors. They seek to replace rigid ex ante prescription with 
adaptive oversight, negotiated pathways, and bounded experimentation. 
Yet the moment regulation becomes more flexible, more tailored, and 
more interactive, the legitimacy burden increases. In a constitutionalized 
administrative order, flexibility is not self-justifying. It must be converted 
into legality through procedures that constrain discretion, secure equality, 
and preserve public accountability.2829 

A first and decisive risk is opacity. Experimental programs are often 
defended as temporary and controlled, but without robust transparency 

 
(2017), at 405–10. 

28 Conrado Hübner Mendes, Direitos Fundamentais, Separação de Poderes e 
Deliberação (Ph.D. dissertation, Faculdade de Filosofia, Letras e Ciências Humanas, 
2008), at 195–196, 200–202. 

29 Judith Stern & Stuart Holder, Regulatory Governance: Criteria for Assessing the 
Performance of Regulatory Systems, 8(1) Utilities Pol'y 33, 33–50 (1999), at 36–44. 
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and reason-giving duties they can function as governance by exception. 
This is not merely a reputational problem. Opacity weakens the epistemic 
basis of learning and undermines the capacity of external institutions to 
evaluate whether experimentation is proportionate to risk and consistent 
with public objectives. Governance-oriented criteria treat transparency, 
accountability, and predictability as core dimensions of regulatory 
performance for precisely this reason. They are the conditions under 
which the exercise of authority becomes intelligible and reviewable, 
rather than discretionary and insulated. In practice, opaque 
experimentation tends to produce two undesirable effects at once. It 
intensifies suspicion of favoritism, and it deteriorates the quality of the 
evidence produced, because what is not recorded, disclosed at an 
appropriate level, or justified cannot be scrutinized, compared, or 
generalized.30 

A second risk is unequal treatment, sometimes described as the 
distributive asymmetry of experimental governance. Sandboxes and 
negotiated pathways necessarily select. They choose who enters a 
program, which obligations are relaxed or tailored, which risks are 
tolerated, and which performance outcomes count as success. In 
innovation ecosystems, such choices can shape market structure by 
creating compliance advantages, reputational benefits, and access to 
regulatory dialogue that are not equally available. This distributive 
dimension is not an accidental side effect. It is intrinsic to experimental 
tools. As a result, equality concerns cannot be addressed by good 
intentions or technical oversight alone. They require publicly articulable 
criteria for selection and termination, and reason-giving that can justify 
why differentiated treatment is warranted considering public objectives 
and risk profiles. When these constraints are absent, experimentation is 
likely to be challenged as arbitrariness. Even where it survives formal 
legality, it may lose social legitimacy and provoke defensive 
judicialization.31 

A third risk is capture through proximity, or what can be called the 
"embeddedness dilemma." Innovation governance demands contact with 
markets, because relevant knowledge is distributed and technical 
uncertainty is persistent. Yet proximity can produce selective access, 
informational dependence, and subtle forms of alignment with the 
preferences of the most capable or well-resourced actors. State capacity 

 
30 Judith Stern & Stuart Holder, Regulatory Governance: Criteria for Assessing the 

Performance of Regulatory Systems, 8(1) Utilities Pol'y 33, 33–50 (1999), at 36–44. See 
also Jefferson L. C. Dalmoro, Atuação Parlamentar e a Teoria da Regulação Responsiva 
na Regulação da IA no Brasil, 11(2) Rev. Direito Setorial e Regulatório 1, 46–47 (out. 
2025). 

31 Peter B. Evans, Embedded Autonomy: States and Industrial Transformation 61 
(Princeton Univ. Press 1995), at 61; see also Peter Mascini, Why Was the Enforcement 
Pyramid So Influential? And What Price Was Paid?, 7 Reg. & Governance 48, 57–58 
(2013). 
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accounts frame this as the need to balance embeddedness with autonomy. 
Effective governance requires deep engagement with economic and 
technical realities, but also institutional independence from particularistic 
interests. Proceduralization is one of the few tools capable of making this 
balance stable. It does so by transforming proximity into structured 
interaction, documented, contestable, and framed by criteria that limit 
discretionary drift.32 

A fourth risk is the dilution of accountability through the rhetoric of 
innovation. Experimental governance is frequently presented as a learning 
strategy, but learning can be used as a permissive narrative that lowers the 
discipline of public power. In law and technology, this risk is acute 
because experimentation often implies real-world exposure of users, 
consumers, and data subjects. If monitoring duties, reporting obligations, 
and termination triggers are not treated as binding legal commitments, 
experimentation can normalize uncertainty while weakening the 
protective mandate of the State. This is the point at which a sandbox shifts 
from bounded learning to managerial informality. The doctrinal response 
is not to reject experimentation. It is to demand a clear account of 
responsibility: who defines acceptable risk, who monitors, who decides 
on escalation, and how and when programs end. Without these 
constraints, flexibility becomes hard to defend as legitimate public 
governance.33 

These risks also interact with one another. Opacity amplifies 
inequality because selective access cannot be evaluated. Proximity 
without procedural constraints amplifies capture because decisions 
become difficult to audit. Weak accountability amplifies overdeterrence 
because regulators may respond to legitimacy challenges by reverting to 
sanction-first rigidity, which can generate chilling effects on 
experimentation and suppress socially valuable innovation. The 
institutional result is a cycle in which the failure to proceduralize 
flexibility produces backlash, litigation, and defensive regulation. In other 
words, the absence of procedural integrity can eliminate the very benefits 
that responsiveness and experimentation aim to secure.34 

For this reason, proceduralization should be treated as the doctrinal 
condition that makes adaptive governance compatible with public law. It 
provides a language and a set of constraints that translate flexibility into 

 
32 Douglas W. Arner, János Barberis & Ross P. Buckley, FinTech, RegTech and the 

Reconceptualization of Financial Regulation, 37(3) Nw. J. Int'l L. & Bus. 371, 371–413 
(2017), at 405–13; see also Kenneth A. Bamberger & Deirdre K. Mulligan, Privacy on 
the Ground: Driving Corporate Behavior in the United States and Europe (MIT Press 
2015), at 29–35. 

33 Carolina Moehlecke, The Chilling Effect of International Investment Disputes: 
Limited Challenges to State Sovereignty, 64(1) Int'l Stud. Q. 1, 1–12 (2020), at 1–5, 10–
12. 

34 Conrado Hübner Mendes, Direitos Fundamentais, Separação de Poderes e 
Deliberação (Ph.D. dissertation, Faculdade de Filosofia, Letras e Ciências Humanas, 
2008), at 209–210, 215–219. 
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legality. It also offers a method for distinguishing legitimate 
differentiation from arbitrary privilege. When admission, monitoring, 
escalation, and exit are framed by criteria that can be publicly defended, 
reviewed, and revised, experimentation becomes more than a temporary 
workaround. It becomes institution-building, capable of producing 
reasons, records, and standards that can be generalized responsibly. 
Deliberative accounts of institutional legitimacy reinforce this point by 
linking authority under disagreement to the capacity to offer reasons that 
are contestable and revisable. In that sense, proceduralization is not a 
formal add-on. It is the mechanism that prevents responsive and 
experimental governance from collapsing into either opaque discretion or 
punitive rigidity. It is also the most credible way to reconcile innovation 
as a legitimate policy objective with the State's continuing duty to protect 
rights and manage public risk.35 

 
CONCLUSION 

 
This article examined a recurrent governance problem in technology-

intensive sectors: how to regulate and enforce under persistent uncertainty 
without defaulting either to punitive rigidity or to discretionary flexibility 
that erodes legality and trust. The diagnosis began with the limits of 
command-and-control enforcement in innovation settings. Where 
regulatory categories lag behind technological change, sanction-first 
postures tend to amplify adversarial dynamics, foster strategic 
concealment, and incentivize the migration of conflict to courts. The 
consequence is not merely higher litigation. It is a degradation of the 
informational basis of regulation and a tendency toward defensive 
regulatory behavior that can suppress socially valuable experimentation. 

The analysis then turned to two prominent responses that have gained 
traction in contemporary law and technology governance. Responsive 
regulation reframes enforcement as an adaptive architecture rather than a 
sequence of isolated punitive acts, emphasizing escalation, 
proportionality, and differentiated treatment through an enforcement 
pyramid. Experimental governance, in turn, treats regulation as a learning 
process and relies on bounded arrangements such as regulatory sandboxes 
to generate evidence, reduce information asymmetries, and refine 
safeguards through supervised testing. These approaches share a 
pragmatic ambition: to preserve the State's protective mandate while 
creating institutional space for iterative adjustment and innovation. 

The central contribution of the article is the claim that neither 
responsiveness nor experimentalism can deliver their promised benefits 
without proceduralization. The more regulation relies on discretion, 
proximity, and tailored pathways, the higher the legitimacy burden 

 
35 Mariana Mazzucato, O Estado Empreendedor: Desmascarando o Mito do Setor 

Público versus Setor Privado (Portfolio-Penguin/Companhia das Letras 2014), at 1–30. 
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becomes. Flexibility is not self-justifying within public law. It must be 
converted into legality through procedures that constrain discretion, 
secure equality, and preserve accountability. This conclusion is not 
merely normative. It is also functional. Proceduralization improves the 
informational quality of regulatory interactions by creating incentives for 
disclosure and structured dialogue, and it stabilizes governance by making 
expectations more predictable and decisions more reviewable. 

Two clarifications further refine this argument. First, the chilling 
effect should not be attributed solely to the fear of sanctions. In 
technology governance, uncertainty is also procedural. When regulated 
actors cannot anticipate how authorities will interpret emergent practices, 
which criteria will govern discretionary choices, or how and when 
decisions may be revised, expected legal exposure increases even absent 
formal enforcement. This procedural uncertainty can suppress 
experimentation and reduce the evidence base available for regulatory 
refinement, thereby linking legitimacy deficits to innovation outcomes. 
Second, proceduralization operates at two levels. At the micro level, it 
structures individual administrative choices, including admission and exit 
decisions in experimental programs, escalation steps in responsive 
enforcement, and negotiated commitments. At the macro level, it 
structures the translation of experimental learning and supervisory 
practice into general standards, shaping the pathway through which 
provisional arrangements become stable regulation under transparency 
and accountability duties. 

The argument has concrete implications for the doctrinal evaluation 
of modern enforcement and experimental tools. In responsive 
governance, the availability of cooperative measures is normatively 
defensible only if paired with credible escalation and publicly intelligible 
triggers. The enforcement pyramid is not simply an efficiency device. It 
is a legitimacy device that disciplines coercion through sequencing and 
proportionality. In negotiated administration, consensuality cannot be 
equated with informality. Agreements require due process compatibility, 
reason-giving, and safety clauses capable of managing uncertainty while 
preserving enforceability. In experimental governance, sandboxes should 
not be treated as exceptions justified by innovation rhetoric. Their 
legitimacy depends on boundedness, transparency, and reviewable 
justification, because experimental programs inevitably distribute 
benefits and burdens and may influence market structure and innovation 
trajectories. 

The article also emphasized that the risks of adaptive governance are 
not marginal. Without procedural integrity, responsive and experimental 
tools may collapse into the very pathologies they seek to remedy. Opacity 
undermines evidence production and external control. Unequal access and 
selective flexibility can erode equality and trigger perceptions of 
favoritism. Proximity without procedural constraints can intensify capture 
risks by creating informational dependence and privileged channels of 
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influence. These vulnerabilities are particularly acute in technology-
intensive sectors, where regulators must remain embedded enough to 
learn while preserving autonomy from particularistic interests. At the 
same time, weak accountability can encourage a backlash dynamic: 
litigation and legitimacy challenges may lead regulators to revert to 
defensive rigidity, reinforcing overdeterrence and chilling 
experimentation. Governance criteria that emphasize transparency, 
accountability, and predictability help clarify why these risks should be 
treated as structural rather than incidental. 

A broader implication is that contemporary law and technology 
governance should be assessed not only by substantive outcomes, but also 
by process quality. When decision-making is procedurally robust, conflict 
is more likely to be managed within administrative channels through 
reasoned contestation and revision rather than displaced into generalized 
adversarial litigation. This does not eliminate disagreement. It changes its 
institutional form. It also improves the prospects that external reviewers 
will treat administrative expertise as an accountable outcome of structured 
reasoning rather than as discretionary will. In this sense, proceduralization 
is closely tied to review-resilience and to the institutional conditions of 
deference under uncertainty. 

Finally, the article supports an agenda for further research that 
remains compatible with a dogmatic orientation. Future work can clarify 
how proceduralization interacts with equality in selective programs, 
including the criteria and justificatory burdens that should govern 
admission and termination. It can also examine how learning generated in 
experimental settings should be translated into general standards without 
undermining legal certainty, including the role of transparency, public 
reporting, and institutional accountability in the generalization of 
experimental outcomes. Another promising line concerns the procedural 
limits of experimentation, identifying cases in which bounded flexibility 
is normatively unacceptable due to critical or irreversible risks, thereby 
refining the relationship between innovation policy and fundamental 
rights protection. 

In sum, the core claim of this article is that adaptive regulatory 
governance does not stand in tension with legality. Rather, legality 
becomes the condition of possibility for responsiveness and 
experimentation in complex technology domains. By framing adaptive 
tools within procedurally structured decision-making, regulators can 
preserve the State's protective mandate, sustain innovation as a legitimate 
policy objective, and strengthen the legitimacy and stability of 
administrative authority under uncertainty. 
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THE EXPRESSION OF THOUGHT BETWEEN POSITIVE 
FREEDOM AND NEGATIVE FREEDOM: CHALLENGES 

IMPOSED BY “DIGITAL POPULISM”1 
 

Ricardo Manoel de Oliveira Morais * 
 
 

Abstract: This article aims to analyze freedom of expression 
considering the concepts of positive freedom and negative freedom, 
considering the context of intense information flow to which individuals are 
subjected. As will be shown, freedom of expression, although a 
fundamental right, is subject to instruments of direct and indirect influence 
that can undermine it. A literature review was conducted of the theoretical 
frameworks. The theoretical frameworks used to understand the problem 
are Isaiah Berlin’s concepts of freedom, Stuart Mill’s utilitarianism 
regarding freedom of expression and the new forms of 21st-century digital 
populism, based on the reflections of Giuliano da Empoli. The phenomenon 
of intensified information flow will also be analyzed within a context where 
expressed public opinion can be subject to both manipulation and 
censorship, drawing on Bonavides. The intended contribution is to raise 
questions (without necessarily providing definitive answers) that the 
democratic rule of law faces in the 21st century. 

Keywords: freedom of expression; positive liberty; negative liberty; 
utilitarianism; public opinion. 
 

INTRODUCTION 
 
Presenting the legal framework of the Fundamental Right to freedom 

of expression seems vague, especially when a paradox arises: expressing 
a thought that denies the democratic principle, which, in turn, is the 
condition of possibility for freedom of thought itself. This assertion should 
not sound absurd, considering that even at the “birth” of democracy 
(polis), thinkers such as Plato presented compelling arguments against the 
city’s democratic order. However, the political reality following the 
advent of mass communication—especially television and social media—
has created an environment in which opinion is freely (and anonymously) 
expressed, even if it threatens democracy itself. But, unlike Plato, the risk 
does not stem from rational arguments subjected to public scrutiny and 
dialectic, but from unilateral statements that gain traction by reinforcing 
beliefs (doxa) without logical-argumentative rationality—as analyzed by 

 
1 Author’s note: This article is an expanded, revised, and translated version of a text 

originally published in Portuguese under the title A expressão do pensamento entre a 
liberdade positiva e a liberdade negativa: desafios impostos pelo “populismo digital”, 
in Sapere Aude, vol. 14, no. 27, pp. 280–305, Jan./June 2023. 

* Associate Professor at Milton Campos Law Faculty, Nova Lima, Minas Gerais, 
Brazil. Ph.D. in Political Science from the University of São Paulo, Brazil. Ph.D. in 
Political Law from the Federal University of Minas Gerais, Brazil. Email: 
ricardo_mom@hotmail.com / ORCID iD: https://orcid.org/0000-0003-4089-6385  
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Empoli2. 
In this sense, it is crucial to understand freedom of expression in light 

of the different conceptions of freedom—positive and negative—and the 
condition of possibility for the existence of freedom (which is 
democracy). Since the phenomenon of human freedom (of profession, of 
association, of free enterprise, of access to justice) is determinative in the 
democratic state, it is necessary to understand it under Berlin’s theoretical 
canons before analyzing its manifestation in the aspect of expression. This 
is because the author offers an analytical framework that, in some way, 
seems to satisfactorily consolidate—at least for this article—the notion of 
freedom. Negative freedom posits that a free person is one who acts 
without constraints or interference in their individual actions or speech. 
For positive freedom, being free means having the capacity to enjoy 
freedom autonomously, as master of oneself, without being driven by 
constraints. In the positive sense, freedom is acquired after a process of 
formation that provides the individual with the tools to act without being 
determined, that is, autonomously. Thus, freedom of expression stands at 
this threshold: as negative freedom, it must be able to manifest itself 
without constraints; as positive freedom, it must rely on informed 
opinions and rational listeners trained to be capable of exercising such 
freedom. Although both notions make sense, reality is what confuses 
them. 

Well then, the objective of this article is to understand how freedom 
of expression—in both a positive and negative sense—is shaped within 
the Democratic Rule of Law, particularly in Brazil, but without limiting 
itself solely to legal-dogmatic elements. If freedom of expression is to be 
exercised without external constraints and by self-determined individuals, 
the questions raised by the concept of “public opinion” should be easily 
answered, which is not the case. Mill, through a practical example, sets 
an interesting limit on the freedom of expression of thought: the opinion 
that private property is theft and that wheat merchants cause the poor to 
starve cannot be subject to restriction (negative aspect); nevertheless, this 
statement is not protected if a mob of arsonists is demonstrating at the 
door of a wheat merchant’s house (positive aspect). However, the 20th 
and 21st centuries have obscured this discussion: when is it possible to 
know that the recipient of an opinion has arsonist potential? This article 
does not aim to answer this question. Nevertheless, its elaboration is 
already proving crucial, especially when the recipients of opinions are 
anonymous (as early as the 20th century, with radio and television), as 
well as those who express judgments (with social media). 

Thus, first, the issue of freedom and the ways in which it manifests 
itself positively and negatively will be addressed. This is because situating 
a concept that is the subject of intense political and legal debate is crucial 

 
2 Giuliano da Empoli, Os Engenheiros do Caos: Como as Fake News, as Teorias da 

Conspiração e os Algoritmos Estão Sendo Utilizados para Disseminar Ódio, Medo e 
Influenciar Eleições (Arnaldo Bloch trans., Vestígio 2019). 
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to understanding what is meant when the term “freedom” is used. Next, 
drawing on the thought of Stuart Mill, reflections will be presented on 
freedom of expression and the contexts in which this freedom, by 
interfering with life in society, may be subject to state restriction. Finally, 
some still-open reflections will be offered on certain aporias that Mill 
could not have foreseen, but which mark the moments of democratic 
recession in the 21st century, particularly reflections on “digital 
populism.” This reflection is necessary because, until the advent of social 
media and its algorithms, it was impossible to imagine that freedom of 
expression could exist in the absence of debate—not only due to “digital 
bubbles,” but also because of the way “engagement” prevents rational 
responses to irrational “ranting”—and even puts democracy itself at risk. 
Although this text is being written in the midst of the problem and without 
foreseeing a solution, it does not seem implausible to imagine that the 
democratic response to the expression of anti-democratic thought creates 
a horizon of exception. 

 
I.  FREEDOM IN PERSPECTIVE 

 
The question of freedom is a recurring theme in political, economic, 

and legal debate, not only in the modern era but in the Western world as 
a whole. One might consider, for example, the questions raised by Greek 
tragedies, in which the hero is placed in a dubious situation regarding 
freedom: either his fate is already predetermined, or, if he acts in 
accordance with what is expected of him, he will meet a tragic end. One 
might also consider the Platonic debate between Socrates and Callicles 
(Gorgias) on human nature, the tendency toward excess, and, 
consequently, the “free” natural domination of the strong over the weak. 
One might also consider the Cynics, whose conception of freedom was 
conditioned by the individual’s ability to free themselves from 
conventions. Or the contractualists, for whom the social contract could 
mean renouncing part of one’s freedom (Hobbes) or perpetuating it 
socially (Rousseau3). Nevertheless, there is some consensus on the 

 
3 Right in the opening lines of his Contrato Social, Rousseau sets forth his position 

regarding the legitimate administration of society in a way that keeps individuals free: 
“I wish to know whether there can exist in the civil order a rule of legitimate and secure 
administration that considers men as they are and laws as they ought to be. In this inquiry, 
I shall always strive to combine what the law permits with what interest prescribes, so 
that justice and utility may never be separated.” A little further on, his position becomes 
even clearer: “Man is born free, yet everywhere he is in chains. He considers himself the 
master of others, yet he is more of a slave than they are. [...] ‘When a people is compelled 
to obey, it does well; but if it shakes off the yoke as soon as it can, it does better: for, in 
regaining its freedom, it exercises the very right that was taken from it, and if it is just to 
take it back, it is unjust to take it away.’ But social order is a sacred right that serves as 
the foundation for all others. However, this right did not come from nature; it is based 
on conventions. The question is: what are these conventions?” (p. 18). See Jean-Jacques 
Rousseau, O Contrato Social 16 (Mário Franco de Sousa trans., Editorial Proença 2010). 
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definition of freedom when it is absent: to coerce someone is to deprive 
them of freedom. 

However, the meaning of freedom that derives from this is so open-
ended that few interpretations are immune to criticism. With this in 
mind—not to conclude, but to contextualize this debate—Isaiah Berlin 
classifies the concepts, ideals, and practices of freedom into two types: 
positive liberty and negative liberty. According to him, all historical and 
political debates have revolved around these two perspectives. A theory 
structured around negative freedom seeks to identify the sphere of non-
intervention so that the individual or group can develop their potential; a 
theory grounded in positive freedom aims to identify and neutralize 
external forms of control capable of compelling someone to do or be 
something. 

Negative freedom is more easily conceivable, especially because it is 
the notion of freedom that underpins most classical liberal economic 
doctrines and, to a certain point, contemporary4. According to the notion 
of negative freedom, one is free when no individual or third party, 
including the State, interferes with the agent’s actions or activities. This 
concept has political effects, since human beings are free when they can 
act without being obstructed by society; economic effects, since human 
beings must be free to undertake and compete, which is only possible with 
non-interventionism; and legal effects, since according to the principle of 
legality, the foundation of the rule of law, one is free to do everything that 
the law does not prohibit. Thus, the ultimate goal of negative theories is 
to find an “area of non-interference,” for the greater the non-interference, 
the greater the freedom5. 

Although the telos of non-interference is consensual, so too is the fact 
that the “area of non-interference” cannot be unlimited, especially since 
there is interference with the freedom of others—even if there is no 
consensus on the “extent” of this area. If no such limitation existed, 

 
4 The caveat regarding contemporary liberal economic theories lies in the fact that 

there is a vast body of literature—both critical and orthodox—that points to the need to 
create an environment in which this freedom can be exercised. In other words, it is not 
enough for constraints to cease for economic freedom to exist. Other measures are 
necessary, such as legislative reforms (relaxing certain regulations and tightening 
others), security measures, and the imposition of forms of subjectivation. Economic 
freedom, before leading society to well-being, must be produced. 

5 Here too, the definition of negative freedom stems from its opposite, which is 
coercion. When one thinks of economic freedom, its opposite would translate to 
“economic slavery.” The use of the term “freedom” depends on the social or economic 
theory that employs it, but the criterion of oppression is always the determining factor. 
Here, Hobbesian doctrine is clearly evident. In a “state of nature,” where everyone can 
do anything at all times, human beings live in fear, for they are in a constant state of war 
(war of all against all). The only way to avoid this state is through a social contract in 
which everyone renounces a portion of their freedom, so that interference in the spheres 
of others’ freedom is regulated by a sovereign authority. See Thomas Hobbes, Leviatã 
ou Matéria, Forma e Poder de um Estado Eclesiástico e Civil (João Paulo Monteiro & 
Maria Beatriz Nizza da Silva trans., [publisher] [year]). 
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individuals would interfere with one another’s freedom, which would 
render communal life unviable. “Natural” freedom, in the sense of doing 
whatever one wants at any time, would lead to social chaos6. Basic human 
needs would not be met. The freedom of some would be suppressed by 
that of others. This is because human purposes do not automatically 
harmonize. Although there are “universally” accepted values such as 
justice, happiness, security, and equality, achieving them would be 
impossible in a community without any legal-state limitations. In this 
sense, life in society is a condition for human fulfillment and must be 
governed by certain limitations, but always in such a way that a sphere 
remains inviolable, lest freedom be lost to external coercion. 

Thus, two factors must be limited so that individuals can pursue their 
ends, remaining good and developing their natural faculties: intervention 
state intervention and the intervention of third parties. To define the “area 
of non-interference,” it is crucial to establish a clear boundary between 
the public (where the individual is subject to state limitations, such as not 
being able to go out in public without clothes, for example; and 
intersubjective limitations, such as moral duties whose consequence is 
social ostracism) and the private. But this is precisely where the 
problem—and the criticisms—lie, since human beings are interdependent 
and no human activity is completely private insofar as it never obstructs 
the lives of others in any way—unless one is speaking of a life outside a 
human community. In other words, life in society is the prerequisite for 
speaking of freedom. Human beings are only human in life in society. 
Thus, the very process of becoming human involves intersubjectivity, 
such as interference in a child’s subjectivity7, for example. Furthermore, 
the freedom of some depends on the repression of others. 

In theories of positive freedom, the main axis of free action is 
autonomy, that is, the individual’s capacity to be sovereign over 
themselves, to take ownership of their own course of action, and to act 
deliberately and consciously without being determined by others. The 
individual must act in such a way that their life and decisions belong 
solely to them, not to external forces. Here, the agent must be self-

 
6 In the dialogue “Gorgias,” for example, this debate regarding a supposed “natural 

tendency toward excess” is defended by Callicles and is the subject of strong Platonic-
Socratic opposition. In this regard, see Ricardo Manoel de Oliveira Morais & Adriana 
Campos, Retórica e Parresía no Contexto Democrático, Revista de Estudos 
Constitucionais, Hermenêutica e Teoria do Direito 318 (2016), 
https://revistas.unisinos.br/index.php/RECHTD/article/view/rechtd.2016.83.05/5732.. 

7 On the processes of subject formation and subjectivation, see Ricardo Manoel de 
Oliveira Morais, Normalização e Processos de Constituição da Verdade, 7 Revista de 
Estudos Constitucionais, Hermenêutica e Teoria do Direito 197 (2015), 
https://revistas.unisinos.br/index.php/RECHTD/article/view/rechtd.2015.72.09/4726. 
and Michel Foucault, Dits et Écrits vols. 1-4 (Daniel Defert & François Ewald eds., 
Gallimard 1994); Michel Foucault, A Verdade e as Formas Jurídicas (Roberto C. M. 
Machado & E. J. Morais trans., 3rd ed., NAU Editora 2002); Michel Foucault, A 
Coragem da Verdade: O Governo de Si e dos Outros II: Curso no Collège de France 
(1983-1984) (E. Brandão trans., WMF Martins Fontes 2011). 
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governing, not the object of actions or an external environment. The agent 
must be driven by their own reasons and motivations, the purposes of 
which have been rationally attained. In this sense, freedom means being 
able to assert oneself and carry out actions without being prevented from 
choosing what one wishes to do8. The metaphor of acquired self-mastery 
applies here above all. Although there are criticisms regarding the 
possibility of justifying coercion against individuals so that they may 
“rise” to the status of free agents—that is, to “educate themselves in order 
to liberate themselves”—one cannot erase from the human dimension 
itself elements such as experience, education (formal or informal), and, 
ultimately, the process of subjectivation to which every individual is 
subject. 

As noted, there is a risk of using a positive conception of freedom to 
legitimize the coercion of some so that they conform to a conception of 
freedom that is contingent. That is, it involves coercing someone who, out 
of ignorance, is unable to coerce themselves, but with the aim of assisting 
them in the process of elevation. Despite this, there is also in this 
conception of freedom a consensus that human beings are rational, but 
may be contingently prevented from realizing themselves due to 
circumstantial impediments (lack of access to education, quality 
information, or rights). If the point of convergence of negative freedom is 
the “area of non-interference,” theorists of positive freedom seem to 
establish the element of self-realization as a consensus. Freedom is, in 
short, the capacity to obey a law that the individual has established for 
themselves, this being a consequence of human nature’s tendency toward 
autonomy. 

Positive freedom depends on two conditions: the possibility of 
acquiring the wisdom necessary for the proper exercise of freedom, and 
the ability not to be governed by “external laws” (heteronomy). One of 
the most celebrated thinkers to address the first condition was Plato. This 
freedom is still reflected today in the premises of the democratic state 
when discussing “human rights education” as something to be guaranteed 
to all; that is, for citizens to be able to fully enjoy their rights, they must 
be educated. According to Plato9, freedom depends on the human being’s 
capacity to ensure that reason overcomes desires and passions, which can 
only be achieved through a process of formation (paideia) toward virtue, 
as he presents in A República10. Such formation involves constant self-

 
8 On the human categories of will and reason, see Henrique Cláudio de Lima Vaz, 

Escritos de Filosofia V: Introdução à Ética Filosófica 2 (Edições Loyola 2000).. On the 
notion of “category,” see Aristóteles, Órganon (Edson Bini trans., EDIPRO 2005)., 
chapter “Categories.” 

9 Platão, A República (J. Lot Vieira ed., EDIPRO 2000). 
10 Also in Apologia (29d–30b), Platão, Diálogos: Apologia, Critón, Eutifrón, Ion, 

Cármides, Hipias Menor, Hipias Mayor, Laques, Protágoras 29d-30b (Emilio Lledó 
Íñigo intro., J. Calonge Ruiz trans., Editorial Gredos 1985). presents, with great 
eloquence and richness of detail, the arguments and premises of the Socratic concern 
with education through the elenchos. 
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examination and the questioning (elenchos) of purported knowledge, 
aiming to attain knowledge, virtue, truth, and justice. The importance of 
the dialectical method lies in understanding that a life founded on doxa 
(appearances and opinions) is not a free life. Therefore, human beings 
must be educated, taught, and trained to review their convictions in order 
to exercise their freedom11. Life in doxa stems from the individual’s 
inability to free themselves from what is given without such “knowledge” 
being subjected to rational reexamination. As for the capacity not to be 
determined by external laws, Kant’s reflections take on a central role. For 
him, the free (autonomous) subject is one who transcends the realm of 
causality. Classified as a deontologist12, action cannot be not conditioned 
by either the motives or the consequences of the agent’s acts, the moral 
axis being duty in itself. The self-determined individual is one who, using 
reason, understands the categorical imperative13. 

Still on the subject of positive freedom, fulfillment14 —or, according 
to the Greeks, eudaimonia – and, consequently, true freedom is attainable 
through the use of critical reason, understanding what is necessary and 
what is contingent. Ethical-political reality is governed by principles that 
must be understood rationally—whether in an Enlightenment program or 
in a Marxist15 understanding of history—and everything that leads the 

 
11 This interpretation is presented by Hannah Arendt, A Dignidade da Política: 

Ensaios e Conferências 97 (Antônio Abranches ed., Helena Martins trans., Relume-
Dumará 1993). in her essay “Filosofia e Política.” The importance of ensuring that the 
“truth” of the other is manifested and confronted lies precisely in making a truer city 
possible. This is because if apparent truths are confronted and accepted as untruths by 
citizens, the city could gain in virtue and justice. As the author explains in A condição 
humana, Hannah Arendt, A Condição Humana (Roberto Raposo trans., Adriano Correia 
rev. & intro., Forense Universitária 2010)., it is in the public sphere that human beings, 
among equals and in freedom, find their sphere of fulfillment. One can classify Arendt, 
not without reservations, as a theorist of positive freedom. 

12 In modernity, beginning with Hobbes, the question of action in society gains 
relevance. Reflection on action affirms the autonomous character of ethics as a field of 
knowledge whose norms must be justified before human reason. Kant was the thinker 
who offered a formulation of ethics as an autonomous reflection. For that morality exists 
only if the act is performed out of duty, out of respect for a self-imposed law. A moral 
act exists when one acts in accordance with a rational duty (and not in accordance with 
consequences or motivations). Moral duty exists autonomously. 

13 In Kantian philosophy, the categorical imperative is a representation of an 
objective principle that compels the will by the command of reason. The norm of reason 
is an order, since the human will does not have the faculty to choose what is necessary, 
but rather to choose duty. 

14 Although eudaimonia can be translated as “happiness,” it should be clarified that 
in modernity “happy” is sometimes confused with “joyful.” This expression, in turn, 
creates a notion of an ephemeral and fleeting state of positive agitation. Eudaimonia, in 
the Aristotelian sense, has a dimension of permanence, which is why the term 
“fulfillment” seems more appropriate, although this translation is subject to philological 
debate. 

15 Berlin characterizes Marxism as a positive doctrine of freedom, which seems to 
be a plausible classification. Put quite simply, one of the central elements of Marx’s 
thought is the need to understand reality in order to bring about its transformation. It is 
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individual to act contrary to this reality is irrational. Thus, those governed 
by myths, passions, impulses, prejudices, fears, neuroses, and imposed 
economic forces are deprived of self-governance. Only knowledge can 
lead to freedom and eliminate heteronomy, so that a rational 
understanding of reality is a condition for escaping the contingent slavery 
of a given circumstance. In short, human beings are slaves to despots, 
institutions, beliefs, desires, impulses, prejudices, and passions that can 
only be overcome by knowledge. One is free only when life is determined 
by a self-imposed norm16. 

Although this classification, like any classification, may raise 
criticisms and present situations that do not fit into any of them or are 
related to theories that fit into both, proceeding from this theoretical 
framework established by the author shows sufficient for the purpose of 
this essay, which is to situate the issue of “freedom of expression.” 

 
II. UTILITARIANISM AND FREEDOM OF EXPRESSION 

 
Utilitarianism is an ethical and political doctrine that is extremely 

widespread in the modern era. Although there are different forms and 
proponents of utilitarianism17, it can be said that the general idea of this 
school consists of measuring the quality of an action, a right, or a process 
based on the benefits it produces. The moral yardstick for any public or 
private guarantee or action is how useful and effective it can be for the 
general welfare. By way of example, it can be said that the entire 
discussion on economic interventionism stems from a utilitarian logic: 
there are those who argue that non-intervention by the state will bring 
about more lasting social benefits, even if intervention seems preferable 
in immediate situations of economic crisis; on the other hand, there are 

 
worth noting that his principal work, Capital, is an attempt to understand capitalism and 
the elements that determine it, not a call for a post-revolutionary future. 

16 Since this is the synthesis of the positive doctrine of liberation through reason, 
one can conclude that servitude lies in nationalist, communist, authoritarian, and 
totalitarian beliefs. The simplest path to achieving eudaimonia would be the voluntary 
repression of irrationality by each individual. However, since individuals are almost 
always incapable of doing so, there is a duty to educate them. If a person fails to 
discipline themselves, someone must impose discipline upon them. 

17 In addition to Mill, Jeremy Bentham (1748–1832) and Henry Sidgwick (1838–
1900) are prominent theorists of utilitarianism. Bentham establishes a calculation 
regarding the production of the greatest amount of good, identifying this good with 
pleasure—and can therefore be classified as a modern hedonist. A good action or 
measure is one that causes pleasure, and a bad action or measure is one that causes pain. 
Pleasures are heterogeneous, though measurable, with happiness being the element 
resulting from their sum. Measurable utility can be assessed through different aspects—
intensity, duration, monetization, proximity—but is always contrasted with pain. 
Sigdwick, in addition to discussing the premises presented, introduces a new concept: 
average happiness. According to him, the criterion for measuring an action involves, in 
addition to the degree of happiness, the number of participants in that happiness, such 
that what is useful is what increases the average happiness of an entire population—or 
as much of it as possible—to the greatest extent possible. 
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those who argue that state intervention in the economy—whether in a 
targeted and regulatory manner or in a generalized way—prevents 
socioeconomic distortions and the formation of monopolies, and is even 
necessary in crisis situations. Far from resolving a debate that is far more 
complex than this overview, both theses are grounded in utilitarian 
premises, since both non-interventionism and interventionism argue that 
their logic will yield greater social benefits. There is a kind of 
consequentialism here, as no action, right, institution, or guarantee is 
inherently good or bad. Moral value stems from the consequences that a 
given measure will bring about. 

This raises the issue of freedom of expression, to which the entire 
analytical framework of positive and negative aspects outlined above 
applies. Nevertheless, a digression is necessary. Freedom of expression—
which at the individual level translates into “free expression of thought” 
and at the collective or social level is classified as “freedom of the 
press”—is what constitutional doctrine has agreed to designate as a First-
Dimension Fundamental Right; that is, it is a guarantee that emerged with 
the consolidation of the Liberal Rule of Law and, consequently, tends 
toward the negative aspect of freedom. In this sense, the prohibition of 
censorship—even of a mistaken opinion—is imperative. But what will be 
discussed is not so much the positive or negative aspect that precedes 
freedom of expression, but rather the one that follows it. Once an opinion 
is expressed, should it be allowed to circulate freely, or only when its 
senders and recipients are capable of self-determination? 

If one starts from a negative premise, the principle is that any 
constraint on the free circulation of ideas is harmful. And a range of 
arguments can be listed (and will be throughout this section). If one starts 
from a positive premise, there are certain conditions under which an 
opinion may circulate, whether imposed on the messengers of these 
ideas—such as the requirement for specific professional training, 
screening by a fact-checking system, the natural (economic or political) 
filter exercised by major media outlets—whether imposed on the 
recipients—such as the discernment to distinguish falsehood from truth, 
access to the channels through which ideas circulate, and the ability not 
to be easily influenced. 

It is important to clarify that Stuart Mill is classified by Berlin as a 
theorist of negative liberty. And, it must be acknowledged, there is no 
shortage of elements in his work to support this thesis. Madeira18, in the 
preface to Sobre a Liberdade (On Liberty), explains that, for Mill, any 
interference in the individual sphere is presumed to be harmful. The 
burden of proving that the interference is legitimate lies with the 
intervening party. This maxim can be summarized as follows: “[...] it is 
legitimate to interfere in matters that concern only the individual, without 

 
18 Pedro Madeira, A Filosofia Política de Mill, in John Stuart Mill, Sobre a 

Liberdade (Pedro Madeira trans., Nova Fronteira 2011). 
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their express consent, only for reasons of self-protection—this being the 
best-known formulation of what has become known as ‘the harm 
principle’”19-20. This principle seeks to establish parameters for legitimate 
or illegitimate interference. For matters that concern only the individual 
himself, such as feelings, opinions, tastes, life goals, and voluntary, non-
illegal associations, intervention is harmful. Interference would occur 
only in justified situations. The partial disagreement that arises here 
regarding Berlin’s classification (which positions Mill as a thinker of 
negative liberty) does not lie precisely in the caveats that the utilitarian 
imposes on the principle of non-intervention21, but in the reflections 
following the chapter on freedom of expression. 

This is because in the final part of the essay, when Mill discusses the 
applications of the principles of freedom he has outlined, he sets forth 
certain guidelines so that freedom may be exercised fully. In other words, 
for the utilitarian, in order for individuals to exercise their freedom 
consciously and in its entirety, certain interventions in the individual 
sphere must occur, especially during the formative years. One example is 
the obligation of parents to bear the cost of educating the generation that 
will succeed them—since it is in this generation that the future of freedom 
resides or perishes—or the positive pedagogical consequence of freedom 
that arises from non-intervention in the expression of ideas, even if they 
are mistaken. And Mill himself does not resolve this contradiction: on the 
one hand, he states “[...] that the State has a duty to finance the education 

 
19 In addition to Mill, Jeremy Bentham (1748–1832) and Henry Sidgwick (1838–

1900) are prominent theorists of utilitarianism. Bentham establishes a calculation 
regarding the production of the greatest amount of good, identifying this good with 
pleasure—and can therefore be classified as a modern hedonist. A good action or 
measure is one that causes pleasure, and a bad action or measure is one that causes pain. 
Pleasures are heterogeneous, though measurable, with happiness being the element 
resulting from their sum. Measurable utility can be assessed through different aspects—
intensity, duration, monetization, proximity—but is always contrasted with pain. 
Sigdwick, in addition to discussing the premises presented, introduces a new concept: 
average happiness. According to him, the criterion for measuring an action involves, in 
addition to the degree of happiness, the number of participants in that happiness, such 
that what is useful is what increases the average happiness of an entire population—or 
as much of it as possible—to the greatest extent possible. 

20 Pedro Madeira, A Filosofia Política de Mill, in John Stuart Mill, Sobre a 
Liberdade 10 (Pedro Madeira trans., Nova Fronteira 2011). 

21 “[...] accepting the harm principle seems to preclude the existence of any form of 
social assistance or redistributive taxation. [...] This apparent contradiction in Mill’s 
thought may serve to explain why people belonging to very different political spectra 
claim to be heirs to Mill. Many of those who argue that the functions of the state should 
be reduced as much as possible, with its role limited to ensuring the safety of citizens 
and the enforcement of contracts, look to the principle of harm and believe they see in 
Mill an illustrious supporter of their position; and many of those who argue that the state 
should play a more active role and that it should fund education and healthcare for the 
poorest look to what Mill says about education and, forgetting the harm principle, also 
believe they see in Mill an illustrious supporter of their position.” Pedro Madeira, A 
Filosofia Política de Mill, in John Stuart Mill, Sobre a Liberdade 12 (Pedro Madeira 
trans., Nova Fronteira 2011). 
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of poor students. However, it seems evident that, according to the harm 
principle, taxing the rich to fund the education of the poor would 
constitute an illegitimate interference in the lives of the rich”22-23. Since 
the objective of this essay is not to classify Mill’s liberalism as positive 
or negative, it is relevant to deepen the debate on freedom of expression 
in light of his reflections, relating them to current examples and the legal 
and political frameworks experienced throughout the 20th and 21st 
centuries. 

Mill is an advocate of the right to freedom of opinion as well as the 
right to express it. According to him, agreement or disagreement with an 
expressed opinion is irrelevant, since it falls within the “area of non-
interference.” As the author states, these are matters that concern only the 
individual himself. If a third party disagrees with an opinion because it is 
incorrect or contradicts his beliefs, it is wrong to prevent its expression, 
for a simple judgment does not interfere in the sphere of others. In general, 
the utilitarian argument points out that a freely expressed opinion can 
have three aspects, none of which can be censored: it may be entirely true, 
in which case its prohibition would be a harm, since it would prevent 
contact with new truths and improvement through new dimensions and 
arguments; be partially true (or partially false), opening itself to public 
debate and, through this, to dialectic, correcting the false part precisely 
through public scrutiny; be entirely false. 

In the case of an opinion that is entirely—and even manifestly—false, 
one might infer that its suppression would be useful and even desirable in 
a “mature” society. However, freedom of expression, even of a false 
opinion, possesses different layers and facets that deserve attention. The 
mere hypothesis of banning an argument or an opinion disregards the fact 
that “we can never be certain that the opinion we seek to silence is false; 
and even if we were, silencing it would still be a wrong”24. 

If it is entirely false, it is still useful for people to know it, because 
understanding the positions of our opponents is essential to better 
understanding our own position, and because an opinion that is not 
criticized comes to be accepted uncritically and becomes a dead dogma, 
even if true. And, regardless of whether the opinion in question is true or 
false, preventing the dissemination of a doctrine is to assume 
infallibility—it is to assume that human beings are never wrong, which is 
clearly false. There is a subtlety in Mill’s position that is important to 
grasp: when he criticizes those who seem to assume they are infallible, 
Mill is not starting from the principle that all our beliefs may be false 

 
22 This is because, as we have seen, all theorists of negative liberty admit exceptions 

to the maxim of non-intervention, since the unlimited freedom of some would render the 
freedom of others unfeasible. 

23 Pedro Madeira, A Filosofia Política de Mill, in John Stuart Mill, Sobre a 
Liberdade 12 (Pedro Madeira trans., Nova Fronteira 2011). 

24 John Stuart Mill, Sobre a Liberdade 30-31 (Pedro Madeira trans., Nova Fronteira 
2011). 
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collectively; he is merely starting from the weaker principle that, as far as 
we know, any one of our beliefs, taken individually, may be false25. 

Since one of the roles of freedom of the press (understood as freedom 
of expression at the collective level) is to ensure that a government 
remains responsive, it can be argued that the opinion an authority attempts 
to suppress is presumed to be true. More than that, the attempt to silence 
an opinion presupposes its infallibility, since preventing a discussion is 
based on the principle that one is right and the other wrong, without 
conceiving that the censor’s certainty might be incorrect. In this sense, it 
is socially useful for an opinion to be evaluated publicly regardless of its 
truth or falsity, in a clash of arguments similar to Socratic cross-
examination. And even if an opinion is correct, subjecting it to constant 
scrutiny prevents it from falling into dogmatism, since the reasons for its 
certainty must be constantly reaffirmed, so that its defenders will not 
forget them—which can happen, even with an absolutely correct opinion, 
if it comes to be adopted as an unquestionable dogma26. 

A legitimate restriction on freedom of expression would be based on 
specific situations, grounded in the principle of harm. Furthermore, the 
burden of justifying such a restriction would fall on the party imposing it. 
Nevertheless, the restriction would be justified when an opinion is likely 
to lead to an illegitimate incitement to violence. According to the example 
already mentioned, one cannot restrict the expression of the opinion that 
private property is theft, concluding that it is the wheat merchants who 
cause the poor to go hungry. Although this is an opinion far from being 
considered consensual, to say the least, arguments of this kind should be 
allowed to circulate freely, whether in private conversations or in the 
press. Conversely, using inflammatory slogans when a crowd of people is 
demonstrating in front of a wheat merchant’s house would constitute an 

 
25 Pedro Madeira, A Filosofia Política de Mill, in John Stuart Mill, Sobre a 

Liberdade 13-14 (Pedro Madeira trans., Nova Fronteira 2011). 
26 John Stuart Mill, Sobre a Liberdade 60 (Pedro Madeira trans., Nova Fronteira 

2011). points out that it is important to keep intellectual powers fully active, which is 
why, even when faced with a custom or generational habit that is recognized as positive 
(or an argument that is consensually accepted as true), it must still be subjected to critical 
reasoning: “[...] even though customs are good as customs, and suitable for that person, 
conforming to custom, merely as custom, does not educate them or develop in them any 
of the qualities that constitute the natural endowment typical of a human being. The 
human faculties of perception, judgment, discernment, mental activity, and even moral 
preference, are used only when a choice is made. One who does something because it is 
the custom makes no choice at all. One gains no experience in discerning what is best. 
Intellectual and moral powers, like muscular ones, develop only when they are used. 
Doing something merely because others do it exercises the faculties no more than 
believing something merely because others believe it. If the grounds for an opinion are 
not convincing to a person’s own reason, then adopting that opinion cannot strengthen 
their reason, and will likely even weaken it: and if the motives for performing an act are 
not in harmony with their own feelings and character (in matters that do not concern the 
feelings or rights of others), this only renders one’s feelings and character inert and dull, 
rather than active and energetic.” 
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illegitimate incitement to violence. Consequently, considering the harm 
principle, it would be legitimate to restrict the exercise of freedom of 
expression in cases such as this. 

Mill defends the specific restriction on freedom of expression using 
an example; that is, it is an inductive argument. One starts from a 
particular case from which a universal rule must be derived, namely that 
freedom of expression, if it can incite illegitimate violence, must be 
curtailed. In this sense, one can imagine a discussion about democracy, 
particularly its formulation as a democratic state governed by the rule of 
law. It would be legitimate, according to Mill’s maxim, for ideas contrary 
to the democratic form of the state to circulate. Arguments pointing out 
the inconsistencies of this model—as Plato did in his dialogues on the 
polis—concluding that it should be discarded, theses pointing to the the 
superiority of an “elite” government—such as Schumpeter’s theory27—or 
even ideas maintaining that power should be exercised by technocrats 
selected through a meritocratic system, should be allowed to circulate. 
When a crowd of individuals stood at the gates of the main symbols of 
democracy with the aim of destroying them, it would be legitimate to 
prevent slogans against democracy from being uttered. 

Madeira28, in the aforementioned introductory essay to Mill’s work, 
presents other situations that would challenge the serenity of the utilitarian 
theoretical framework, particularly those that lie on the threshold between 
a clear line separating potentially violent free speech from that which is, 
in fact, violent. Leaving aside, for now, the question of democracy versus 
freedom of expression—examined in the next section—one might raise 
issues such as marches organized by racial supremacist, homophobic, or 
anti-government movements. It is evident that a racist, homophobic, or 
illegal act constitutes a crime that warrants state punishment. This is not, 
strictly speaking, the subject of a debate on the “non-interference zone.” 
Nevertheless, there is a substantial difference between being something 
and acting in accordance with what one is. For example, an individual 

 
27 As noted by Bernard Manin, The Principles of Representative Government 

(Cambridge University Press 1997). and Robert A. Dahl, A Democracia e Seus Críticos 
(P. F. Ribeiro trans., WMF Martins Fontes 2012)., some 20th-century authors presented 
“elite democratic” theories. The most influential was Joseph A. Schumpeter, 
Capitalismo, Socialismo e Democracia (R. Jungmann trans., Editora Fundo de Cultura 
1961).. According to him, contrary to the classical concept of democracy, in 
representative democracies it is not the voters who make political decisions. 
Furthermore, elections do not express the will of the people. Moreover, the people do 
not govern indirectly by choosing individuals who will carry out their will. The people 
merely select, from among a number of candidates, those who will make political 
decisions. Schumpeter defines representative democracy as the institutional arrangement 
for reaching political decisions in which individuals acquire the power to decide through 
a competitive struggle for the people’s votes. In this conception, representatives are not 
agents charged with implementing the will of the people. For Schumpeter, representative 
democracy and indirect government are distinct categories. 

28 Pedro Madeira, A Filosofia Política de Mill, in John Stuart Mill, Sobre a 
Liberdade (Pedro Madeira trans., Nova Fronteira 2011). 
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who is a pedophile cannot, by virtue of this condition, be considered a 
criminal—or we would be dealing with Author’s Criminal Law, 
punishing individuals for what they are, not for their acts. However, if he 
engages in pedophilia, it is a crime. The law also punishes the expression 
of racist and homophobic opinions. Although this is not about drawing 
conclusions, but merely taking Mill’s thesis to its logical conclusion: 
would it not be important for repulsive opinions to come to light so that 
their abominable nature might be revealed after public scrutiny? 

One element not addressed by Mill (nor would it be possible) concerns 
the formation of public opinion. With the advent of the media, society has 
become more complex, and the line separating the “wheat merchant’s 
house” from the “incendiary mob” has become blurred. Consequently, the 
“area of non-interference” of freedom of expression—by the difficulty of 
distinguishing between erroneous (yet nonviolent) opinion and that which 
is potentially violent or actually violent accompanies this process. 

 
III. “PUBLIC OPINION” AND MASS COMMUNICATION 

 
A concept of “public opinion” is as difficult to pin down as that of the 

State. To begin with, even without referring to the vast literature on the 
subject29, this expression can denote both the public expression of a 
particular individual or collective viewpoint and the trend toward which 
the volatile judgment of the “people” points. Nevertheless, for the 
reflections to be developed here, it suffices to know that both notions are 
encompassed and, indeed, often conflated. Public opinion, an important 
aspect of freedom of expression, can be understood as a force capable of 
moving the State, influencing or legitimizing it, especially in a democratic 
environment. Although he does not state it explicitly, Bonavides situates 
the modern meaning of freedom of expression in the emergence of a 
sovereign political force occupied by individuals with authoritarian 
potential if left unchecked: the State. Public opinion, as one of the main 
focuses of this restraint, was the subject of reflection by the classic 
modern political thinkers, both those who criticized the Ancien Régime, 
such as Rousseau, and those who dedicated themselves to understanding 
real politics controlled by the people, such as Machiavelli30. “Since public 

 
29 Paulo Bonavides, Ciência Política 445 (10th ed., Malheiros Editores 1997)., once 

again, highlights the complexity of this issue and the breadth of this problem: “Public 
opinion, as a subject of Political Science, dates back to the 18th century, when it became 
the object of reflections that linked it to the existence of the State and, in particular, to a 
specific political system in the organization of modern society: the liberal-bourgeois 
State.” 

30 Although “common sense” refers to Machiavelli as an “absolutist” thinker, given 
his work The Prince, it must be emphasized that he devoted much of his public life, as a 
diplomat, and most of his work—especially his Discursos sobre a Primeira Década de 
Tito Lívio—to addressing and extolling the republic as the best form of political 
organization. Furthermore, the Florentine thinker asserts, on more than one occasion, 
that the people are responsible for maintaining a responsive government, which can only 
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opinion is the most effective form of the social body’s indirect presence 
in the formation of political will, it is no wonder that its exceptional power 
has been proclaimed and recognized by rulers, philosophers, and political 
scientists from the 18th century to the present day”31. 

A central element is that the notion of public opinion in the political 
sphere emerged directly linked to the consolidation of modern 
representative government—what came to be known as “representative 
democracy”—as early as the 18th century. Although the government 
Although representative government has undergone transformations 
throughout the 18th, 19th, 20th, and 21st centuries, Manin32, in The 
Principles of Representative Government, maintains that the principles 
underlying it remain virtually unchanged. These principles are: 1) 
representatives/governors elected by the governed in periodic elections; 
2) representatives endowed with partial independence from the 
preferences of voters; 3) public opinion able to express itself on political 
matters independently of government control; 4) political decisions made 
after political debate. 

Manin examines the “metamorphoses” that representative 
government has undergone since its emergence, namely parliamentary 
government, party democracy, and public democracy. Parliamentary 
government was defined by personality-based elections in which voters 
placed personal trust in those elected. Such trust stemmed from the 
representative’s membership in the community of voters, who shared 
common interests (landownership, manufacturing, commerce, etc.). The 
body of representatives was not formed through competition, but through 
the mobilization of personal resources (wealth and prominence). This 
model, known as the “reign of the notables,” enabled the emergence of 
free expression of opinion, which clashed with the still-restricted suffrage. 
This opened the way for party democracy, whose central features were 
the expansion of suffrage and the curtailment of parliamentary freedom 
in the face of party discipline. The expansion of the electorate meant that 
representatives no longer maintained personal ties with the electorate, and 
citizens voted for political parties of their choice with a clear ideological 
framework, not for candidates they personally trusted. The parties, 
through their networks of activists and organizational structures, 
established bureaucracies capable of mobilizing the growing electorate. 
Nevertheless, party structures entered a crisis33, triggering another 

 
occur in a republic. See Nicolau Maquiavel, Discursos Sobre a Primeira Década de Tito 
Lívio (P. F. Aranovich tech. rev., MF trans., Martins Fontes 2007). 

31 Paulo Bonavides, Ciência Política 449 (10th ed., Malheiros Editores 1997). 
32 Bernard Manin, The Principles of Representative Government (Cambridge 

University Press 1997). 
33 There is a vast body of literature on the crisis of political parties stemming from 

the crisis of representation; it is worth citing Ricardo Manoel de Oliveira Morais, O 
Paradoxo da Inclusão Política à Luz de Contribuições Maquiavelianas (Editora Fi 2022), 
https://www.editorafi.org/ebook/530paradoxo., Roger Eatwell, Populism and Fascism, 
in The Oxford Handbook of Populism (Paul Taggart & Cristóbal Rovira Kaltwasser eds., 
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metamorphosis in representative government: “public democracy.” This 
model is marked by a new personalization of the electoral choice, 
resulting from the advancement of the media. With the advent of mass 
communication, particularly radio and television, candidates began to 
communicate directly with voters, bypassing party mediation. 

Political actors themselves, in reacting to the new conditions, began 
to emphasize their personal qualities. Television, above all, intensifies the 
candidate’s personality, leading to the personalization of political 
choice—a characteristic of “parliamentarism”— be revived. Added to this 
are factors that have complicated the political reality and the way the 
government deals with it: the exorbitant increase in governmental powers 
and activities, the expansion of the state’s population and public officials, 
and, as a result, the development of a complex administrative government 
bureaucracy. Furthermore, the media have accelerated the speed at which 
information circulates and the need for government responses. The 
following scenario emerges: an increase in government responsibilities 
and activities; difficulty in presenting feasible government projects due to 
a more dynamic reality and an information flow that outpaces government 
reactions; increased interdependence and the deepening of relations 
between states and transnational actors, making political problems less 
predictable. These factors have led to a demand for greater discretion, and 
as a result, governments have become unable to maintain a clear 
ideological coherence. 

In this process, governments must act not on the basis of “direct 
reality,” but on information transmitted by bureaucratic intermediary 
bodies, with public opinion and its expression being one such body. But 
is public opinion manipulable? Throughout the 20th century, with the 
crisis of the parties and the welfare state, “the weakened middle class, as 
it reconstituted itself in developed countries, would fall under the 
influence of new mass communication techniques.” In fact, we have 
arrived at “[...] the surprising, easy, and convenient technique available to 
those who control the media to ‘create’ public opinion and direct it toward 
pre-established ends”34. There is the manifestation of a pre-formed 
opinion, whether through the “presence” of politicians—fascists, 
populists, xenophobes, homophobes, misogynists—in the living room 
speaking “live” and making strong, non-rational appeals, or through the 
landscape of so-called “digital populism” fueled by algorithms, hatred, 
and fear. 

Given that there is already a vast body of literature on the effect that 
traditional media have had on politics, this section will examine how 
social media, with its algorithmic potential, shapes public opinion and, in 
doing so, blurs the line between the expression of a misguided opinion—

 
Oxford University Press 2017)., and Otto Kirchheimer, A Transformação dos Sistemas 
Partidários da Europa Ocidental, Revista Brasileira de Ciência Política, no. 7, Jan./Apr. 
2012. 

34 Paulo Bonavides, Ciência Política 455 (10th ed., Malheiros Editores 1997). 
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whether racist, homophobic, hateful, or simply false—and the 
manifestation of a potentially or actually violent opinion. And here, the 
Italian and Brazilian experiences of recent years are central to the debate. 

Strong governments in mass society have made the manufacture of 
this pill of irrationalism exquisitely “scientific,” administered in 
massive doses, as political needs dictate. Public opinion under the 
totalitarian dictatorships of the 20th century reached this 
astonishing result: it became a powerful auxiliary of the raison 
d’état. In democratic society, public opinion is equally suspect, for 
despite the pluralism evident there, the elements of the formation 
and transmission of judgments that shape public opinion, while not 
concentrated in a single power as in the totalitarian state, are 
nonetheless held in the hands of a minority—the “lords” of 
economic and financial power—to whose control the media are 
generally subject.35. 

To the lords of economic and financial power, one might add “the 
lords of algorithmic power.” With the emergence of revolt movements 
against the intermediary bodies36 of political power—an almost direct 
consequence of the electoral personalization of public democracy (since 
voters began to interact directly with elected officials, especially to form 
governments37), “[...] the relentless work of dozens of spin doctors, 
ideologues, and, increasingly, scientists specializing in Big Data [...]”38, 
public opinion and the forms of its expression have taken on unclear 
aspects, particularly with regard to illegitimate39 incitement to violence. 
In Os engenheiros do caos, Empoli explains how this logic works, 
detailing the modus operandi and its consequences. He provides greater 
details on the Italian case, but his reflections apply to the Western 
situation. Although the author’s aim is to reflect on the “[...] super-
powerful communication machine, originally conceived for commercial 

 
35 Paulo Bonavides, Ciência Política 455 (10th ed., Malheiros Editores 1997). 
36 On the movements of revolt against the intermediary bodies of access to political 

power, see Nadia Urbinati, A Revolt Against Intermediary Bodies, 22 Constellations 477 
(2015), http://onlinelibrary.wiley.com/doi/10.1111/1467-8675.12188/abstract. 

37 Populism predominates in the executive branch, so that the elected leader plays 
to the masses to undermine the institutional role of those who should mediate and 
oversee the exercise of political power, particularly the legislative and judicial branches 
(especially the latter, which often plays a counter-majoritarian role). 

38 Giuliano da Empoli, Os Engenheiros do Caos: Como as Fake News, as Teorias 
da Conspiração e os Algoritmos Estão Sendo Utilizados para Disseminar Ódio, Medo e 
Influenciar Eleições 33 (Arnaldo Bloch trans., Vestígio 2019). 

39 “Illegitimate” incitement is a central point of the argument, since it is possible to 
identify instances in which incitement to violence can be considered legitimate. Pedro 
Madeira, A Filosofia Política de Mill, in John Stuart Mill, Sobre a Liberdade (Pedro 
Madeira trans., Nova Fronteira 2011)., for example, raises the issue of legitimate 
incitement in the case of mobilizing the population to fight a war initiated by the unjust 
invasion of a foreign nation. Actions by an illegitimate and authoritarian government, 
likewise, could fall under this exception. 
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purposes, transformed into a privileged instrument of all those whose goal 
is to multiply chaos” (p. 50), this machine and its functioning are directly 
related to the aporias imposed by freedom of expression in the 21st 
century. 

Empoli begins with an analogy between what is happening in the 
political universe of social media today and the 18th-century Roman 
carnival, as narrated from Goethe’s perspective. Carnival is a festival in 
which the world is turned upside down: men dress as women and women 
as men; wealthy individuals pass themselves off as strangers and strangers 
are cheered; identity fades amid costumes, debauchery, and masks. 
Everyone let themselves be carried away by excesses, so that 
permissiveness and freedom are kept in balance by the general good 
humor. And despite this atmosphere of widespread joy, there is a hidden 
side to the festival: moments when some dispute becomes more serious 
and spreads, engulfing everyone in a visceral hatred. Goethe also 
describes situations in which horse races cause incidents and tragedies, 
attaching little importance to them. “It is the dark side of Carnival, the 
inextricable combination of celebration and violence upon which its 
subversive potential is built [...]. It is no coincidence [...] that this is not a 
celebration offered to the people by the authorities, but rather a ‘festival 
that the people offer to themselves.’”40-41. 

With the emergence of “digital populism,” political reality seems to 
be transforming into a kind of carnival. Populism is a term employed 
politically in various ways. The literature contains different 
conceptualizations, sociopolitical narratives, categorizations, or 
representations of the populist. Although the notion of populism is central 
to the reflections developed here, its concept will not be outlined. The 
term “populism” will be used based on some general characterizations 

 
40 “Since the Middle Ages, Carnival has been an occasion for the people to 

symbolically and temporarily overturn all established hierarchies between the powerful 
and the oppressed, between the noble and the common, between the high and the low, 
between the refined and the vulgar, between the sacred and the profane. In this 
atmosphere, the mad become wise, kings become beggars, and reality merges with 
fantasy. A symbolic coup d’état that almost always ends with the election of a king, a 
temporary substitute for official authority. [...] The proof lies in the various episodes 
during which the festival turned into a revolt, to the point of generating actual massacres, 
whenever the crowd was not content to depose the powerful merely for a laugh—but 
instead attempted to actually murder them. [...] Nor is it surprising that this festival was 
abolished, at some point, almost everywhere, including in Rome, at the dawn of the 
French Revolution, for fear that it might spread. In France, it was the Jacobins 
themselves who suspended Carnival, going so far as to punish with the death penalty 
those who had the audacity to dress in costume.” Giuliano da Empoli, Os Engenheiros 
do Caos: Como as Fake News, as Teorias da Conspiração e os Algoritmos Estão Sendo 
Utilizados para Disseminar Ódio, Medo e Influenciar Eleições 16-18 (Arnaldo Bloch 
trans., Vestígio 2019). 

41 Giuliano da Empoli, Os Engenheiros do Caos: Como as Fake News, as Teorias 
da Conspiração e os Algoritmos Estão Sendo Utilizados para Disseminar Ódio, Medo e 
Influenciar Eleições 14-16 (Arnaldo Bloch trans., Vestígio 2019). 
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from Eatwell’s42 theory, according to whom populism combines three 
elements: 1) the defense of the united people, although this unity is not 
necessarily ethnically or morally pure; 2) hostility toward corrupt and 
selfish elites who deprive the people of their legitimate voice, even if there 
are different elites; 3) the goal of producing a political system that allows 
the will of the people to prevail. The praxis of this phenomenon is a 
tendency to awaken in the people, through a series of rhetorical and 
aesthetic devices—such as charismatic authoritarian leaders—a 
Manichaean conception of reality. 

In this sense, “digital populism” is understood, in addition to the 
characteristics noted above, as a factor common to political theories of 
populism: a form of direct, unmediated communication with the people 
(or, at least, with the segments of the population one seeks to stir up). And 
social media are the conditions for this phenomenon, especially when add 
to this description the elements of interaction and engagement, made 
possible by the “free expression of thought” liberated from the “shackles 
of political correctness” and “progressive censorship.” 

The “political carnival” of the 21st century emerges when the world’s 
celebration stands in contrast to the negative feelings (anger, hatred, fear, 
insecurity, indifference) that “mask” the political opinions expressed, 
when there is no recipient with a “face.” Before the “opinion-maker,” 
there is only a screen. A vast body of literature43 places the Italian 
experiment at the center of this debate, recounting the story of the 
founding of a digital political marketing movement in Italy in the early 
2000s. The partnership between Gianroberto Casaleggio—the creator of 
a specific form of digital political communication—and the Italian 
comedian Beppe Grillo, who would serve as the spokesperson and 
agitator for an “algorithm-party,” gave rise to the Five Star Movement, 
“[...] entirely founded on the collection of voter data regarding the 
fulfillment of their demands, independent of any ideological basis.” This 
operational logic fostered a praxis that reinvented political propaganda, 
but now adapted to the era of selfies and social media. As a “political 
translation” of Facebook and Google, a true transformation has taken 
place in the nature of the electoral game. And the populist character lies 
in the fact that this use of social media involves no intermediaries, placing 
everyone on the same metric, which is that of engagement. 

The social media algorithm is programmed to provide consumers with 
any content that might attract them and keep them engaged longer, 
regardless of its content (ranging from extreme positions, hate speech 

 
42 Roger Eatwell, Populism and Fascism, in The Oxford Handbook of Populism 

(Paul Taggart & Cristóbal Rovira Kaltwasser eds., Oxford University Press 2017). 
43 Nadia Urbinati, A Revolt Against Intermediary Bodies, 22 Constellations 477 

(2015), http://onlinelibrary.wiley.com/doi/10.1111/1467-8675.12188/abstract; Giuliano 
da Empoli, Os Engenheiros do Caos: Como as Fake News, as Teorias da Conspiração e 
os Algoritmos Estão Sendo Utilizados para Disseminar Ódio, Medo e Influenciar 
Eleições (Arnaldo Bloch trans., Vestígio 2019). 
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against minorities, xenophobia, fear of “the other” and immigration, to 
even conspiracy theories). The goal is singular: to tap into voters’ 
aspirations and, above all, their fears. Once this is achieved, it becomes 
possible to cultivate hatred to keep the individual connected and attentive 
to the content that keeps them glued to the screen, diluting old ideological 
differences (such as liberalism versus economic interventionism) into a 
reframed conflict that pits the people against the elites. It is the 
engagement of the disaffected that drives the new format of political 
propaganda, feeding on negative emotions, as these are what ensure 
greater participation and concern on the part of its disseminators-
recipients (who become indistinguishable in the process of information 
dissemination). Such negative sentiments are fueled by elements of strong 
cohesion—linked to fake news—and of great emotional appeal—such as 
conspiracy theories and eschatological narratives. 

All of this means that the political game no longer unites people 
around platforms built on the dialectics of the political sphere, but, on the 
contrary, stokes passions and hatred. The goal is not to find the point of 
convergence at the center, but to align with one of the extremes. That is 
why individuals like Italy’s then-Minister of the Interior, Matteo Salvini, 
post videos and fake news on their social media about crimes committed 
by Black people or immigrants, aiming to incite ethnic, racial, and gender-
based hatred. During the formation of this government, the Minister of 
Family Affairs went so far as to state that “there are no gay families”; the 
Minister of Health, on the issue of vaccines, stated that he was personally 
in favor, but that anyone could hold opposing views; the Minister of 
Justice proposes the end of the statute of limitations; the Secretary of State 
is a proponent of a conspiracy theory claiming that commercial airliners 
are used to spread chemical and biological agents harmful to the 
population; the Undersecretary of State for the Interior does not believe 
that Americans went to the moon. In the Brazilian government that led 
the Federal Executive Branch between 2019 and 2022, the Minister of 
Foreign Affairs did not believe in global warming; military ministers “did 
not believe” that the Military Regime was dictatorial or the result of a 
coup d’état; the Minister of the Environment asserted the need to “let 
things slide” regarding environmental deregulation. The effect of being 
able to say whatever one pleases, normalizing a false identity with an 
electorate susceptible to radical positions that garner engagement, creates 
a specter that freedom of expression serves to cover up any discourse. 

Although the leaders’ shortcomings are evident, they become not only 
a mark of authenticity—since, in the eyes of voters, their inexperience is 
proof of non-corruption, and the gaffes made on the international stage 
are evidence of their independence—but any opinion comes to be 
considered legitimate. The most serious issue is that it is unclear exactly 
when a false argument should be dismissed as ridiculous and, through 
public scrutiny, set aside; or when the false argument has the potential to 
generate illegitimate situations of violence. This is because algorithmic 
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logic has no commitment to the content that is disseminated. Its objective 
is simple and clear: to capture the user’s attention and awaken feelings 
that keep them connected. Such feelings, as already noted, are almost 
always negative. Consequently, public ridicule and cancellation are used 
as tools of “freedom of expression” to deal with situations that would 
merit deeper reflection. 

In this sense, since the free-market principle of the circulation of ideas 
in the public sphere is apparently incapable of regulating a scenario in 
which feelings that subjugate reason—such as fear and hatred—prevail, 
the solution offered by “legal common sense” is to attempt to establish 
boundaries for the gray zone of the “area of non-interference,” especially 
after January 8, 2023. It is necessary to recognize that expressing 
undemocratic ideas is nothing new. Socrates was already doing so more 
than two millennia ago. And he did so in an incendiary manner at the very 
gates of democracy, inspiring the young people of his time to continue 
along the path he had opened44. However, when one is immersed in a 
situation, it is always more difficult to point out paths forward. At this 
moment, what seems to be occurring is the reign of the truism that the 

 
44 “Citizens of Athens, I respect and love you, but I will obey the gods rather than 

obey you, and as long as I breathe and am in possession of my faculties, I will not cease 
to philosophize and to exhort you or to instruct each one, whoever comes into my 
presence, saying to him, as is my custom: - O fine man, you who are a citizen of Athens, 
the greatest and most famous city for wisdom and power, are you not ashamed to care 
about riches, to hoard as much as you can, and about glory and honors, and then to care 
nothing at all about wisdom, truth, and the soul, to make it ever better? And if any of 
you protest and promise to take care of it, I will not leave you just yet, nor will I go 
away, but I will question you and examine you and convince you, and at any moment 
it seems that you lack virtue, convinced that I possess it, I will reprove you, because 
you pay very little attention to things of the greatest importance and great attention to 
trifles. And I will do this to whoever appears before me, whether young or old, stranger 
or citizen, and all the more so with citizens the closer they are to me by birth. This is 
precisely what the god commands me to do, and you know it, and I believe that you 
have no greater good in the city than this service of mine to the god. Everywhere I go, 
I persuade everyone, young and old, not to concern themselves exclusively—nor so 
ardently—with the body and with riches, as they ought to concern themselves with the 
soul, so that it may be as good as possible, and I keep saying that virtue does not arise 
from wealth, but from virtue come to men riches and all other goods, both public and 
private.” (PLATO, Apology, 29d-30b). What Socrates calls “philosophizing” is the 
dialectical and challenging examination (elenchos) of the human being and their 
purported knowledge at the level of their soul, aiming to extract from it knowledge, 
virtue, truth, and justice, and, whenever it is mistaken, to point out such errors. The 
importance of the dialectical method for Socrates—as opposed to mere oratorical 
persuasion without the possibility of challenging arguments—is linked to the centrality 
of the human question in Socratism. Since every human being possesses a doxa, a 
unique and singular openness to reality, Socrates had to ascertain which of his 
interlocutors’ convictions about this reality were true and which were not, since one 
cannot infer in advance what the other’s doxa is. Socratic dialectic starts from the 
human openness to a world of appearances and opinions (doxa) to formulate what 
presents itself as truth, doing so by rejecting that which does not hold up under rational 
scrutiny. 
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right to freedom of expression is not unlimited. The issue is that, at times, 
the opinion being expressed does not seem to be the result of freedom, but 
of something that has not yet been understood. 

 
CONCLUSION 

 
The purpose of this essay was to point out that the foundations of how 

freedom of expression is understood are in a serious crisis. On the one 
hand, there is the argument for the free circulation of ideas and arguments, 
with reason and reality themselves proving the truth or falsity of the 
theses. On the other hand, there is a consensus in political and legal world 
that the right to freedom of expression (like all fundamental rights) is not 
absolute. The utilitarian thesis, which is the key to the first premise, seems 
to fail to address problems such as the unpredictability of the recipients 
of potentially violent arguments. Taking Mill’s example of the 
inflammatory mob at the door of the wheat merchant’s house as a basis, 
one does not know when a speech or a slogan will be heard, nor in what 
context or for what purposes. 

However, beyond simply pointing out the impasse between the 
obscurity of the “area of non-interference” in the liberal argument and the 
truism that “no right is absolute,” it is worth highlighting the risk of a 
breakdown of the rule of law—and while the use of the term “breakdown” 
may seem overly strong, it is appropriate, since the institutional 
framework is fractured. The risk stems from a paradox inherent in the 
democratic rule of law itself: freedom of expression must be able to 
challenge the democratic rule of law, yet it must have a space guaranteed 
by the democratic rule of law. Discussions regarding the limits of freedom 
of expression are multiplying, as are precedents and institutional 
responses. Some argue that false discourse cannot be disseminated. 
Nevertheless, lived reality is subject to countless mediations: there are 
those who observe and interpret the facts; there are those who narrate the 
facts; there are those who translate the narrative into words, videos, or 
images, always through selective editing; there are those who pass on and 
reinterpret these facts; and there are those who receive and, once again, 
interpret. Amid an endless chain of mediations, what would public 
opinion grounded in false elements look like? Situations such as those 
experienced in Brazil and the United States—involving attacks on 
democratic symbols—are, obviously, examples of acts based on fallible 
sources of reality. Nevertheless, the state’s institutional responses are also 
based on mediated sources of information. Thus, if indifference and 
disconnection from reality are already in themselves a serious problem, 
how should we conceive of government action in the face of a reality 
accessed only through mediation, in a world where the circulation of 
information imposes ever-greater discretionary power and where 
algorithmic expression (rooted in negative sentiments of hatred) has 
become a widespread form of expression in the public sphere? 
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Here lies an uncomfortable question, and one that surely remains 
unanswered. Does the way governments (here understood to include the 
three branches of government) have acted—by relaxing legal procedures 
and guarantees to maintain some semblance of integrity—have the 
potential to undermine freedom through the exception? Currently, there 
is much debate about the the need to place limits on freedom of 
expression. The limit set by Mill is clear, though the reality of the 21st 
century has obscured it. Likewise, there is a consensus on the need to hold 
accountable individuals who have in some way acted with the aim of 
inciting illegitimate violence. However, there are individuals who, caught 
up in a dynamic of engagement and the stoking of negative sentiments, 
incite illegitimate violence, but not deliberately. And the logic of 
reinforcing one’s own positions prevents false arguments and misguided 
stances from being subjected to public scrutiny. 

As for the “state of exception,” this expression must, of course, be put 
into perspective. When dealing with a “Democratic State of Law” forged 
under a broad amnesty for torturers and which has not reformed its main 
authoritarian institutions, one speaks of a state that is “as democratic as 
possible.” Despite this, certain legal and procedural safeguards won after 
long periods of institutional negotiations (such as the prohibition on 
ordering detention ex officio, the holding of a custody hearing within the 
legal timeframe, and the adversarial principle) appear to be being relaxed. 
The argument that “exceptional circumstances require exceptional 
measures” is seductive. However, “exceptional circumstances” are, as 
discussed in section 3 of this article, in a gray, obscure zone. Moreover, 
the limits drawn by humans are always conventional, invisible, social, and 
political. The acceptable limit on a freedom at a given moment is the 
catalyst for a revolution following a shift in a few paradigms. How can 
the very foundation of a political model (which is freedom of expression) 
be capable of leading that political model to ruin if it is not limited? These 
reflections will remain open-ended. And, even if I do not seek definitive 
answers in this text, it does not seem acceptable for the State to override 
its democratic element. Likewise, it does not seem acceptable or 
legitimate for freedom of expression to override its democratic 
foundation. In the end, it is worth posing one more unanswerable 
question: would the preservation of institutionality as a justification for 
the necessary limitation of freedom of expression have the power, by 
preserving the State, to bring an end to democracy? Or would it be 
unlimited freedom of expression that, by eroding the institutionality of the 
State, would render democracy unviable? 
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HATE SPEECH AND ITS ROLE  
IN REVERSE CENSORSHIP 

João Victor Rozatti Longhi * 

Abstract: The traditional concept of democracy seems to be in check in 
the 21st century, especially in limited analysis of Information and 
Communication Technologies and its impacts. In Brazil, this phenomenon 
has become especially striking since the second decade of the current 
century, with the promulgation of a Civil Internet Framework and a General 
Data Protection Act—to name a few. As a research problem, this paper aims 
to discuss the impacts of the political use of the Internet and its influences 
not only focusing on shaping public opinion throughout electoral 
campaigns and elections, but on the whole deliberation process in the public 
sphere. Hence the need to discuss certain institutional and regulatory 
constraints, both in terms of content and data protection, which, while 
insufficient to contain all the risks arising from this new reality, convey a 
finetuning of this new institutional guise, which has the power to provide 
citizens with mechanisms to protect their informational dignity. A few 
aspects that regard freedom of speech as fundamental right will be analyzed 
and revisited to showcase the need of State intervention, to an extent, in 
spite of the difficulties inherent to the web. In the end, an assertive 
conclusion will attemptedly be extracted. 

Keywords: Freedom of speech; regulation; digital populism; 
democracy. 

INTRODUCTION 

The traditional concept of democracy seems to be in check in the 21st 
century, especially in limited analysis of Information and Communication 
Technologies’ impacts. In this sense, special emphasis is given to the role 
of social media, which gave voice to all kinds of opinions, challenging the 
legislator to revisit the entire structural archetype of the legal system, with 
the codification of regulations aimed at dealing with the Internet and its 
fluidity in terms of deterrence of damaging information such as hate 
speech or manipulating propaganda. 

In Brazil, this phenomenon has become especially striking since the 
second decade of the current century, with the promulgation of a Civil 
Internet Framework and a General Data Protection Act—to name a few. 

Thus, questions emerge regarding the phenomenon of personalization 
and the risks brought by social networks to the postulates derived of the 
democratic principle, with emphasis on the political polarization 
generated by the deleterious effects of virtual interactions resulting from 
the massive datification, the stigmatization generated by the practice of 
profiling, informational pollution, fake news and the phenomenon that 
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doctrine has conventionally called digital populism—or “populism 3.0”, 
revisiting the concept coined by Paolo Gerbaudo. 

Biasing content and political radicalization stemming from mass 
access to personal data is a risk to democratic freedoms (including 
freedom of speech), hurting fundamental rights in a transitional period 
that reflects the anguish resulting from the dangers that the Democratic 
Rule of Law is facing in line with the reality in which it has overlapped 
some of the founding principles of the 1988 Brazilian Constitution. 

As a research problem, this paper aims to discuss the impacts of the 
political use of the Internet and its influences not only focusing on shaping 
public opinion throughout electoral campaigns and elections, but on the 
whole deliberation process in the public sphere. 

Hence the need to discuss certain institutional and regulatory 
constraints, both in terms of content and data protection, which, while 
insufficient to contain all the risks arising from this new reality, convey a 
finetuning of this new institutional guise, which has the power to provide 
citizens with mechanisms to protect their informational dignity. 

I. THE CONCEPT OF DEMOCRACY 

The dichotomy between the public and private spheres was treated by 
the doctrine as apparently clear. However, currently 

(…) there is sufficient evidence of a certain border disorder, which 
has become mobile, in some cases confusing, and in numerous 
themes permeated by problems and principles that have established a 
new system of communication between public and private.1 

This separation has its roots in the overcoming of the hitherto 
unquestionable separation of public and private law, which emerges from 
the postmodern rereading of public law, imposing new nuances on the 
legal system as a whole, creating what Paolo Gerbaudo defines as ‘a new 
cleavage in society’.2 With origins attributed to Roman law, the concepts 
of ius privatum and ius publicum were taken as dogmas, the first being 
related to the interests of civil society and the second materialized in the 
figure of its holder and exequent: the State. The distinction is unveiled by 
classical doctrine as a systematically important phenomenon, since in 
practice it would be quite clear: in private law, freedom and equality 
would prevail; in public law, authority and competence.3 

The fundamental bases of the Liberal State have roots that go back to 
 

1 Ricardo Luis Lorenzetti, Teoria da Decisão Judicial 39 (Bruno Miragem trans., 
2d ed. 2010). 

2 Paolo Gerbaudo, The Digital Party: Political Organization and Online Democracy 
177 (2019). According to the author: “The rise of new political parties reflects a new 
cleavage in society, stemming from technological and economic factors: a fracture 
between political and/or economic insiders and what I call connected outsiders.” 

3 Maurice Hauriou, Précis de Droit Administratif et de Droit Public 301 (11th 
ed. 1927). 
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the roles of Immanuel Kant’s ‘empirical man-being’ and the ‘rational 
man-being’.4 Moreover, it is noted that it was a period marked by the 
presence of the concept of freedom based on the metaphysics of customs 
and a “universal law” that imposed on the law an “act” linked to such 
parameters.5 However, the subsistence of the liberal model fostered a 
rethinking of the State’s role in such period, although authors such as John 
Stuart Mill, Jeremy Bentham, and other supporters of the legal 
utilitarianism that would thrive in common law pointed to the dangers of 
a ‘tyranny’ of the majority, while others, such as Benjamin Constant, 
would point to the need for a rereading of the antithesis between 
liberalism and democracy. 

In Norberto Bobbio’s words, 

In this sense, the contrast between liberalism and democracy may also 
be considered from another point of view: the development of liberal 
doctrine is closely linked to the economic critique of autocratic 
societies; the development of democratic doctrine is more closely 
linked to a critique of political or institutional character.6 

In the mid-19th century, intense social transformations marked the 
rise of the Social State, especially after the outcomes of the Industrial 
Revolution, which enabled a reshaping of the role of the State. The public 
power then gradually became the direct provider of a series of guarantees 
from which the protection of social rights and the flexibility of the 
autonomy of will took shape, allowing a dense overhaul of the institutes 
of private law and, consequently, also of the public law, with the 
reinterpretation of the role of the State in the new legal dogmatic. It is 
important to note that the maturation of private law, in terms of 
codification, occurs rather earlier than that of public law, which is bound 
by a wide range of laws spread throughout the ordinance, but without 
complete doctrinal elaboration and subject to unwanted excessive 
mutability. 

According to Karl Larenz, the overriding purpose of this new model 
was to prevent “those who are eventually entrusted with the exercise of 
state power from using it differently from the meaning of law.”7 And in 
that very sense, it is possible to understand how important the role of the 
State has become when it comes to decision-making and deliberations as 
to the direction of society in the coordination of social life, whose primary 
goal has become effectively focused at achieving public interest.8 

 
4 Immanuel Kant, Fundamentação da Metafísica dos Costumes 77 (Leopoldo 

Holzbach trans. 2003). 
5 Paulo Bonavides, Do Estado Liberal ao Estado Social 107 (10th ed. 2011). 
6 Norberto Bobbio, Liberalismo e Democracia 86-87 (Marco Aurélio Nogueira 

trans. 2017) (freely translated). 
7 Karl Larenz, Derecho Justo: Fundamentos de Ética Jurídica 151 (Luis Díez-

Picazo trans. 1985) (freely translated). 
8 Diogo de Figueiredo Moreira Neto, Novos Institutos Consensuais da Ação 

Administrativa, 231 Revista de Direito Administrativo 91, 91-93 (2003). 
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The 21st Century arises and what is noticeable is a growing distance 
between the external intricacies of institutionalized political control and 
the space in which the most important questions for human life is 
established: liquid modernity is lived through and in this context, “since 
the feasibility of action is measured by the power of the tools, little action 
is expected from the most reasonable people of their local ecclesia.”9 

II. 3.0 POPULISM 

In 2013, the so-called “Arab Spring”10 and its later political results 
marked a phenomenon of the rise to power of authoritarian regimes, 
following events arising from social mobilizations at that historic 
moment, marking a period of significant change for the study of the 
impacts of social movements on the Internet. The initial tone of optimism 
about the role of social networks, especially in the matter of empowering 
ordinary citizens and political participation, has changed: 

It is commonly said that nobody predicted the upheavals in the Arab 
world that began in December 2010 and defined the following year. 
But that does not mean that nobody saw them coming. The crumbling 
foundations of the Arab order were visible to all who cared to look. 
Political systems that had opened slightly in the mid-2000s were once 
again closing down, victim to regime manipulation and repression. 
Economies failed to produce jobs for an exploding population of 
young people. As the gap between rich and poor grew, so did 
corruption and escalating resentment of an out-of-touch and arrogant 
ruling class. Meanwhile, Islamist movements continued to transform 
public culture even as Arab regimes used the threat of al-Qaeda to 
justify harsh security crackdowns”.11 

Indeed, the rise of the so-called ‘virtual activism’, which had its 
features reshaped beyond the interactions of yore, conveyed struggles for 
causes linked to the defense of human rights, democracy and 
participation, has grown and continues to grow. 

In Gerbaudo’s point of view, 

The cult of participation problematically conflates utopia and praxis, 
ends and means; the world we want to build and the ways in which we 
can build it. Collective action runs the risk of becoming merely 
therapeutic rather than emancipatory, and its nature more ethical and 
quasi-religious instead of political. This tendency, which reflects the 

 
9 Zygmunt Bauman, A Sociedade Individualizada: Vidas Contadas e Histórias 

Vividas 257 (José Gradel trans. 2008) (freely translated). 
10 “Arab Spring” is the nomenclature used to refer to the wave of protests, riots and 

popular revolutions against governments of the Arab world that erupted in 2011, with 
the economic worsening caused by the crisis and the lack of democracy in the Middle 
East countries. 

11 Marc Lynch, The Arab Uprising: The Unfinished Revolutions of the Middle East 
11 (2013). 
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uncanny resonance between neoanarchism and neo lib-eralism in their 
common reflection of individualistic narcissistic tendencies, considers 
all moves to-wards formalisation as necessarily equating to ossification 
and sclerotisation rather than, for exam-ple, maturation.12 

In essence, the phenomenon that is observed is that the Internet is no 
longer the one originally conceived. New applications have emerged, 
creating ample space for the domination exercised by few actors 
(Facebook, Google, Amazon etc.). In Siva Vaidhyanathan’s words, 
Facebook has “a story of hubris of good intentions, a missionary spirit, 
and an ideology that sees computer code as the universal solvent for all 
human problems. And it’s an indictment of how social media has fostered 
the deterioration of democratic and intellectual culture around the world.” 
13 Google’s situation isn’t all that different, as the dominance of said 
platform leads to a fragmentation of public sphere over the Internet.14 

Those findings are corroborated by the thoughts of Evgeny Morozov, 
who indicates that the unfolding politics of the concept of e-democracy 
seems to reveal as a cyber-utopia15 that provides shape to the formation 
of a new form of populism—the digital populism. Simply put, what it 
causes is an ‘elective affinity’ between social media and populism or a 
convergence of participation on digital platforms to favor a new ideal 
against the establishment.16 

Popular support is obtained through the massive use of social 
networks by leaders, ‘elected’ or not, on social media. Now with the 
possibility of direct communication with a large number of followers—
whether human or artificial intelligence (bots)—who, in turn, share, 
comment, respond to opposing posts, quickly and/or in real time, a new 
format for interactive participation that is able to propagate trending 
topics and views in seconds emerges and molds more refined and complex 
ways of communication. 

In light of US President Donald Trump’s behavior on social media, an 
emblematic example of this historic moment, it is noticeable the change 
in attitude of global leaders, because, in terms of communication 
techniques, Trump relies almost exclusively on the social network Twitter 
to express his views and generally communicate with the public, with that 
being the reason why, ironically, some call him “Twitter-in-chief,”17 in 

 
12 Paolo Gerbaudo, The Mask and the Flag: Populism, Citizenship and Global 

Protest 244 (2017). 
13 Siva Vaidhyanathan, Anti-Social Media: How Facebook Disconnects Us and 

Undermines Democracy 3 (2018). 
14 Siva Vaidhyanathan, The Googlization of Everything (and Why Should We Worry) 

136 (2011). 
15 Evgeny Morozov, The Net Delusion: The Dark Side of Internet Freedom 320 

(2011). 
16 Paolo Gerbaudo, Social Media and Populism: An Elective Affinity?, 40(5) Media, 

Culture & Society 745, 746 (2018). 
17 B. Anderson, Tweeter-in-Chief: A Content Analysis of President Trump’s 

Tweeting Habits, 8(2) Elon Journal of Undergraduate Research in Communications 36 
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reference to the presidential role of “Commander in Chief” under the US 
Constitution (Article II, Section 2). 

In Donald Trump’s posts, there are often short texts and simple 
language, understandable and easily grasped by any follower. As for the 
content, in turn, there is a mixture of personal opinions with controversial 
facts, which are later challenged by traditional media for the controversial 
nature permeated by fake news, conspiracy theories, ironies etc. 

According to Cass Sunstein, “with these ideas in view, I have stressed 
the serious problems for individuals and societies alike that are likely to 
be created by the practice of self-insulation – by a situation in which many 
of us wall ourselves off from the concerns and opinions of our fellow 
citizens”.18 It is important to note that the context of communications—
particularly social networks—reveals that there is an environment fraught 
with dangers in order to preserve fundamental rights, especially those of 
the first dimension (public freedoms). 

The so-called web 3.0 creates the perfect ecosystem for such 
situations, as it is marked by real-time network operability, uninterrupted 
data storage, hyperconnectivity, linked to person-to-person (P2P), 
human-to-human (P2P), human-to-machine (H2M) or between machines 
(M2M) communications that demand a vast technical apparatus. 
Moreover, several authors have indicated a transition towards the 
predominance of web 4.0, which is characterized by the presence of the 
‘Internet of Things’. 

Parallel to this, the idea of “3.0 populism” indicates the coherence in 
tune with the present moment of technological development, which 
advances in accordance to the resignification of the concept of 
democracy19 and the imminence of digital populism20, in an environment 
of widespread misinformation and attacks to democratic institutions. 
Therefore, the freedoms of expression and communication are now a 
potential targets, among other fundamental rights closely linked to human 
dignity. 

In Paolo Gerbaudo’s words, 

At the heart of the culture of contemporary social movements there 
lies a third fundamental tension: that between evanescence and fixity. 
On the one hand, contemporary popular movements are characterised 
by ‘liquid’ forms of organising; in which the use of social media by 
social networking sites is geared towards superseding the 
authoritarian tendencies of ‘solid’ organisations like parties and trade 
unions, in the effort of avoiding the ‘iron law of oligarchy’. On the 

 
et seq. (2017). 

18 Cass R. Sunstein, #Republic: Divided Democracy in the Age of Social Media 252 
(2017). 

19 Rubens Beçak & João Victor Rozatti Longhi, O Papel das Tecnologias da 
Comunicação em Manifestações Populares: A Primavera Árabe e as Jornadas de Junho 
no Brasil, 10(1) Revista Eletrônica do Curso de Direito da UFSM 391 (2015). 

20 Andrew Keen, The Internet Is Not the Answer 140-42 (2015). 
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other hand, these movements require the invocation of a sense of 
locality or ‘net locality’, which involves bestowing them with some 
degree of fixity, a ‘nodal point’ in their texture of participation.21 

Indeed, the proposal for a digital democracy or e-democracy 
presupposes the presentation of solutions to problems concerning the 
dynamics of network interactions, and overcoming adversities regarding 
digital inclusion and exclusion, and the degree of political-democratic 
engagement of the population. That’s the core argument that concerns the 
cloudiness that permeates one’s knowledge of the uses and control of the 
Internet, notably in the face of economic power dominance of the 
‘communication empires’22, private corporations that have risen to the 
plateau of hegemonic entities in the control of social media. 

Examples such as the protection of personal data and information 
security, which are complementary to one another, although both are 
linked to the postulates of confidentiality, integrity and availability, 
provide a fertile environment for the difusion of news and information 
leaks that come from numerous portals designed to serve a variety of 
purposes. For this reason, this new virtual reality has provided access to 
user data (personal data), with unique relevance, imposing on companies 
and organizations a special care for the security of data and user privacy. 

To the extent that regards the freedom of speech, the problem of 
increasingly sophisticated news personalization, which reveals a content 
policy put forth by most providers—especially on social media—forming 
true content bubbles through which application users receive information 
targeted to their “preferences”, results in a growing process of 
radicalization where people are gradually moving to the extremes and 
failing to dialogue with others from different positions. Therefore, some 
sort of regulation is to be expected in communicational freedom. 

In essence, one can briefly conceptualize communicational freedoms 
as a genre that encompasses the full range of the inalienable right to freely 
communicate. Freedom of belief, speech, expression, association, (or 
otherwise) regulation of media ownership, media, and, lately, the Internet, 
are some of the media of this great genre, each one worthy of a detailed 
analysis of the numerous problems involving its core aspects. 

The expression “free speech” is suggested by Nigel Warburton in a 
broad sense that is not restricted to the spoken word—strict sense—but to 
a significant range of expressions such as the written word, music, 
movies, videos, photographs, drawings, arts and etc. After all, the focus 
should be not on how an idea is expressed but on the idea itself, its 
impacts, the listeners, the understanding of the expressions used, the 
general context, etc. For this reason, as a rule, situations related to the 

 
21 Paolo Gerbaudo, Tweets and the Streets: Social Media and Contemporary 

Activism 166 (2012). 
22 Tim Wu, The Master Switch: The Rise and Fall of Information Empires 255-57 

(2012). 
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legal aspects of communicative freedoms are not linked to the use of the 
word in private environments, but in “places” ranging from a poem to 
profiles on social networking sites.23 

Warburton points out that there are two major orders of fundamentals 
concerning freedom of expression: one of moral order and one of 
instrumental order. The latter highlights the benefits of a society where 
freedom of expression is guaranteed economically (by providing 
information for citizens) and socially, promoting people’s happiness and 
the pluralism of ideas. However, it also highlights the moral order as the 
foundation that contains an almost consensual intrinsic value: the 
promotion of the dignity of the human person and the autonomy of the 
individual.24 

It should be noted that the author subsequently draws terminological 
distinction between free speech and freedom of expression. The idea of 
expression, he argues, would more accurately express the subjectivity of 
the one who communicates a fact to a particular public. Warburton’s 
example is of a possible communication by a Chinese citizen about the 
so-called Tiananmen Square massacre (1989) in the present day: what the 
Chinese government prohibits is a subjectively and critical negative 
narrative about that fact, as the fact itself remains intact.25 

In Portuguese, however, it is difficult to visualize a distinction 
between “freedom of speech” and “freedom of usage of the language” (if 
such translation is even possible). However, part of the doctrine uses 
certain categorizations to justify diverse legal regimes in the exercise of 
communicative freedoms, in a different setting as that of freedom of 
expression, that, in Guilherme Peña de Moraes’ words, encompasses the 
possibility of expression of intellectual, scientific, artistic and social 
activities, bringing with it the obligations of compensation or reparation 
for moral damages, possibility of right of reply, prohibited anonymity and 
censorship.26 

III. REGULATING THE #REPUBLICDIVIDED 

Tim Wu has been a vocal force in terms of user attention being 
considered the main input for the content delivery industry in line with 
the prospection of users’ personal data27, forming a data-rich market that 
becomes the driving force of a new economy, as narrated by Viktor 
Mayer-Schönberger and Thomas Ramge28, permeated by contemporary 

 
23 Nigel Warburton, Free Speech: A Very Short Introduction 5 (2009). 
24 Warburton, supra note 23, at 16. 
25 Warburton, supra note 23, at 6. 
26 Guilherme Peña de Moraes, Curso de Direito Constitucional 573-74 (7th 

ed. 2015). 
27 Tim Wu, The Attention Merchants: The Epic Scramble to Get Inside Our Heads 

267 (2016). 
28 Viktor Mayer-Schönberger & Thomas Ramge, Reinventing Capitalism in the Age 

of Big Data 6 ([year unavailable]). According to the authors: “Conventional markets 
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propaganda techniques, especially electoral propaganda, advancing over 
lands previously unexplored by marketing of products and services, such 
as influence and personalization. 

The possibility of convincing the user about the importance or 
necessity of a service or product through more subtle, eventually 
subliminal forms of advertising is, in itself, an intrinsic danger in this new 
‘attention economy’. In turn, personalization means the provision of user-
directed content in accordance with the interpretation of data about 
someone—information of any nature, extracted from or derived from 
information about a previously constituted dataset—and, thus, the so-
called attention economy develops by advancing on this plan, not only 
because of the way users handle personal data, but mainly because of its 
regulation (or its lack thereof). 

The episode that recently highlighted the risks of a rule-free 
environment with regard to personal data protection and attained large 
political dimensions involved two companies: Cambridge Analytica and 
Facebook Inc., in a scandal perpetrated based on the terms of use of the 
social network controlled by the latter. In a nutshell, the British policy 
consultancy paid small amounts for a few thousand users to fill out 
application forms, totaling more than 87 million Internet users, but given 
the ability to gain access to the personal data of other users connected to 
them (their “friends”).29 

According to Cass Sunstein, “When people find themselves in groups 
of like-minded types, they are especially likely to move to extremes. And 
when such groups include authorities who tell group members what to do, 
or who put them into certain social roles, very bad things can happen.”30 

In the Brazilian Constitution, it is interesting to note the distinction, a 
priori, between freedom of expression (in Article 5) and the rules on 
media provided for in the specific chapter of Articles 220 et seq. 

Those rules present a series of prerogatives to the media, expressly 
applying to electronic media (Article 222, § 3º), with the same principles 
of Article 221. In terms of legislation, directing the study to the field of 
Information and Communication Technologies, Law No. 13.709/2018 
uses the expression “freedom of expression, information, communication 
and opinion” as one of the foundations of the discipline of protection of 

 
have been highly useful, but they simply can’t compete with their data-driven kin. Data 
translates into too much of an improvement in transactions and efficiency. Data-rich 
markets finally deliver what markets, in theory, should always have been very good at—
enabling optimal transactions—but because of informational constraints really weren’t. 
(…) The promise of data-rich markets is not that we’ll eradicate these market failures 
completely, but that we’ll be able to greatly reduce their frequency and the resulting 
financial devastation.” 

29 See Gustavo M. Martins & João Victor Rozatti Longhi, Fake News e Vazamento 
de Dados: A Fratura Exposta do Marco Civil da Internet no Brasil (2018), 
https://www.jota.info/opiniao-e-analise/artigos/fake-news-e-vazamento-de-dados-
09042018. 

30 Cass R. Sunstein, Going to Extremes: How Like Minds Unite and Divide 2 (2012). 
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personal data in the country (Art. 2, III). The Brazilian Internet Civil 
Framework (Law No. 12.965/2014) deals with the freedoms of 
“expression, communication and expression of thought” as a principle for 
the usage of the Network (Art. 3, I). 

 Although it is not an exhaustive enumeration, nor a tight distinction 
between the forms of concretization of communicative freedoms, a 
connection may be established for the purposes of this work, in a sense 
that the genre “communicational freedom” functions as a concept that 
encompasses freedom of creed and consciousness, on the one hand, and 
even that of expression and communication, on the other hand. The latter, 
in turn, unfolds in freedoms of intellectual, artistic, scientific expression 
etc.; also, in freedoms of opinion, in the more strict sense that designates 
the special rules on freedom of the press, that govern the constitutional 
regime of the media, and that have been granted differential normative 
status of overacting to the materialization of journalistic information and 
the prohibition of censorship, as established by the Brazilian Supreme 
Court in the precedent ADPF 130/DF. 

Nevertheless, despite the possibility of conceptual differentiation, it 
will be the casuistry that best reveals to what extent it is a legitimate 
exercise or not of communicative freedoms, since any social network text 
reveals to a large extent the author’s subjectivity, environment in which 
the differences between one exercise of law and the resulting liability 
become even more blurred.31 

This makes it very difficult to establish absolute a priori rules on such 
freedoms, as there may possibly be a collision with other fundamental 
rights. Something that will not only be done by the judge, the ultimate 
interpreter, but also by the legislator, whose function is to pre-ponder 
values in apparent conflict. In this sense, Daniel Sarmento and Claudio 
Pereira de Souza Neto say: 

The legislator, by editing legal norms, also resolves in the abstract 
certain collisions, weighing interests. When, for example, the criminal 
legislator criminalized books of racist content (art. 20 of Law 
No. 7.716/89), he sought to resolve a tension of fundamental rights 
positivized in the Constitution: on the one hand, freedom of speech 
and the press; on the other, the principles of equality and human 
dignity of the victims.32 

In Brazil, although a legal system specifically aimed on Internet 
regulation is still under construction with the approval of the Internet Civil 
Framework (Law No. 12.965/2014, MCI) and the General Data 
Protection Law (Law No. 13.709/2018, LGPD), the absence of a 
fundamental right to data protection makes its protection still incomplete. 
Tackling that, an Amendment Proposition to the Federal Constitution 

 
31 Daniel Sarmento & Claudio Pereira de Souza Neto, Direito Constitucional: 

Teoria, História e Métodos de Trabalho 496 (2d ed. 2017) (freely translated). 
32 A. Mukerjee, The Internet Trap: Five Costs of Living Online 40 et seq. (2018). 
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(PEC 17/2019) includes said fundamental right on the constitutional 
text.33 

Even so, the general law of Brazilian personal data protection brought 
undeniable advances, although its concepts do not have the rich details of 
European regulations, among others. To clarify, personal data, according 
to the Brazilian law, is the “information related to an identified or 
identifiable natural person” (Art. 5, I, Law No. 13.709/2018). In addition, 
as a subspecies, given the need for specific legal treatment, sensitive data 
(Art. 5, II) and anonymised data (Art. 5, III) are regulated as well. 

The general rule regarding the disposition of personal data by the user 
must comply with the so-called principle of consent (Art. 7, I), which 
must be obtained in writing or by other unambiguous means, and may be 
revoked at any time, the controller being responsible for burden of proof 
on compliance with such requirements (Art. 8, caput, and §§ 1, 2 and 3). 

On the matter of the liability of personal data processing agents, who 
are the operator and controller of the data (Art. 5, VII, VIII and IX, 
LGPD), Articles 42 et seq define objective liability, either by action (Art. 
42, caput), or by omission (art. 44), caused by the violation of their duties 
as service providers. Said conclusion is drawn a priori and is broadly 
based on the absence of any mention of the subjective guilt of the agent, 
and there is also an exhaustive list in Article 43 about the causal link 
excluders, referring essentially to the absence of service, the observation 
of the duties of conduct legitimately expected by the data subject and the 
exclusive fact of the victim, logic similar to the civil liability for consumer 
accident in the Consumer Protection Code (Art. 14 et seq.).34 Those main 
guidelines are clearly inspired on the European General Data Protection 
Regulation (GDPR).35 

Finally, highlighting the sanctions of Articles 52 et seq, which deal 
with administrative liability of data processing agents, it is important to 
mention the relevance of supervision, prosecution and sanctioning that 
shall be incumbencies of the national authority. 

The Authority should be a special autarchy, linked to the Ministry of 
Justice with administrative independence, absence of hierarchical 
subordination, fixed mandate and stability of its leaders and financial 
autonomy. (Art. 55, caput and § 3). Its duties (Art. 56) would be, among 
others, to ensure the protection of data, to elaborate guidelines for the 
National Policy on Protection of Personal Data and Privacy; to supervise 
and enforce sanctions, by means of due administrative process and 
respecting the contradictory; to comply with holder-controller petitions; 
to promote education and related studies on data protection and privacy; 

 
33 Bruno Ricardo Bioni, Proteção de Dados Pessoais: A Função e os Limites do 

Consentimento 92-93 (2019). 
34 R.F.V. Dresch, Fundamentos da Responsabilidade Civil pelo Fato do Produto e 

do Serviço: Um Debate Jurídico-Filosófico entre o Formalismo e o Funcionalismo no 
Direito Privado 138 (2009). 

35 C.S. Castro, Direito da Informática, Privacidade e Dados Pessoais 229 (2005). 
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to draw up a national policy; etc. 
Article 58 would deal with the National Council for the Protection of 

Personal Data and Privacy, which would have a multi-stakeholder format, 
with components from the government, the scientific sector and the 
CGI.br (the Internet controller in Brazil). Its competences would be (Art. 
59) to propose strategic guidelines and provide subsidies for national 
policy, suggest actions for the ANPD, and disseminate the culture of 
personal data protection. 

James Madison’s view is that the separation of powers—and their 
respect for the compartmentalities and attributions of each of their 
organs—corresponds to the best form of mutual containment (checks and 
balances), without which declarations of rights would be mere paper 
barriers.36 Returning to the subject of deliberative democracy and 
manipulation of the public sphere by mass violations of citizens’ right to 
privacy, the protection of personal data is not the only point that should 
be explored. In other words, it is not only by protecting citizens from 
misappropriation of their information that the misconduct to adopt this or 
that candidate, or political position, in a popular consultation will be 
avoided. What is to be avoided is that the public sphere be flooded with 
fake news, extreme speeches against minorities, apology to crime, and 
other distortions considered harmful to the fulfillment of its function. 

In other words, many question whether, by having efficient data 
regulation as on Europe, such distortions could be avoided in the 
democratic debate as seen today. What can be asserted is that any 
hypothetical answer would be impossible to accurately gauge. But it may 
be said that if there were an adequate data protection policy, with strong 
regulation by authorities—especially in the US—the major data 
processing agents would adopt greater security practices, and perhaps the 
manipulation of the debate on social networks would be much smaller. 
For this reason, it is necessary to enforce this right, under penalty of even 
more harmful distortions and social damages of unprecedented 
proportions. 

CONCLUSIONS 

The fundamental point of the study of the impacts of Information and 
Communication Technologies (ICTs), especially of the Internet, on the 
recent delineation of the democratic principle, lies in the problem of 
shortening the distance between the State and civil society, as it is noted 
a sensitive distortion of the use of the web for purposes different from 
those conceived in its origin. 

As for social networks, there are several harmful effects of the so-
called ‘filter bubbles’, in which citizens consume content supposedly 

 
36 James Madison, Federalist No. 51, in The Federalist Papers 416 (Alexander 

Hamilton, James Madison & John Jay, Star Publishing 2013). 
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directed to their preferences, favoring the emergence of trends that 
fracture the notion of the public sphere. Thus, there is a risk that the 
provision of content with propagandistic character will result in an 
environment of extreme political polarization, highly damaging to the 
debate and, consequently, with great potential harmful to the democratic 
principle. 

The contemporary concept of digital populism or ‘3.0 populism’, 
drawn especially from Paolo Gerbaudo’s concerns, has special relevance 
for understanding this phenomenon as communicational techniques are 
expanded in a universe marked by the massification of data, not only to 
influence campaigns and elections, but to interfere with the whole 
deliberation process in the public sphere. 

Firstly, with regard to the problem of social networks, he highlighted 
the harmful effects of so-called filter bubbles, in which citizens consume 
content supposedly directed to their preferences, in a technique known as 
cross-marketing. However, when applied to the provision of 
propagandistic content, the end result is an environment of extreme 
political polarization, highly detrimental to debate and consequently to 
the democratic principle. 

The situation aggravates the issue of mass access to personal data. The 
famous Cambridge Analytica case was an example in which Internet 
political advertising companies had access to personal data of millions of 
people, influencing electoral processes and public consultations around 
the world. 

In conclusion, it can be asserted that personal data protection laws 
would not necessarily prevent cases like this, but protecting this 
fundamental citizen right would make it difficult to influence such 
deliberative processes for toxic content, such as fake news and hate 
speech. 

In conclusion, certain institutional and regulatory constraints, 
especially in the field of data protection, may help, but will not be 
sufficient. Even so, it needs an independent Data Protection Agency as a 
means of providing citizens in Brazil with institutional mechanisms to 
protect their informational dignity, under penalty of becoming yet another 
enunciation of rights with “paper limits”. 
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THE OFFER OF REWARD FOR OBTAINING 
BIOMETRIC DATA AND DIGITAL VULNERABILITY: A 
STUDY OF THE WORLD ID PROTOCOL IN LIGHT OF 

THE GENERAL DATA PROTECTION LAW 

Patricia F. Macedo Possamai * 

Abstract: This article examines whether the World ID protocol’s offer 
of financial rewards in exchange for biometric data may compromise valid 
consent under the Brazilian General Data Protection Law (LGPD). Through 
deductive reasoning, a case study, and bibliographic and documentary 
research, it analyzes the legal requirements for processing sensitive 
personal data, especially biometric identifiers, in light of informational self-
determination, qualified consent, and digital vulnerability. The study argues 
that, although consent remains a central legal basis for data processing, its 
validity depends on a free, informed, specific, and unambiguous 
manifestation of will. In the World ID case, the payment of cryptoasset-
based rewards, particularly when directed at socioeconomically vulnerable 
individuals, may operate as undue interference in the formation of consent. 
The article concludes that such practice may vitiate consent under Article 
11(I) of the LGPD and highlights the need for substantive data governance, 
digital compliance, transparency, and ethical conduct to prevent the abusive 
exploitation of informational and economic asymmetries in technological 
environments. 
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INTRODUCTION 

Computers, software, and networks have been part of everyday life 
for decades. Yet it was with the spread of the internet and the techno-
digital innovations that followed it that profound transformations reached 
not only technological environments, but also social, economic, and 
political relations themselves, producing a genuine rupture that Klaus 
Schwab described as the Fourth Industrial Revolution.1 

Marked by instantaneous communications and by the broad 
interaction between technology and the most diverse fields of knowledge, 
this revolution has shortened distances, made it possible to connect people 
located in different countries simultaneously, and enabled the rapid 
capture and exchange of information. Among many other consequences, 
a simple smartphone command now allows research that once required 
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visits to libraries.2 
In a world characterized by connectivity and by the massive use of 

technologies for activities ranging from routine tasks, such as ordering 
transport through an application, to more complex matters, such as 
monitoring patients through personal assistants that form part of the 
Internet of Things, the capture and interconnection of data constitute one 
of the most important pillars on which this new model of society grows.3 

At the same time that individuals benefit, as users, from these new 
technologies, digital platforms collect personal data when a person fills 
out a store registration form or simply accesses a social network. In many 
cases, however, users are not clearly informed of the purpose for which 
their information will be used, who is responsible for processing it, or how 
long the data will remain under the control of those companies. 

For this reason, authors such as Romualdo Baptista dos Santos have 
argued that, given the contours assumed by the Digital Revolution, society 
has moved from an information society to a surveillance society, in which 
individuals are not only exposed and constantly monitored, but in which 
their personal information is frequently captured and stored without 
proper authorization or on the basis of flawed consent.4 

Although the Brazilian General Data Protection Law - LGPD 
regulates the processing of personal data in Brazilian law and includes the 
right to informational self-determination, debates remain necessary, 
including ethical debates, about the manner in which technology 
companies collect personal data and about the destination given to that 
information.5 

In this context, attention is drawn to the World ID protocol launched 
by Tools for Humanity Corporation (TFH), whose purpose is to form a 
biometric database by capturing images of individuals' irises, thereby 
allowing them to prove, safely and anonymously, that the holder of that 
image is a living human being. 

According to reports published in the Brazilian press in recent months, 
the offer of a financial reward, to be paid in cryptoassets, has led 
thousands of citizens to make their biometric data available without, in 
some cases, actually understanding why the company is collecting such 
data and rewarding them for doing so. 

 
2 Thami Covatti Piaia, Bárbara Silva Costa & Miriane Maria Willers, Quarta 

Revolução Industrial e a proteção do indivíduo na sociedade digital: desafios para o 
direito, 28 Revista Paradigma 122, 125 (2019). 

3 Silze Cristina Massola & Giuliano Scombatti Pinto, O uso da internet das coisas 
(IoT) a favor da saúde, 15 Revista Interface Tecnológica 124, 131 (2018), 
https://doi.org/10.31510/infa.v15i2.515. 

4 Romualdo Baptista dos Santos, Responsabilidade civil do Estado na sociedade de 
vigilância: análise à luz da Lei Geral de Proteção de Dados, in Direito público e 
tecnologia 397, 404 (Daniela Cravo, Eduardo Jobim & José Luiz de Moura Faleiros 
Júnior eds., Foco 2022). 
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Considering the nature of the data collected through the World ID 
protocol and the rules established by the LGPD, the central question arises 
whether the collection of sensitive personal data, such as biometric data, 
through the promise of financial compensation, could impair the consent 
granted by the data subject and, therefore, the rule set forth in Article 11(I) 
of Law No. 13,709/2018.6 

The relevance of the discussion lies in the fact that the legal provision 
expressly requires qualified consent by the data subject or legal 
representative for the processing of sensitive personal data. This opens 
space for reflection on whether the offer of financial consideration to 
obtain information may induce data subjects to provide it without actually 
understanding the reasons behind the collection, thereby vitiating the 
consent given. 

The issue addressed here is capable of raising debate not only about 
the possible unlawfulness of the conduct carried out by Tools for 
Humanity Corporation, but also about the ethical questions surrounding 
the exploitation of the digital vulnerability of a large part of the 
population. 

Accordingly, this article - through the deductive method, a case study, 
and predominantly bibliographic and documentary research - begins with 
an analysis of the Brazilian rules on personal data protection, especially 
informational self-determination and the importance of informed consent, 
as well as the problem of digital vulnerability. It then examines the World 
ID case and, finally, assesses whether the offer of a financial reward may 
configure a defect in the consent of data subjects. It also points to the need 
to impose ethical and responsible conduct in technological environments, 
with data governance and digital compliance serving as relevant 
instruments for that purpose. 

The hypothesis defended is that, when financial compensation is 
proposed for obtaining sensitive data, especially from financially 
vulnerable groups, there is an exploitation of the informational and 
socioeconomic vulnerability of those individuals, which may cause the 
manifestation of will to be guided by such factors and, consequently, to 
be vitiated. 

I. INFORMATIONAL SELF-DETERMINATION AND CONSENT FOR THE 

PROCESSING OF SENSITIVE PERSONAL DATA UNDER THE BRAZILIAN 

GENERAL DATA PROTECTION LAW 

After approximately ten years of discussion not only in the legislative 
sphere, but also within Brazilian society, Federal Law No. 13,709 was 
enacted in August 2018. It regulates the processing of personal data, 
including in digital media, by natural persons or by public or private legal 
entities, and aims to protect the fundamental rights of freedom and privacy 
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and the free development of the personality of natural persons.7 
The LGPD filled a gap in Brazilian legislation by providing a specific 

and unified framework for regulating the processing of personal data. As 
Renato Leite Monteiro notes, it is a statute essentially designed to 
systematize principles, concepts, foundations, and rights that ensure the 
protection of data subjects.8 

Beyond the clarity of the statutory text as to its objective, Article 2 
establishes the foundations of the discipline of personal data, including 
respect for privacy and informational self-determination; freedom of 
expression, information, communication, and opinion; the inviolability of 
intimacy, honor, and image; human rights; the free development of 
personality; dignity; and the exercise of citizenship.9 

Although this point is no longer controversial, the statute reinforces 
the implicit fundamental-right nature attributed to personal data 
protection, evidencing the close relationship between that right and the 
free development of personality, dignity, and freedom.10 

This close connection between the protection of personal data and the 
development of personality exists because some of the information 
encompassed by the concept of personal data expresses characteristics 
that distinguish one person from another and is therefore included within 
personality rights. As Bruno R. Bioni teaches, data connected to an 
individual's life will be considered a personality right when it constitutes 
a projection or dimension of its holder.11 

Establishing the concept of personal data is therefore crucial for the 
legal analysis proposed here, because only data falling within that 
definition receives the special protection conferred by the statute. 

For that purpose, Article 5(I) of the LGPD defines personal data as 
any information relating to an identified or identifiable natural person. 
Although the concept is open-ended, the following item distinguishes 
sensitive personal data, defining it as data concerning racial or ethnic 
origin, religious belief, political opinion, union membership, membership 
in a religious, philosophical, or political organization, health or sex life, 
genetic data, or biometric data, when linked to a natural person.12 

From the combination of these legal definitions, it follows that 
personal data, as information related to the sphere of the individual's 

 
7 Lei No. 13,709, de 14 de agosto de 2018, Lei Geral de Proteção de Dados Pessoais 

(LGPD), Diário Oficial da União [D.O.U.] de 15.8.2018 (Braz.). 
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9 Lei No. 13,709, de 14 de agosto de 2018, Lei Geral de Proteção de Dados Pessoais 

(LGPD), Diário Oficial da União [D.O.U.] de 15.8.2018 (Braz.). 
10 Ingo Wolfgang Sarlet, Proteção de dados pessoais como direito fundamental na 

Constituição Federal Brasileira de 1988, 14 Revista Brasileira de Direitos Fundamentais 
& Justiça 179, 185 (2020). 

11 Bruno R. Bioni, Proteção de dados pessoais: a função e os limites do 
consentimento 56 (3d ed., Forense 2021). 

12 Lei No. 13,709, de 14 de agosto de 2018, Lei Geral de Proteção de Dados Pessoais 
(LGPD), Diário Oficial da União [D.O.U.] de 15.8.2018 (Braz.). 
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being, must be safeguarded in terms of privacy and accuracy, granting 
data subjects the broadest possible spectrum of protection. 

Nevertheless, although the statute aims to protect privacy, 
informational self-determination, intimacy, honor, and image, it also 
expressly includes economic and technological development and 
innovation among its foundations.13 

That inclusion is not accidental. The capture, circulation, and storage 
of personal data are unquestionably among the fuels of contemporary 
economies and are a true support for new business models and public 
policies, making society dependent on the informational flow enabled by 
data.14 

In view of this double function of the LGPD, and of the international 
data protection framework more broadly, which oscillates between the 
protection of fundamental rights and economic development, it became 
necessary to develop a system capable of providing legal certainty to all 
subjects involved in the chain of data exchange and use.15 

In this sense, the consent of the data subject emerges as the main 
instrument of control granted to citizens regarding the availability and 
processing of their personal data, operating as an expression of individual 
freedom of choice and of informational and existential self-
determination.16 

On this point, Danilo Doneda states:17 

Consent, in matters that directly involve personality, today assumes 
a very specific character. Technological evolution is responsible for 
expanding the possibilities of choice that may directly affect 
personality, since several possible configurations relating to 
privacy, image, personal identity, dispositions over one's own body, 
and others depend to some extent on a manifestation of private 
autonomy. Consent, by synthesizing the exercise of private 
autonomy at a given moment, must be interpreted as the instrument 
par excellence of individual choice, while also making direct 
reference to the fundamental values at stake. 

The debate on the importance of the data subject's consent is not new. 

 
13 Lei No. 13,709, de 14 de agosto de 2018, Lei Geral de Proteção de Dados Pessoais 
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consentimento 107 (3d ed., Forense 2021). 
15 Indyanara Cristina Pini, O consentimento, os dados sensíveis e a responsabilidade 

civil na LGPD: uma análise à luz dos contratos de seguro, 94 Revista Acadêmica da 
Faculdade de Direito do Recife 230, 232 (2022), https://doi.org/10.51359/2448-
2307.2022.251044. 

16 Chiara Antonia Spadaccini de Teffé & Gustavo Tepedino, O consentimento na 
circulação de dados pessoais, 25 Revista Brasileira de Direito Civil 83, 93 (2020), 
https://doi.org/10.33242/rbdc.2020.03.005. 

17 Danilo Doneda, Da privacidade à proteção de dados pessoais RB-4.6 (2d ed., 
Thomson Reuters Brasil 2021). 
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It had already been addressed by the OECD when, in the 1980s, it drafted 
privacy guidelines that, in addition to ensuring the free flow of 
information among member countries, established the need for the data 
subject to be informed of the purpose of data processing so that the subject 
could authorize it and participate in the informational flow.18 

This measure appears as a way of ensuring what is called the right to 
informational self-determination, an expression that, although already 
used in North American doctrine, gained prominence when adopted by 
the German Constitutional Court in the case challenging the 
constitutionality of the German Census Act. The expression designated 
the right of individuals to decide for themselves not only when, but also 
within what limits, their data could be used.19 

Informational self-determination is one of the foundations not only of 
German law, but also of the Brazilian General Data Protection Law, 
which lists it as one of the foundations of data protection and thereby 
enshrines the individual's right to control personal data and decide both 
whether to provide information and what will be done with it.20 

This is confirmed by the fact that the law defines consent as the free, 
informed, and unambiguous manifestation by which the data subject 
agrees to the processing of personal data for a specific purpose. It also 
provides that personal data processing may be carried out upon the data 
subject's consent, and that, in the case of sensitive personal data, 
processing is permitted when the data subject or legal representative 
consents in a specific and highlighted manner for specific purposes.21 

Although Faleiros Júnior notes that there is no hierarchy among the 
legal bases of Articles 7 and 11, it is evident that, because of the nature of 
sensitive personal data, greater care is required in protecting such 
information.22 

For this reason, not only the LGPD but also foreign legislation, such 
as the European Union's GDPR, has given stricter treatment to these data, 
since the risks linked to them are greater and are correlated with harm to 
individual fundamental freedoms. 

In this field, consent arises as one of the instruments allowing data 
subjects to exercise greater control over their information, since its 
manifestation requires that they be informed of the purpose of processing, 
the destination of the data, the identity of the processing agents, and the 

 
18 Bruno R. Bioni, Proteção de dados pessoais: a função e os limites do 
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21 Lei No. 13,709, de 14 de agosto de 2018, Lei Geral de Proteção de Dados Pessoais 

(LGPD), Diário Oficial da União [D.O.U.] de 15.8.2018 (Braz.). 
22 José Luiz de Moura Faleiros Júnior, Compliance digital y gobernanza: el diálogo 

interdisciplinario en la era digital, 1 Juris Studia 145, 146 (2024), 
https://doi.org/10.52428/30074320.v1i2.940. 
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means for revoking authorization. 
With respect to sensitive data, the requirement of qualified consent - 

that is, consent that is highlighted and specific - reveals the need for 
consent to relate to concrete and well-defined purposes established by the 
controller. It is essential that the data subject have access to a document 
providing all relevant information concerning the personal data. 

Given the fundamental and existential-right nature of sensitive 
personal data, consent must be free, specific, highlighted, and directed to 
predetermined purposes. The processing agent must also refrain from 
adopting measures that may induce the data subject to a certain behavior, 
since doing so may remove voluntariness from the manifestation of will 
and taint the consent granted. 

Caitlin Mulholland clarifies this point as follows:23 

Free and informed consent - for purposes of this article, informed 
consent - is the consent, free of defects, of the data subject, after 
prior, complete, and detailed access to information about the 
processing of the data, including its nature, objectives, methods, 
duration, justification, purposes, risks, and benefits, as well as the 
subject's full freedom to refuse or interrupt the processing of data at 
any time, with the controller or processor having the obligation to 
inform the data subject, in appropriate and nontechnical language, 
so that the subject may understand it. 

The National Data Protection Authority, together with the Superior 
Electoral Court, in the Guidance Document on the Application of the 
LGPD by Processing Agents in the Electoral Context, explained:24 

Consent will be free when the data subject may choose between 
accepting or refusing the intended processing without negative 
consequences or interventions by the controller that may vitiate or 
impair the manifestation of will. 

Consent will be informed when all information necessary for a 
conscious assessment by the data subject is presented by the 
processing agent. The data subject must have prior knowledge of 
the form and period of processing, as well as of the purposes 
intended by the controller, and any change in the premises adopted 
for obtaining consent impairs the legal basis adopted, requiring new 
consent or the use of another legal basis. 

Consent must also be unambiguous, meaning that the processing 
agent must obtain a clear manifestation of will from the data subject, 

 
23 Caitlin Mulholland, Dados pessoais sensíveis e consentimento na Lei Geral de 

Proteção de Dados Pessoais, Migalhas (June 22, 2020). 
24 Tribunal Superior Eleitoral & Autoridade Nacional de Proteção de Dados, Guia 

orientativo: aplicação da Lei Geral de Proteção de Dados Pessoais (LGPD) por agentes 
de tratamento no contexto eleitoral 21-22 (2021). 
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and it may not be inferred or obtained tacitly or from omission. It is 
the controller's responsibility to prove that consent was obtained in 
compliance with all parameters established by the LGPD. 

Thus, for consent to be valid, the data subject must not only be clearly 
informed of the reasons for collection, the form of processing, the identity 
of the processing agents, and related matters. The subject must also suffer 
no external interference, direct or indirect, including by the data agent, 
that could alter or influence the formation of will. 

The importance of consent for personal data processing is such that 
Article 8 of the LGPD prohibits the processing of personal data through 
defective consent. Although that provision does not expressly refer to 
sensitive personal data, its application to those cases follows logically 
from the nature of such data and the greater seriousness of harm caused 
to the data subject in case of violation.25 

Informed consent, which consists of transmitting information clearly 
and simply so that the data subject may manifest will free of defects, must 
be a prerequisite for validity, especially with regard to sensitive personal 
data, since the subject must unequivocally understand the purpose of 
processing. 

At this point, ethical conduct grounded in loyalty and good faith by 
data processing agents becomes necessary, so that they fulfill their 
informational duty and allow the data subject to self-determine freely and 
consciously in deciding whether to provide personal data. 

II. DIGITAL VULNERABILITY AND DEFECTS IN CONSENT 

Defining the term vulnerability is not one of the easiest tasks for 
researchers, since delimiting the concept requires attention to the context 
under analysis. Multiple definitions therefore arise depending on the field 
of knowledge involved. 

In legal science, the study of vulnerability from the perspective of 
consumer law gained particular prominence after the enactment of the 
Brazilian Consumer Protection Code, which established vulnerability as 
one of its principles. The contributions of that field are relevant for 
analyzing vulnerability in its digital dimension.26 

Claudia Lima Marques and Guilherme Mucelin state that, in law, the 
notion of vulnerability is directly connected to the identification of an 
individual's fragility in a given legal relationship, arising from inherent 
conditions or qualities, from a position of strength held by the other 
subject, from unjustified confrontation of interests in the market, or from 
the various situations to which subjects are exposed.27 

 
25 Lei No. 13,709, de 14 de agosto de 2018, Lei Geral de Proteção de Dados Pessoais 

(LGPD), Diário Oficial da União [D.O.U.] de 15.8.2018 (Braz.). 
26 Lei No. 8,078, de 11 de setembro de 1990, Diário Oficial da União [D.O.U.] de 

12.9.1990 (Braz.). 
27 Claudia Lima Marques & Guilherme Mucelin, Vulnerabilidade na era digital: um 
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Júlio Camargo Azevedo argues that it is necessary not only to 
elaborate a notion of vulnerability, but to construct a legal concept 
endowed with scientific rigor. He defines vulnerability as a situation of 
predisposition to risk, borne by a subject or group, which, due to 
historical, social, and cultural determinants, favors a specific condition of 
human-rights violation and reproduces situations of disrespect, 
subjugation, power asymmetry, or diminished citizenship, thereby 
offending dignified existence.28 

In delimiting digital vulnerability, Azevedo defines it as a state of 
predisposition to risk in cyberspaces that favors the appearance of 
inequities, power asymmetries, diminished citizenship, and violations of 
privacy, intimacy, and informational self-determination.29 

Following Micklitz, Helberger, Strycharz, and others, digital 
vulnerability is not intrinsic to human beings, but situational, arising from 
certain conditions or situations to which people are subjected. Individual 
circumstances may aggravate or mitigate this state of fragility in relation 
to the environment.30 

Because of its specific features, which are largely unknown to many 
users, the digital environment creates risks capable of increasing this 
vulnerability and exposing individuals to serious violations of their 
personality rights. 

In this regard, data collected by the Brazilian Institute of Geography 
and Statistics through the Continuous National Household Sample Survey 
showed that, in 2023, the internet was used in 92.5 percent of private 
households in Brazil, with particularly visible expansion in rural areas.31 

Although the study revealed an increase compared with the data 
collected in 2022, it also observed a slowdown trend, because the country 
is approaching the universalization of internet use.32 

Even though the research shows that nearly all Brazilian households 
have internet access, indicating a trend toward digital inclusion, this does 
not mean that those people master the use of the internet and all the 
functionalities it makes available. 

 
estudo sobre os fatores de vulnerabilidade da pessoa natural nas plataformas, a partir da 
dogmática do Direito do Consumidor, 11 Civilistica.com 1, 6 (2022). 

28 Júlio Camargo de Azevedo, Tutela jurisdicional adequada às pessoas em situação 
de vulnerabilidade 110 (2019) (Master's dissertation, Universidade de São Paulo), 
https://doi.org/10.11606/D.2.2019.tde-24072020-003648. 

29 Júlio Camargo de Azevedo, Delimitando o conceito de vulnerabilidade digital - 
Parte I, Jota (Dec. 9, 2021). 

30 Hans-W. Micklitz, Natali Helberger, Joanna Strycharz et al., EU Consumer 
Protection 2.0: Structural Asymmetries in Digital Consumer Markets 15 (BEUC 2021). 

31 Instituto Brasileiro de Geografia e Estatística - IBGE, Acesso à Internet e à 
televisão e posse de telefone móvel celular para uso pessoal 2023, PNAD Contínua 6 
(2024). 

32 Instituto Brasileiro de Geografia e Estatística - IBGE, Acesso à Internet e à 
televisão e posse de telefone móvel celular para uso pessoal 2023, PNAD Contínua 6 
(2024). 
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It is reasonable to think that many connected users constantly access 
websites and applications, agree to privacy policies they do not read, 
accept cookies without knowing what they are, and thus expose their data 
in virtual environments and authorize their online behavior to be tracked. 

At this point, informational vulnerability, so well explored in 
consumer law, emerges as one of the main risk factors in the digital field 
as a facet of digital vulnerability. It is not limited to the lack or poor 
quality of information provided, but also relates to the absence of skill or 
familiarity with the digital environment, which affects both the 
interpretation of manifestations made or received in that environment and 
the ability to respond adequately to one's interests in the resulting legal 
relationships.33 

Through the collection and processing of user data, digital platforms 
obtain information and learn, through a digital architecture, how different 
users interact with cyberspace. This mapping of patterns allows behaviors 
to be suggested. As systems learn from user experiences and responses to 
stimuli, their potential to manipulate vulnerabilities increases. 

Marques and Mucelin, citing Laura Schertel Mendes, state that at least 
two situations capable of increasing user vulnerability in personal data 
processing arise from this scenario: apparent consent and lack of 
transparency by data agents.34 

As analyzed above, user consent for the processing of personal data is 
a fundamental element of the right to informational self-determination. 
Any failure, intentional or not, in transmitting information about the 
purpose and destination of personal data may impair the validity of the 
manifestation of will. 

In other words, if the user is pressured, constrained, or improperly 
induced to provide data in order to obtain a service, product, or advantage 
without being properly informed about how the data will be processed, 
there will be a serious violation of the freedom to consent and, 
consequently, of informational self-determination. 

This is an extreme situation of user vulnerability. As Mônia Clarissa 
Hennig Leal and Lucas Moreschi Paulo argue, users have difficulty 
controlling the data they make available through clicks on pop-ups that 
appear during web browsing.35 

A logical consequence of this vulnerability is that, in certain cases, a 
deficit in the transmission of the information necessary for personal data 
processing will result in defective consent, which is prohibited by Article 

 
33 Bruno Miragem, Princípio da vulnerabilidade: perspectiva atual e funções no 

direito do consumidor contemporâneo, in Direito do Consumidor - 30 anos de CDC 248 
(Claudia Lima Marques ed., Forense 2020). 

34 Laura Schertel Mendes, [complete bibliographic data unavailable] 18 (2022). 
35 Mônia Clarissa Hennig Leal & Lucas Moreschi Paulo, A Lei Geral de Proteção 

de Dados, a vulnerabilidade dos usuários da internet e a tutela dos direitos, 12 
Civilistica.com 1, 25 (2023). 
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8(3) of the LGPD.36 
As Faleiros Júnior explains in his comments on that statutory 

provision, a defect in consent in matters of personal data protection, 
consisting of the inadequate or insufficient obtainment of the data 
subject's assent, may compromise its legitimacy and validity and create 
significant risks for data protection.37 

The irregularities that may compromise the consent of data subjects 
are the same ones that affect legal transactions in general, such as mistake, 
fraud, duress, and simulation, as provided for in the Civil Code.38 

Although this correlation is possible, it is essential to note that the 
object of regulation of the Civil Code and the LGPD differs. The former 
deals with defects concerning legal transactions, whereas the latter 
concerns consent obtained in the context of personal data processing, 
which may or may not occur within a legal transaction.39 

This delimitation is relevant because the LGPD hypothesis is 
narrower. Consent in that statute is a condition for the activity of 
processing personal data, and when consent results from conduct by the 
data agent that lacks transparency or is abusive or misleading, it will be 
considered null under Article 9(1) of the LGPD.40 

Once again, the need for data agents to act ethically and responsibly 
becomes evident. They must consider the vulnerabilities of data subjects 
in light of the peculiarities of digital environments and provide them with 
all necessary information so that they may consciously form and manifest 
their will regarding data processing. 

III. THE WORLD ID PROTOCOL AND THE ACTION OF  
THE NATIONAL DATA PROTECTION AUTHORITY 

Tools for Humanity Corporation (TFH), founded in 2019 by Alex 
Blania and Sam Altman, CEO of OpenAI, states on its website that it is a 
technology company created for humans in the age of AI.41 

In November 2024, representatives of the company met with members 
of the Board of Directors of the National Data Protection Authority to 
present the World protocol, one of whose objectives would be to create a 
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global identity authentication system enabling individuals to prove, safely 
and anonymously, that they are living human beings.42 

To achieve this purpose, TFH proposes the creation of a decentralized 
and anonymized identity protocol called World ID, which, according to 
its website, would make it possible to prove that a particular individual is 
a unique and real human being, and not an online robot.43 

The creation of this unique and anonymous identity, as explained by 
the technology company, occurs through the capture of images of the data 
subject's face and iris. This is done through an advanced camera called 
Orb, manufactured by TFH itself.44 

In the inspection proceeding initiated by the ANPD, the company 
explained:45 

If the Orb determines that the photographs are of a living human, 
the Orb, without any data being transferred from the device, will 
examine the photographs of the data subject's eyes and create an 
abstraction in the form of an iris code. The iris code is a binary code 
representing the characteristics of the eye photograph. The Orb will 
then ensure that the iris code is unique, that is, that a similar iris 
code has not previously been verified, by comparing the iris code 
with anonymized datasets representing previously verified humans. 
The comparison effectively returns the technical equivalent of a yes 
or no as to the existence of the iris code among previously 
anonymized iris codes, but does not identify or disclose the iris 
code, which remains anonymized. 

If the iris code has not previously been presented, the process may 
continue. The Orb will then anonymize the data by using a Privacy 
Enhancing Technology known as Secure Multi-Party Computation. 
All personal data are deleted from the Orb as soon as the PCP is sent 
to the user's device. The Orb does not store personal data. 

Although the development of more sophisticated technologies for 
capturing data is neither new nor unknown, global data protection 
authorities and the broader community were struck by the fact that, to 
implement the World ID protocol, TFH offered those willing to provide 
images of their irises a financial reward. The reward would be made 
available in cryptoassets called Worldcoin (WLD), deposited into the 
user's World App account, and could be converted into Brazilian currency 
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and withdrawn after 24 hours. 
In Brazil, it is estimated that at the time the project began, the 25 

Worldcoin tokens made available to users represented compensation 
ranging from R$ 300.00 to R$ 700.00, depending on the token price at the 
time of conversion.46 

In view of these facts, and because the World ID protocol is based on 
the collection of users' biometric data, more specifically images of the iris 
and face, which are considered sensitive data under the LGPD, the ANPD 
initiated Inspection Proceeding No. 00261.006742/2024-53 to assess the 
protocol's compliance with the LGPD.47-48 

Among the concerns raised by the ANPD regarding the World 
projects are problems related to user consent for the collection of 
biometric data. The offer of financial compensation could compromise 
the voluntariness of consent and render it invalid under the LGPD. The 
Authority also raised concerns about the impossibility of revocation of 
consent by the data subject and about difficulties in accessing and 
understanding the terms of use and privacy policy of the protocols, 
circumstances that could compromise comprehension of the project's 
objectives.49 

The ANPD therefore ordered, as a precautionary measure, the 
immediate suspension by TFH of the financial reward offered for the 
provision of biometric data by users of the World projects. It also required 
the company to identify a data protection officer on its website, with the 
purpose of preventing harm to citizens adhering to the protocols.50 

The technology company filed an administrative appeal, arguing in 
summary that it did not retain users' personal data because iris codes were 
immediately anonymized through decomposition into numerical 
fragments, making a consent revocation policy unnecessary. It also 
argued that users' manifestation of will was free, informed, and 
unambiguous, since they were fully informed of the protocol's purpose 
and of the control they had over their data. Finally, regarding financial 
compensation, it argued that data collection was not directly connected to 
obtaining the reward, because users were merely offered the possibility of 
requesting a small amount of Worldcoin after providing biometric data, 
and that Worldcoin was not money but a token with cultural and 
technological meaning.51 
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The administrative appeal was denied. The main ground used by the 
data protection authority to maintain the suspension measure was the 
possibility of defects in the consent obtained by the company. The 
Authority held that it was necessary to assess whether the offer of 
financial consideration complied with Article 11(I) of the LGPD, which 
requires consent to be free. According to the rapporteur, following the 
ANPD's prior understanding, consent is free only when there is no 
external interference, including by the controller, capable of directly or 
indirectly vitiating or impairing the consent granted.52-53 

The Authority therefore understood that the offer of financial 
compensation could be considered a form of undue interference in the 
autonomy of the data subject, especially in cases involving greater 
vulnerability and economic insufficiency. For that reason, maintenance of 
the suspension measure remained necessary until further investigation of 
the case.54 

The administrative proceeding is still pending. Civil society entities, 
such as the Brazilian Institute for Consumer Protection (IDEC) and the 
Institute for Studies on Technology and Law, Aqualtune Lab, have 
recently entered the proceeding, arguing that the investigations should 
continue and that sanctions should be imposed if unlawful conduct is 
proven.55 

It is also important to note that countries such as Portugal, Spain, and 
Argentina have already adopted measures to limit or suspend TFH's 
operations, revealing global concern not only with the company's 
activities, but also with personal data protection. 

IV. THE WORLD ID PROTOCOL, FINANCIAL COMPENSATION FOR  
OBTAINING BIOMETRIC DATA, AND DEFECTIVE CONSENT 

Having set out these considerations, it is necessary to analyze whether 
the offer of a financial reward for making sensitive personal data available 
may in fact impair the consent given by the data subject and therefore 
violate Article 11(I) of the LGPD.56 

As argued above, because sensitive personal data are involved, the 
LGPD establishes stricter rules for processing and requires qualified 
consent from the data subject or legal representative, that is, consent 
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granted in a specific, highlighted, and informed manner.57 
The specific study of the World ID protocol in Brazil raises serious 

questions about the way in which users of the World project have granted 
consent, especially because press interviews show that the offer of a 
financial reward has been the main factor leading people to authorize the 
capture of images of their irises and, consequently, of their biometric data. 

According to media reports, approximately 500,000 Brazilians had 
already made their biometric data available to TFH. It is noteworthy that, 
although the company's action was initially concentrated in wealthy 
neighborhoods of São Paulo, it quickly expanded to peripheral areas 
where residents' income is evidently lower.58 

In interviews with people at the iris-capture locations, journalists 
found that many did not know what the World ID protocol was, what to 
do with the application, or whether there would be risks in providing the 
photographs. One person interviewed confirmed that he had heard 
through friends that there was an application giving away money: "I 
asked, free like that? And they confirmed, free. I came for the money. I'm 
broke."59 

In other statements, individuals confirmed that they did not know the 
reason for the iris scan or how to use the World App, while also indicating 
that the main incentive for providing the data was the amount offered by 
the company. It was a matter of doing something different in exchange 
for an attractive sum.60 

Considering the economic model prevailing in Brazilian society and 
the fact that much of the population works informally and survives on 
approximately one minimum wage, it is a logical consequence that 
initiatives offering money quickly and easily will attract broad adherence, 
particularly when campaigns such as World ID are directed at low-income 
populations. 

In this scenario, citizens' vulnerability in relation to new technologies 
becomes an even greater concern, since such vulnerability is often 
exploited by companies, placing individuals in situations of extreme 
exposure and risk. 

As noted in Technical Note No. 4/2025/FIS/CGF/ANPD, the offer of 
financial compensation for obtaining information may interfere with 
users' free manifestation of will, especially where economically 
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vulnerable individuals are involved.61 
There is no doubt that, in such cases, payment of consideration, even 

in cryptoassets, may be a determining factor in deciding whether to 
provide data, since the individual is informed that the token may later be 
converted into Brazilian reais. 

Depending on the Worldcoin exchange rate, a user of the World ID 
protocol may obtain an amount close to R$ 700.00, almost half of the 
Brazilian minimum wage. This creates a potential risk that the will 
expressed was not free, but conditioned by the offer of reward.62 

The issue raised here concerns precisely the manner in which the will 
of these individuals is formed. For the requirement of freedom to be 
observed, clear and precise information about which data will be 
collected, including the nature of the data and the risks in case of leakage, 
how processing will occur, why collection is being carried out, and how 
consent may be withdrawn must serve as the starting point. 

In the case of the World ID protocol, this point already appears 
deficient, since information is conveyed in a way that is not very 
intelligible for users. The World Foundation Biometric Data Consent 
Form is long and full of details that seem more likely to raise doubts than 
to provide answers.63 

It seems implausible that users who are little accustomed to reading 
the privacy policies of websites they use daily would devote time to 
reading the twelve pages of that form. Considering the nature of the data 
captured by TFH, it would be reasonable to adopt measures for personal 
clarification of users on the date the Orb captures the photographs, 
allowing the user to withdraw from the protocol at that moment. Based on 
the information available so far, such precautionary measures do not 
appear to have been adopted. 

When this informational deficit is combined with the offer of financial 
compensation, the consideration offered clearly emerges as a determining 
element in the decision to provide data. Nor can it be argued that the offer 
lacks financial content, since cryptoassets can be converted into reais and 
withdrawn. 

The issue of reward offers and defects in consent is not new. It has 
long been addressed in bioethics in connection with payment to volunteers 
for participation in clinical studies. 

Authors such as Aline Albuquerque and Heloisa Barboza argue that, 
despite existing regulation on the subject, financial reward is incompatible 
with informed consent because it is capable of annihilating the 
participant's voluntariness. It interferes with the participant's ability to 
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absorb and analyze information regarding the harms that the clinical 
research may cause.64 

Drawing a parallel, without disregarding the differences between the 
objects of analysis, it seems reasonable to affirm that the offer of financial 
reward to citizens, especially low-income citizens, constitutes external 
interference, even if indirect, in the psychological formation of the 
individual's will. That person may become inclined to provide biometric 
data without understanding the repercussions that this may have in the 
individual sphere of rights. 

In view of these considerations, it is not unreasonable to state that, as 
implemented, the World ID protocol has the potential to violate Article 
11(I) of Law No. 13,709/2018, since the offer of financial reward is 
capable of influencing the formation of the data subject's will and thus 
removing the voluntariness required for validity.65 

V. COMPLIANCE AND DATA GOVERNANCE AS INSTRUMENTS OF GOOD 

PRACTICES AND MITIGATION OF THE UNDUE USE OF DATA SUBJECTS' 
VULNERABILITIES 

The analysis carried out so far shows that the issue is not limited to 
identifying the vulnerability and economic insufficiency of data subjects. 
It also concerns the improper manipulation of those individuals, which 
leads to reflection on the responsibility - not only civil, but also ethical - 
of those who process data. 

It is therefore necessary to consider instruments capable of 
eliminating or at least mitigating the risks arising from activities carried 
out in technological environments, as well as bringing ethical, loyal, and 
good-faith standards to the conduct of data processing agents toward users 
of new technologies. 

At this point, data governance and digital compliance emerge as 
important mechanisms enabling data agents both to respect the rights of 
data subjects and to pursue their own purposes, which are technological 
development and, often, profitability. 

Digital compliance may be understood as a set of practices, policies, 
and controls adopted by an organization to ensure that its activities in the 
digital environment comply with applicable laws, regulations, and ethical 
standards.66 

In this technological and globalized environment, in which data have 
acquired significant monetary importance, it is essential to adopt means 
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that enable technology companies to build a culture of integrity aimed not 
only at legal compliance, but also at ethical conduct coordinated with the 
values prevailing in each society. 

According to Claudio Joel Brito Lóssio, conduct aligned with digital 
compliance can modify internal processes and operational controls within 
companies, producing a behavioral change that goes beyond formal legal 
compliance.67 

Data governance policies and digital compliance should perform a 
preventive role: not only to avoid harm related to cybersecurity, but also 
to ensure genuine respect for users and for the personal data they entrust 
to processing agents. 

Accordingly, actions such as those carried out by TFH and the World 
ID protocol, involving financial compensation for the provision of 
sensitive data, must be assessed not only in light of the formal validity of 
consent, but also from the broader standpoint of fairness, transparency, 
accountability, and the prohibition of abusive exploitation of 
vulnerability. 

The LGPD, attentive to the need for preventive instruments in relation 
to personal data, included in Articles 50 and 51 the possibility for 
controllers and processors to formulate rules of good practice and 
governance establishing conditions of organization, operating regimes, 
procedures, safety standards, technical rules, specific obligations, and 
educational measures, among other aspects.68 

A consistent governance program must include mapping of 
processing activities, risk assessment, definition of legal bases, adoption 
of security measures, documentation of decisions, review of consent 
mechanisms, and measures to ensure that information is provided in 
accessible and intelligible language. 

Where sensitive data and vulnerable populations are involved, 
governance and compliance must be even more demanding. The legality 
of processing cannot depend solely on formal consent, but must be 
supported by evidence that the consent was genuinely free, informed, 
specific, and capable of being revoked. 

In this sense, the World ID case illustrates the need for a substantive 
understanding of data protection compliance. Compliance cannot be 
reduced to forms, checkboxes, or long privacy policies that users are 
unlikely to understand. It must require a concrete institutional effort to 
prevent the exploitation of asymmetries, especially informational and 
socioeconomic asymmetries. 
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CONCLUSION 

In light of the foregoing, the advances of the internet over recent 
decades have brought not only technological changes, but also a profound 
transformation of social dynamics. They have made communication 
easier, shortened distances, accelerated transactions, and created new 
possibilities for individuals, companies, and governments. 

Society is increasingly connected and dependent on technologies. 
Although this has facilitated the routine of citizens, companies, and public 
authorities, it has also created new risks to personality rights, privacy, 
intimacy, and informational self-determination. 

In this context, the processing of citizens' personal data emerges as 
one of the central concerns of contemporary society, whether because of 
technological processes that create detailed profiles of individuals or 
because of the economic value acquired by personal data in digital 
markets. 

In Brazil, the entry into force of the LGPD represented an important 
milestone in the attempt to create a regulatory framework for data 
protection and to prevent the improper use of personal information. The 
statute established principles, rights, obligations, and rules designed to 
protect data subjects and to guide the conduct of processing agents.69 

However, the mere existence of laws does not necessarily lead to 
conduct consistent with them. Violations of legal rules by those who 
should observe them remain frequent, especially in environments marked 
by technical opacity, informational asymmetry, and economic incentives 
that favor data extraction. 

It is in this context that the study of the World ID protocol launched 
by TFH, in light of the LGPD, becomes relevant. It requires reflection on 
the legality and legitimacy of collecting sensitive biometric data through 
the offer of a financial reward.70 

As argued throughout this article, the offer of financial compensation 
so that World App users provide biometric data through the World ID 
protocol is capable of vitiating consent, especially when directed at 
socioeconomically vulnerable individuals. 

Biometric data extracted from the iris constitute sensitive data that, if 
improperly processed or leaked, may cause serious harm to individuals, 
since they are linked to unique and permanent characteristics of the 
person. Unlike passwords or ordinary identifiers, biometric attributes 
cannot simply be replaced. 

For this reason, Article 11(I) of the LGPD requires qualified consent 
for the processing of such data. This requirement entails not only a duty 
to inform, but also respect for the voluntariness, specificity, and clarity of 
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the manifestation of will.71 
By offering financial compensation for the collection of biometric 

data, especially when the offer is directed at low-income individuals, as 
occurred in the World ID case when the initiative expanded to peripheral 
regions, the company creates a strong incentive capable of interfering 
with the formation of consent. 

The expectation of receiving money in exchange for what may appear 
to be mere photographs of the eyes and face is, in fact, a factor capable of 
guiding the decision to be made. Where there are doubts, informational 
deficits, or lack of understanding about the risks involved, the apparent 
freedom of consent becomes fragile. 

The matter addressed here therefore concerns not only the need for 
technology companies to adopt measures ensuring proper compliance 
with the LGPD, but also the indispensable requirement that such 
companies act ethically, responsibly, and in good faith when dealing with 
individuals whose vulnerabilities may be intensified in digital 
environments. 

From this perspective, data governance and digital compliance appear 
as valuable instruments for preventive action. They make it possible to 
ensure that companies act not only in formal conformity with the law, but 
also in a way that effectively protects data subjects and prevents the undue 
exploitation of their vulnerabilities. 
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STABLECOINS: IMPUTATION GAPS AND 
CHALLENGES OF CIVIL LIABILITY IN THE 

TOKENIZED ECONOMY 

 
Victor Hugo Gimenez Gonçalves * 

Abstract: This article examines whether the use of stablecoins as 
instruments for financing agribusiness produces civil-liability imputation 
gaps that are incompatible with traditional dogmatic assumptions. Through 
a hypothetical-deductive method and a dogmatic-functional approach, the 
study analyzes stablecoins, tokenized agribusiness financing, decentralized 
finance, and comparative regulatory frameworks in the European Union, 
the United States, and Brazil. It argues that the operational decentralization 
promoted by stablecoins fragments the poles of liability, weakens linear 
causation, and renders the classical fault paradigm insufficient. The article 
proposes an interpretive model based on three pillars: layered proportional 
liability, duties of governance and due diligence, and accountability as an 
autonomous criterion of imputation. It concludes that civil liability has the 
dogmatic resources necessary to respond to the tokenized economy, 
provided that causation, fault, and risk are reconstructed in light of the 
structural complexity of blockchain-based arrangements. 
Keywords: stablecoins; civil liability; tokenized economy; agribusiness 
financing; blockchain; accountability. 

INTRODUCTION 

Since its original conception with the Bitcoin protocol in 2008, 
blockchain technology has caused profound reconfigurations in financial 
intermediation structures and in the very notion of institutional trust that 
supports obligations, representing a break from traditional models of trust 
by replacing centralized intermediaries with distributed consensus 
protocols.1 In this context, the emergence of cryptoassets, the proliferation 
of decentralized finance (DeFi) protocols, and the expansion of processes 
for tokenizing real-world assets confront law with unprecedented 
challenges, whose resolution requires not only normative adaptations but 
also a reassessment of the very dogmatic foundations of civil liability. 

As Mafalda Miranda Barbosa observes, the Industrial Revolution 
represented an inflection point for the dogmatics of civil liability by 
subjecting the labor environment to the logic of mechanization and, as a 
result, multiplying the occurrence of harms not always traceable to 
personally imputable conduct or to the agent’s culpable act, thereby 

 
* Master’s student in Law, concentration area in Law in Economic and Social 

Relations, research line in Business Law in the Brazilian and International Economic 
Order, Milton Campos Law School, Nova Lima/MG, Brazil. Email: 
vh2g.or@gmail.com / ORCID iD: https://orcid.org/0000-0002-4794-9761 

1 Dirk A. Zetzsche, Douglas W. Arner & Ross P. Buckley, Decentralized Finance 
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leading to the progressive construction of strict-liability or risk-based 
hypotheses.2 The contemporary technological revolution, marked by 
system autonomy, decentralization, and self-learning, imposes an 
analogous yet qualitatively distinct challenge. It is not merely a matter of 
machines escaping human control, but of entire architectures of economic 
governance that dispense with identifiable focal agents. 

Within this transformative scenario, stablecoins occupy a central 
position. Designed to offer value stability in an ecosystem marked by 
volatility, these cryptoassets perform functions as stores of value, means 
of payment, and settlement instruments in decentralized protocols. Their 
relevance transcends the speculative universe: stablecoins are 
increasingly being used as monetary infrastructure for sectoral financing 
arrangements, including in agribusiness, a sector that accounts for a 
substantial share of Brazil’s Gross Domestic Product and whose 
production chain is characterized by high contractual complexity, 
seasonality, and dependence on specialized credit instruments. 

The central thesis advanced in this article is that the operational 
decentralization promoted by stablecoins in agribusiness financing 
produces a structural fragmentation of the poles of liability, which does 
not find an adequate response in classical imputation models and requires 
the construction of specific normative criteria. 

The research problem guiding this study may be formulated as 
follows: to what extent does the use of stablecoins as instruments for 
financing agribusiness generate civil-liability imputation gaps that are 
incompatible with traditional dogmatic assumptions, and what 
interpretive criteria may be constructed to remedy those insufficiencies? 
The central hypothesis is that the operational decentralization promoted 
by stablecoins in agribusiness financing produces a structural 
fragmentation of the poles of liability, which does not find an adequate 
response in classical models of imputation based on individual fault or on 
the risk of an activity performed by identifiable subjects, thereby 
requiring the construction of specific normative criteria grounded in 
duties of accountability, technological governance, and layered 
proportional liability. 

The article adopts the hypothetical-deductive method, with a 
dogmatic-functional approach. It conducts a national and foreign 
bibliographic review on civil liability, blockchain, and cryptoassets, in 
addition to a comparative analysis of the regulatory frameworks of the 
European Union (MiCA), the United States (the fragmented SEC/CFTC 
arrangement), and Brazil (Law No. 14,478/2022 and infralegal acts). It is 
complemented by the examination of empirical events involving the 
collapse of stablecoins, especially TerraUSD/Luna, and of their effects on 
investors and economic agents. 

 
2 Mafalda Miranda Barbosa, Blockchain e responsabilidade civil: inquietações em 

torno de uma realidade nova, 1 Revista de Direito da Responsabilidade 206 (2019), at 
206. 
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The research is justified on three levels. On the theoretical level, the 
tokenization of agribusiness assets backed by stablecoins challenges 
consolidated assumptions of civil liability and requires the reassessment 
of categories such as authorship, intermediation, and causation. On the 
social level, the diffusion of such arrangements in an environment of 
informational asymmetry may increase the exposure of producers and 
retail investors to patrimonial losses that are difficult to redress. On the 
economic-normative level, although tokenization promises to reduce 
intermediation costs and broaden access to credit, its sustainability 
depends on a protective legal regime that remains insufficiently 
delineated in Brazil, given that Law No. 14,478/2022 and infralegal 
regulation do not structure the civil liability applicable to stablecoin 
transactions. 

I. STABLECOINS AND THE TOKENIZED ECONOMY:  
CONCEPTUAL AND FUNCTIONAL DELIMITATION 

The concept of a stablecoin refers, in general terms, to cryptoassets 
structured to maintain the parity of their market value with a reference 
asset, usually a fiat currency such as the United States dollar or, 
alternatively, a basket of assets.3 Unlike cryptoassets such as Bitcoin, 
whose price volatility is a constitutive feature, stablecoins were designed 
to operate as stability instruments within the crypto ecosystem, serving as 
a bridge between the traditional economy and decentralized finance.4 

According to Coinbase, the second-largest platform in the sector, 
stablecoins represent one of the greatest opportunities in the crypto 
ecosystem because they play a crucial role by allowing market 
participants to price assets in a common currency and keep assets on the 
blockchain during periods of high market volatility. For its part, the 
definition adopted in this article understands stablecoins as cryptoassets 
endowed with a value-stabilization mechanism in relation to a reference 
asset, issued by a centralized entity or generated by a decentralized 
protocol, and performing functions as means of payment, units of account, 
or stores of value in the DeFi ecosystem.5 

A. Typology and Stabilization Mechanisms 

Scholarship and market practice identify three fundamental categories 
of stablecoins, each with its own legal implications that require 
individualized examination. The first category comprises fiat-
collateralized stablecoins, in which the issuer maintains reserves in fiat 
currency (or equivalents, such as short-term government securities) 

 
3 Ahmed Mahrous, Maurantonio Caprolu & Roberto Di Pietro, Stablecoins: 

Fundamentals, Emerging Issues, and Open Challenges (2025), at 1. 
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5 Bank for International Settlements, material cited in the manuscript (2024). 
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corresponding to the total value of the issued tokens. Tether (USDT) and 
USD Coin (USDC) are paradigmatic examples. 

With respect to this category, the Bank for International Settlements 
(BIS), an institution recognized as the “central bank of central banks,” 
adopts the following definition of a fiat-collateralized stablecoin: 

Stablecoins are crypto tokens that live on distributed ledgers (i.e., 
“on-chain”) and promise to be worth always a dollar, providing par 
convertibility on demand. Stablecoin issuers defend this promise by 
holding (mostly) fiat-denominated (i.e., “off-chain”) short-term 
assets, such as Treasuries, high-quality commercial paper, 
repurchase agreements and bank deposits. The combination of 
money-like demandable liabilities with backing assets that may 
become illiquid implies that stablecoin issuers’ liquidity 
transformation exposes them to runs.67 

In this context, the BIS institutional definition itself makes it possible 
to delimit the economic-legal core of the fiat-collateralized arrangement: 
the promised parity does not derive from an autonomous protocol 
mechanism, but from confidence in the issuer’s ability to honor 
immediate redemptions based on off-chain reserves composed of short-
term assets. The token’s stability therefore comes to depend directly on 
the solvency, liquidity management, and degree of transparency of the 
centralized issuer, introducing counterparty and run risks functionally 
analogous to those observed in traditional financial institutions.8 

The implication for civil liability is direct: there is an identifiable 
issuer, endowed with legal personality, upon which duties to maintain 
reserves and provide information fall. The breach of those duties 
constitutes, in principle, a basis for liability for harms caused to token 
holders. 

The problem, however, lies in the persistent opacity of those reserves, 
because the impossibility of independently verifying the backing makes 
structurally plausible a divergence between what is publicly asserted and 
what effectively composes the guarantees. This is illustrated by the action 
brought by the New York Attorney General against Bitfinex and Tether, 
both controlled by iFinex (based in Hong Kong), precisely on the 
allegation that the narrative of full dollar backing did not correspond to 
reality and that “Tether’s claims that its virtual currency was fully backed 
by U.S. dollars at all times was a lie”,9 evidencing that the mere existence 

 
6 Rashad Ahmed, Iñaki Aldasoro & Chanelle Duley, Public Information and 

Stablecoin Runs, BIS Working Papers No. 1164 (Jan. 2024), at 1. 
7 Original quotation in English preserved from the cited source. 
8 Gary B. Gorton & Jeffery Zhang, Taming Wildcat Stablecoins, 90(3) University 

of Chicago Law Review 909 (2023); Christian Catalini, Alonso de Gortari & Nihar Shah, 
Some Simple Economics of Stablecoins, 14 Annual Review of Financial Economics 117 
(2022). 

9 Gary B. Gorton & Jeffery Zhang, Taming Wildcat Stablecoins, 90(3) University 
of Chicago Law Review 909 (2023), at 917. 
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of a centralized issuer does not, in itself, guarantee the effectiveness of 
protection. 

The second category comprises crypto-collateralized stablecoins, 
backed by other cryptoassets through overcollateralization mechanisms 
managed by smart contracts. DAI, issued by the MakerDAO protocol, 
exemplifies this type: users deposit cryptoassets (for example, Ether) as 
collateral and receive DAI in an amount lower than the deposited value, 
in order to absorb the volatility of the collateral.10 

Here, liability is dispersed among protocol developers, governance-
token holders (MKR), and users who maintain collateral positions. There 
is no centralized issuer in the traditional sense; the system is governed by 
a decentralized autonomous organization (DAO), whose decisions result 
from voting among governance-token holders. The question “who 
answers for the harm?” becomes structurally more complex because the 
decision that parameterizes liquidation criteria is collective, 
pseudonymous, and technologically mediated.11 

Costa observes that distributed ledger technologies ensure the 
immutability of transaction history and the transparency of operations, 
reducing information asymmetries, with benefits in terms of governance 
and participant responsibility.12 However, as the author notes, this 
transparency is technical and not cognitive: the code is open, but it is not 
understandable to the average user. 

The third category, of greatest dogmatic complexity, is that of 
algorithmic or non-collateralized stablecoins. Devoid of backing in real 
assets, such stablecoins depend exclusively on algorithms that 
automatically adjust the supply of tokens in circulation according to price 
fluctuations, creating economic incentives for participants to arbitrage the 
price back to parity.13 

The collapse of the TerraUSD/Luna ecosystem in May 2022, which 
vaporized more than USD 40 billion in market value in less than a week, 
constitutes empirical demonstration of the intrinsic fragility of this model 
and of its capacity to generate systemic-scale harms. According to Krause, 
algorithmic stablecoins are susceptible to “death spirals,” in which an 
initial loss of confidence triggers a run for redemptions that, in turn, 
deepens depreciation until total collapse.14 

 
10 Agostino Capponi, Garud Iyengar & Jay Sethuraman, Decentralized Finance: 

Protocols, Risks, and Governance, Foundations and Trends in Finance (2023), at 21-22. 
11 Aaron Wright, The Rise of Decentralized Autonomous Organizations: 

Opportunities and Challenges, 4(2) Stanford Journal of Blockchain Law & Policy 
(2020). 

12 Isac Silveira da Costa, O futuro é infungível: tokenização, non-fungible tokens 
(NFTs) e novos desafios na aplicação do conceito de valor mobiliário, Revista de Direito 
das Sociedades e dos Valores Mobiliários, special vol., 283 (Dec. 2021), at 290. 

13 Alexander Lipton, Aetienne Sardon, Fabian Schär & Christian Schüpbach, 
Stablecoins, Digital Currency, and the Future of Money (2020), at 6. 

14 David Krause, Algorithmic Stablecoins: Mechanisms, Risks, and Lessons from 
the Fall of TerraUSD (Marquette University 2024), at 8. 
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From the perspective of civil liability, the algorithmic stablecoin 
represents the limiting case of the imputation gap: when the harm results 
from the failure of a purely automated mechanism, without tangible 
collateral and without a centralized issuer, the classical assumptions of 
imputation - fault, individualized causal nexus, and responsible subject - 
are simultaneously emptied.15 

B. Economic Functions in the DeFi  
Ecosystem and Infrastructural Relevance 

The intermediation function exercised by stablecoins is related to the 
broader phenomenon of disintermediation promoted by DeFi. As Bonnet 
points out, decentralized finance promises to replace centralized 
intermediaries with automated and transparent platforms supported by 
smart contracts.16 The promise of cost reduction and financial inclusion, 
however, does not eliminate risks; rather, it redistributes them among 
participants frequently deprived of the technical conditions to assess 
them.17 The French Autorité de Contrôle Prudentiel et de Résolution 
(ACPR) defines DeFi as a set of cryptoasset services comparable to 
financial services, carried out without the intervention of an intermediary, 
in which the transparency and immutability of computer code replace trust 
among actors; it is therefore disintermediated finance before it is 
decentralized finance.18 

C. Operational Definition of the Core Concepts and Analytical Scope 

Conceptual precision is an indispensable methodological requirement 
in a study that moves among diverse disciplines - civil law, financial law, 
computer science, and economics. It is therefore necessary to establish the 
operational definitions that guide the analysis. An imputation gap means 
a situation in which, once harm has occurred, the application of the 
existing normative criteria for assigning civil liability does not make it 
possible to identify, with sufficient legal certainty, the subject obliged to 
repair it, whether because there is no focal agent, because the harmful 
conduct is fragmented among multiple actors, because proof of causal 
nexus is impossible, or because of a combination of these factors.19 The 

 
15 Dirk A. Zetzsche, Ross P. Buckley & Douglas W. Arner, The Distributed Liability 

of Distributed Ledgers: Legal Risks of Blockchain, 2018(4) University of Illinois Law 
Review 1361 (2018), at 187. 

16 Joris Bonnet, Blockchain et finance décentralisée (Ph.D. dissertation, Université 
de Paris, École doctorale 101, 2024), at 27. 

17 Agata Ferreira, The Curious Case of Stablecoins - Balancing Risks and Rewards?, 
24(4) Journal of International Economic Law 755 (2021); Steven L. Schwarcz, 
Regulating Global Stablecoins: A Model-Law Strategy, 75 Vanderbilt Law Review 1729 
(2022). 

18 Katrin Schuler, Ann Sofie Cloots & Fabian Schär, On DeFi and On-Chain CeFi: 
How (Not) to Regulate Decentralized Finance, 10(2) Journal of Financial Regulation 
213 (2024). 

19 Dirk A. Zetzsche, Ross P. Buckley & Douglas W. Arner, The Distributed Liability 
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gap is not equivalent to a mere evidentiary difficulty: it is a dogmatic 
insufficiency, in which the normative criteria themselves - and not merely 
the evidence - are inadequate to the phenomenon.20 

The tokenized economy designates the set of economic and legal 
relationships that use tokens recorded on blockchain networks as 
instruments for representing, circulating, and settling rights, ranging from 
the tokenization of real-world assets (real estate, receivables, 
commodities) to the issuance of native cryptoassets. As Costa observes, 
tokenization is not an ontologically new phenomenon in the abstraction 
process that allows corporeal or intangible assets to be referenced in data 
systems; what is new is the technological infrastructure that supports it 
and the legal effects that derive from it.21 

Tokenized agribusiness financing means the use of blockchain 
infrastructure to structure, distribute, and settle credit or investment 
transactions linked to the agricultural production chain, including, but not 
limited to, the issuance of tokens representing crop receivables, tokenized 
agribusiness receivables certificates, and decentralized loans 
collateralized by agricultural commodity tokens. These transactions may 
be settled in stablecoins, which introduces the specific layer of risk that 
constitutes the object of this study.22 

Distributed causation designates the phenomenon whereby the 
harmful result cannot be attributed to a single conduct but results from the 
cumulative and interdependent interaction of multiple acts and omissions 
by diverse agents (human and non-human), distributed across different 
layers of the tokenized value chain. The expression draws on the concept 
of distributed liability of distributed ledgers, coined by Zetzsche, Buckley, 
and Arner, but expands it to include the specifically causal dimension of 
the problem, not merely the subjective dimension of liability.23 

 
of Distributed Ledgers: Legal Risks of Blockchain, 2018(4) University of Illinois Law 
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20 Mafalda Miranda Barbosa, Do Nexo de Causalidade ao Nexo de Imputação: 
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Serviço: Um Debate Jurídico-Filosófico entre o Formalismo e o Funcionalismo no 
Direito Privado (Livraria do Advogado 2009). 

21 Isac Silveira da Costa, O futuro é infungível: tokenização, non-fungible tokens 
(NFTs) e novos desafios na aplicação do conceito de valor mobiliário, Revista de Direito 
das Sociedades e dos Valores Mobiliários, special vol., 283 (Dec. 2021), at 295; Dayana 
de Carvalho Uhdre, Blockchain, Tokens e Criptomoedas: Análise Jurídica (Almedina 
2021); Demir Murat Aksoy & Zümrüt Ecevit Satı, Tokenization of Real World Assets: 
An Agricultural Token System Implementation Based on Blockchain Architecture, 2(1) 
The Journal of Applied Engineering and Agriculture Sciences 24 (2025). 

22 Isac Silveira da Costa, work cited in the manuscript on DeFi and tokenization 
(2022); José Luiz de Moura Faleiros Júnior, Responsabilidade civil e o mercado de 
criptoativos, in Temas Atuais de Direito Digital (São Paulo, 2023). 

23 Dirk A. Zetzsche, Ross P. Buckley & Douglas W. Arner, The Distributed Liability 
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II. TOKENIZATION OF AGRIBUSINESS FINANCING:  

CONVERGENCES AND TENSIONS 
 
Brazilian agribusiness is characterized by a complex financing 

structure, historically organized around typical instruments such as the 
Rural Product Note (Cédula de Produto Rural - CPR), Agribusiness 
Receivables Certificates (Certificados de Recebíveis do Agronegócio - 
CRA), Agribusiness Credit Letters (Letras de Crédito do Agronegócio - 
LCA), and Agricultural Deposit Certificates (Certificados de Depósito 
Agropecuário - CDA), governed by Law No. 11,076/2004 and 
supplementary legislation, subject to the supervision of the CVM and the 
Central Bank of Brazil, and operating within an institutionalized 
intermediation chain. 

The tokenization of agribusiness assets represents the transposition of 
this logic to blockchain infrastructure, with promises of reducing 
operating costs, broadening access to credit, fractionalizing investments, 
and automating the settlement of obligations.24 As Costa records, there is 
currently great expectation regarding the possibility of reducing custody, 
clearing, and settlement costs in operations based on DeFi projects, in 
which participants in a trading and property-registration system may be 
nodes of a blockchain network, allowing asset lending, payments, and the 
granting of guarantees without centralized market infrastructures.25 

A. From Securitization to Tokenization 

Costa observes that tokenization is not an ontologically new 
phenomenon in the abstraction process that allows corporeal or intangible 
assets to be referenced in data systems, with securitization serving as an 
antecedent of this disruptive technological movement.26 Nevertheless, the 
imputation problems that emerge from agribusiness tokenization through 
stablecoins are qualitatively distinct from those encountered in 
conventional securitization because the agent structuring the operation 
may be an autonomous protocol without legal personality; settlement 

 
of Distributed Ledgers: Legal Risks of Blockchain, 2018(4) University of Illinois Law 
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(Princípia 2013); Agostino Capponi, Garud Iyengar & Jay Sethuraman, Decentralized 
Finance: Protocols, Risks, and Governance, Foundations and Trends in Finance (2023). 

24 Dayana de Carvalho Uhdre, Blockchain, Tokens e Criptomoedas: Análise Jurídica 
(Almedina 2021); Yan Chen, Lin William Cong & Jianwei Xia, Blockchain Disruption 
and Smart Contracts, 35(4) The Review of Financial Studies 1495 (2022). 

25 Isac Silveira da Costa, work cited in the manuscript on DeFi and tokenization 
(2022), at 142. 

26 Isac Silveira da Costa, O futuro é infungível: tokenização, non-fungible tokens 
(NFTs) e novos desafios na aplicação do conceito de valor mobiliário, Revista de Direito 
das Sociedades e dos Valores Mobiliários, special vol., 283 (Dec. 2021), at 295-296. 
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occurs through an asset whose stability depends on technological 
mechanisms subject to failure; participants may operate under 
pseudonyms on public networks; and the competent jurisdiction is often 
indeterminate.27 

B. Specific Risks of Stablecoins in Tokenized Agribusiness 

The risks arising from the use of stablecoins in agribusiness financing 
transactions may be systematized into four axes, each with distinct 
implications for the imputation of civil liability: depeg risk, counterparty 
risk, technological risk, and regulatory risk. 

Depeg risk consists of the loss of parity between the stablecoin and its 
reference asset, an event that directly compromises the value of 
obligations denominated in it. In the agribusiness context, where 
production cycles are long and crop costs cannot be postponed, a depeg 
event may render the entire agricultural operation unviable, spreading 
losses along the entire production chain.28 The question that emerges is 
whether the issuer of the stablecoin answers for the harm because of 
failure to maintain parity, whether the structurer of the transaction 
answers because of inadequate choice of the settlement asset, or whether 
both answer jointly and severally. 

Counterparty risk, present above all in centralized stablecoins, lies in 
dependence on the issuer’s solvency and probity. Opacity in the 
composition of reserves and the absence of mandatory independent 
auditing constitute sources of potential harm over which the investor has 
no control and, frequently, no adequate information.29 In this 
configuration, the issuer occupies a position functionally analogous to 
that of a financial institution and should be strictly liable for failures in 
reserve management, based on article 927, sole paragraph, of the 
Brazilian Civil Code, when the issuing activity, by its nature, entails risk 
to the rights of others. 

Technological risk encompasses vulnerabilities in smart contracts, 
oracle failures, and cyberattacks. Accumulated experience in the DeFi 
ecosystem demonstrates that such risks are not merely theoretical, having 
resulted in the theft of billions of dollars through the exploitation of code 
flaws.30 

 
27 Steven L. Schwarcz, Regulating Global Stablecoins: A Model-Law Strategy, 75 

Vanderbilt Law Review 1729 (2022); Agata Ferreira, The Curious Case of Stablecoins 
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As Divino points out, the dependence of smart contracts on oracles 
compromises the trustless characteristic of blockchain because the oracle 
introduces a point of centralization and potential failure into the system.31 
Bonnet reinforces that “certain authors see in the oracle a weakness, an 
Achilles’ heel of blockchain,” insofar as the reintroduction of a point of 
intermediation into a decentralized protocol recreates a vulnerability in 
the smart contract.32 In tokenized agribusiness, a vulnerability in the smart 
contract governing the settlement of tokenized CRAs may result in 
diversion of funds, premature enforcement of collateral, or incorrect 
distribution of returns. 

Regulatory risk, finally, arises from normative uncertainty. The 
absence of a specific legal regime for stablecoins in Brazil, the uncertainty 
about the legal classification of receivables tokens, and the overlap of 
regulatory competences between the CVM and the Central Bank create 
an environment of insecurity that amplifies all other risks and, 
paradoxically, makes the imputation of responsibility more difficult. 
Uhdre observes in this direction that “the potential fluidity of 
functionalities exercised by tokens may often hinder the framing of 
operations within the currently established legal structure”.33 The 
practical consequence is that tokenized agribusiness financing operations 
may exist in a regulatory penumbra in which even the applicable civil-
liability regime is unclear.34 Uhdre further reinforces that liability in the 
context of tokenization requires the construction of interpretive 
frameworks that consider the functional specificity of tokens and the 
multiplicity of legal relationships arising from them.35 

C. Tokenized Value Chain and the Multiplication of Interposed Agents 

The analytical decomposition of the value chain in tokenized 
agribusiness financing transactions reveals at least eight categories of 
agents: (i) the stablecoin issuer; (ii) the smart contract developer; (iii) the 
oracle provider; (iv) the trading platform or DeFi protocol; (v) the 
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originator of the credits (the rural producer or securitization company); 
(vi) the validating nodes of the blockchain network; (vii) the smart 
contract auditors, when they exist;36 and (viii) the investors, who may 
exercise governance functions if they hold tokens with voting rights. The 
multiplication of agents, per se, would already constitute a challenge to 
imputation. The central argument, however, is that the problem is 
aggravated by three structural characteristics that distinguish the 
tokenized economy from traditional intermediation chains: 
pseudonymity, automaticity, and transnationality.37 

Pseudonymity, inherent in most public blockchain networks, makes it 
difficult to identify the responsible subject. As Costa observes, “if 
ownership occurs through pseudonyms, we are dealing with a bearer-title 
mechanism,” creating fertile ground for the concealment of assets and 
making any act of patrimonial constraint by public authorities 
unfeasible.38 If the developer of a defective smart contract operates under 
a pseudonym and without a formal link to a registered legal person, the 
victim’s indemnification claim encounters an insurmountable procedural 
obstacle, since civil liability presupposes a subject capable of being sued; 
when that subject is structurally concealed by the network architecture, 
the reparatory function of the institute itself is emptied.39 

Automaticity aggravates the difficulty. When the harm results from 
the execution of a smart contract - for example, the automatic liquidation 
of collateral due to an abrupt fall in the stablecoin’s price - there is no 
human decision at the moment the harm is caused. The code executes the 
stipulated clause, and the question of who answers for the harm retroacts 
to the conception of the code, the governance of the protocol, and 
ultimately the collective decision that parameterized the liquidation 
criteria. 

Barbosa identifies the issue precisely when asking whether liability 
may be imputed to the creator of the DAO or to the software agent itself.40 
The author argues that, because the subjectivization of entities endowed 
with artificial intelligence is rejected, “it can only be seen as an instrument 
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used by the debtor to perform its obligations,” with direct liability falling 
on the developer, grounded in the sphere of risk that the developer holds 
from the moment it uses a mechanism endowed with artificial 
intelligence.41 

 
III. IMPUTATION GAPS AND THE CRISIS OF  

THE CLASSICAL ASSUMPTIONS OF CIVIL LIABILITY 
 
The dogmatics of civil liability was built on assumptions whose 

solidity was ensured by the clear identification of the subjects involved in 
the legal relationship, the materiality of the harm, the linearity of the 
causal nexus, and the possibility of attributing fault or risk to a determined 
agent.42 The tokenized economy, and specifically transactions with 
stablecoins, challenges each of these assumptions simultaneously, 
producing what this article calls systemic imputation gaps. 

The position sustained here is that these gaps do not result merely 
from legislative absence, but from structural incompatibility between the 
dogmatic foundations of the institute and the architecture of tokenized 
transactions.43 The consequence is that even the analogical or extensive 
application of the current provisions - articles 186, 187, 927, and the sole 
paragraph of article 927 of the Civil Code - encounters operational limits 
that can only be overcome by an interpretive reconstruction of the 
assumptions. 

According to Dayana de Carvalho Uhdre: 

The challenge, therefore, is to adapt the existing regulatory 
framework, which was designed for certain known forms of 
engaging in reproachable conduct - and for that reason became the 
object of regulation - to these new tools that facilitate the same 
noncompliant conduct. And, in this search to readapt the existing 
system to these new forms of socioeconomic transactions, certain 
challenges and peculiarities may be faced. The potential fluidity of 
functionalities exercised by tokens, for example, may often hinder 
the framing of operations within the currently established legal 
structure.44 
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In addition, José Luiz de Moura Faleiros Júnior notes that the 
cryptoeconomy, by reconfiguring market dynamics and the modes of 
operationalizing digital assets, requires a consistent legal response 
adjusted to its specificities, imposing a rigorous analysis of the civil 
liability of agents and giving primacy to preventive mechanisms capable 
of mitigating the risks inherent in cryptoasset transactions, fostering 
stricter security practices, and increasing transparency in transactions.45 

A. Fragmentation of the Poles of Liability 

Barbosa systematizes the problem of contractual imputation in 
blockchain environments around three axes: “to whom liability should be 
imputed when several nodes are involved”; “to what extent the distributed 
ledger can be held liable for users’ unlawful activities”; and “to what 
extent liability for harms generated by software agents may be imputed to 
a subject”.46 From this framework, one may infer that, once the 
commercial nature of the underlying legal relationship is recognized, civil 
liability must be conceived under the logic of solidarity, as a response to 
the distributive complexity of functions and the plurality of agents 
involved.47 

Fragmentation assumes a particularly acute dimension when 
decentralized autonomous organizations (DAOs), which govern many 
DeFi protocols, are considered. As Barbosa records, DAOs are “online 
digital entities that act by implementing pre-coded rules,” and are 
frequently used to execute smart contracts and record activity on the 
blockchain.48 Because they act autonomously, one asks whether liability 
may be imputed to the creator of the DAO; some argue that it should be 
attributed to the entity itself, which would require granting it legal 
personality,49 a path not yet taken by Brazilian law. The fundamental 
objection is that, in the absence of legal personality of the DAO, harms 
generated by its governance decisions (such as changing liquidation 
parameters in a way that results in losses) remain without a clearly 

 
(Almedina 2021), at 245-246. 

45 José Luiz de Moura Faleiros Júnior, Responsabilidade civil e criptoeconomia: a 
atuação das corretoras (exchanges) e sua responsabilização por ilícitos cibernéticos, 
13(37) Revista Fórum de Direito Civil 11 (Sept./Dec. 2024), at 18. 

46 Mafalda Miranda Barbosa, Blockchain e responsabilidade civil: inquietações em 
torno de uma realidade nova, 1 Revista de Direito da Responsabilidade 206 (2019), at 
219. 

47 Mafalda Miranda Barbosa, Blockchain e responsabilidade civil: inquietações em 
torno de uma realidade nova, 1 Revista de Direito da Responsabilidade 206 (2019), at 
215-224. 

48 Mafalda Miranda Barbosa, Blockchain e responsabilidade civil: inquietações em 
torno de uma realidade nova, 1 Revista de Direito da Responsabilidade 206 (2019), at 
220. 

49 Aaron Wright, The Rise of Decentralized Autonomous Organizations: 
Opportunities and Challenges, 4(2) Stanford Journal of Blockchain Law & Policy 
(2020), at 166-172. 



188 BRAZILIAN JOURNAL OF LAW, TECHNOLOGY AND INNOVATION [Vol. 4:1 

 

imputable passive subject.50 

B. Causal Nexus and Distributed Causation 

The causal nexus, as a structural element of civil liability, acquires 
particularly controversial contours in the context of the tokenized 
economy, insofar as the production of harm tends to emerge from 
polycentric technical-organizational arrangements marked by 
automation, functional interdependence, and decision-making dispersion. 
This is precisely the problem captured by the expression distributed 
liability of distributed ledgers, proposed by Zetzsche, Buckley, and Arner, 
in showing that, in distributed architectures, the very attribution of 
liability tends to “distribute” itself, without the legal order immediately 
offering sufficiently stable normative criteria to impute harmful 
consequences to determined subjects.51 

This subsection maintains that causation in transactions involving 
stablecoins applied to sectoral financing of the real economy does not fit 
adequately within any traditional causal theory, requiring interpretive 
reconstruction grounded in the notion of spheres of risk. 

As Barbosa observes, “in the context of causation grounding liability, 
it is important to integrate a dimension of Zurechnungszusammenhang” 
(imputation nexus) that goes beyond mere conditionality.52 In transactions 
with stablecoins, the very normality of operations is an unknown, given 
the novelty of the arrangements and the absence of historical series that 
would allow patterns to be assessed. There is no sufficient empirical basis 
to state that an oracle failure is an “adequate” cause of improper 
liquidation, because the normality pattern of such operations has not yet 
stabilized. 

The theory of the scope of protection of the violated norm, inspired 
by German law, offers a more promising path by shifting the inquiry to 
the protective purpose of the norm and to the sphere of risk assumed by 
the agent. Mafalda Miranda Barbosa’s contribution is decisive on this 
point. She argues: 

Thus, from the outset, we may state that the foundational vein of 
objective imputation cannot fail to be found in a sphere of risk that 
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is assumed. It is not enough to contemplate the sphere of risk 
assumed by the agent in an atomistic way, uprooted from the 
anthropological-social and worldly fabric in which the agent is 
inserted. In other words, and relating this to what is pertinently 
accepted in defining legally relevant conduct, it should be stressed 
here that, because the reference of meaning from which we depart is 
the human person, marked by the dialectical encounter between the 
I, as a component of individuality, and the you, as an enhancer of the 
full development of personality, it must be compared with the sphere 
of risk headed by the injured party, by the third parties that 
terrestrially compose the horizon of that party’s action, and also with 
the general sphere of risk of life. Nor is it alien to this fact that the 
entire problem is animated by the primary teleology of tort liability, 
that is, by the eminently reparatory purpose of the institute. The 
person, by acting, because he or she is free, assumes a role 
responsibility and must, in the encounter with the other, comply with 
a series of duties of care. Two hypotheses are therefore theoretically 
viable: either the person acts invested with a special role/function or 
is integrated into a concretely defined community of danger, and in 
this case the sphere of risk capable of grounding the imputational 
judgment is a priori drawn; or the sphere of risk/responsibility 
embraced is not sufficiently defined to guarantee the correctness of 
that judgment.53 

Applied to transactions with stablecoins, this doctrinal construction 
makes it possible to distribute imputation according to the spheres of risk 
headed by each agent. The issuer of the stablecoin heads the sphere of risk 
relating to the maintenance of parity; the smart contract developer heads 
the sphere of risk relating to the correctness of the code; the oracle 
provider heads the sphere of risk relating to data reliability; and the DeFi 
protocol operator heads the sphere of risk relating to system governance. 

From this perspective, the developer will answer whenever, 
intentionally or through breach of duties of care inherent in legal traffic, 
it makes available to blockchain users or to third parties the means by 
which they come to injure the rights of others.54 Consequently, the 
analysis of the conflict between spheres of risk is the most appropriate 
hermeneutic resource for delimiting and distributing liability in 
transactions marked by distributed causation.55 

 
53 Mafalda Miranda Barbosa, Blockchain e responsabilidade civil: inquietações em 

torno de uma realidade nova, 1 Revista de Direito da Responsabilidade 206 (2019), at 
40. 

54 Mafalda Miranda Barbosa, Blockchain e responsabilidade civil: inquietações em 
torno de uma realidade nova, 1 Revista de Direito da Responsabilidade 206 (2019), at 
242. 

55 Dirk A. Zetzsche, Ross P. Buckley & Douglas W. Arner, The Distributed Liability 
of Distributed Ledgers: Legal Risks of Blockchain, 2018(4) University of Illinois Law 
Review 1361 (2018). 



190 BRAZILIAN JOURNAL OF LAW, TECHNOLOGY AND INNOVATION [Vol. 4:1 

 

C. Information Asymmetry, Duties of Accountability, and Their Limits 

In transactions with stablecoins in agribusiness, information 
asymmetry constitutes one of the most serious sources of potential harms 
and, at the same time, one of the strongest foundations for constructing 
duties of imputation.56 On one side, stablecoin issuers possess privileged 
information about the composition of their reserves, the solidity of their 
stabilization mechanisms, and liquidity risks. On the other, DeFi protocol 
developers master the source code and know its vulnerabilities. The rural 
producer or retail investor who participates in the tokenized financing 
operation generally lacks the technical capacity to assess any of these 
risks. 

This asymmetry is not a mere contingent inconvenience; it is 
structural and arises from the very architecture of the system. Unlike the 
traditional capital market, in which disclosure obligations and fiduciary 
duties are imposed on registered intermediaries, DeFi operations are 
governed, to a large extent, by the maxim “code is law.” Trust is shifted 
from the human intermediary to the code, but the code is not accessible to 
the understanding of the average user.57 As Faleiros Júnior points out, “the 
disruptive effects of blockchain technology have the capacity to generate 
important repercussions in matters of civil liability, opening room for 
rereadings of its assumptions and functions”.58 

The concept of accountability acquires, in this context, singular 
normative relevance. Comandé defines accountability as the obligation of 
those who make decisions and choices to justify them before those who 
suffer the effects of those choices and, eventually, to answer in the 
appropriate instances for their failures.59 Faleiros Júnior proposes an 
analytical distinction among the terms responsibility, accountability, and 
liability, whose semantic differentiation, clearer in English, proves 
particularly useful for properly understanding diverse dimensions of the 
legal phenomenon of responsabilization.60 

Within this framework, responsibility refers to the broad duty to 
answer for conduct, functions, or obligations; accountability refers, in a 
more specific sense, to the duty of rendering accounts and of justification 
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before control instances; and liability designates legal subjection to the 
repair of harms or to the imposition of legal consequences arising from 
the breach of duties.61 

Transposed to the stablecoin context, accountability imposes on 
issuers, developers, and protocol operators the duty to render accounts 
regarding the risks of their activities, regardless of the existence of a direct 
contractual link with the victim. The thesis sustained is that breach of the 
duty of accountability constitutes, by itself, an autonomous basis for civil 
liability, distinct from fault in the classical subjective sense. It is not 
necessary that the agent acted negligently, recklessly, or incompetently in 
relation to the specific harmful result; it is enough that the agent breached 
the duty to provide adequate accounts of the risks of its activity, thereby 
creating an information asymmetry that contributed to the victim’s 
exposure to harm. 

The principal objection to this construction lies in the risk of unduly 
expanding civil liability. Indeed, if the mere breach of duties of 
transparency is elevated, by itself, to a sufficient basis for imputation, it 
opens space for holding peripheral agents in the chain liable for harms 
whose causal production resulted from the conduct of third parties. 

The solution lies in calibrating accountability according to the agent’s 
position in the value chain: the duty to render accounts is more intense for 
those who exercise greater control over the source of risk and possess a 
higher level of information. Thus, the stablecoin issuer has a maximum 
duty of accountability regarding the composition of reserves; the smart 
contract developer has a qualified duty regarding the security of the code; 
and the validating node has a residual duty regarding the integrity of 
processed transactions.62 

D. The Insufficiency of Individual Fault and the  
Problem of Diffuse Authorship 

The final axis in the analysis of imputation gaps concerns the 
inadequacy of the individual fault paradigm as a basis for liability in 
tokenized transactions. The classical model of subjective liability (article 
186 of the Civil Code) presupposes that harm results from the voluntary 
act or omission, negligence, or imprudence of an identified agent. In 
transactions with stablecoins, however, harm frequently results from 
collective decisions mediated by decentralized governance mechanisms, 
in which no individual participant has determining power over the 
outcome.63 
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Strict liability based on the risk of the activity (article 927, sole 
paragraph, of the Civil Code) offers a more adequate foundation by 
dispensing with proof of fault and concentrating the inquiry on the activity 
performed and the risk inherent to it. The difficulty, however, is to 
determine who performs the “activity” when it is distributed among 
multiple agents, none of whom acts alone. The interpretation proposed 
here is functional: the activity of risk is performed by whoever holds 
decision-making or technological control over the system’s operating 
parameters that produced the harm. 

In an agribusiness financing transaction through stablecoins, for 
example, the issuer (by maintaining the stabilization infrastructure), the 
developer (by defining the logic of the smart contract), and holders of 
governance tokens with relevant decision-making participation (by 
parameterizing liquidation criteria) perform activities of risk. The other 
agents may be called to answer subsidiarily, according to the layered 
model proposed in section VII.64 

 
IV. SYSTEMIC RISKS AND CIVIL LIABILITY 

A. Interoperability, Contagion, and Causal Amplification 

The interoperability of DeFi, celebrated as a competitive advantage, 
is transformed, from the perspective of civil liability, into a factor that 
amplifies harm and disperses causation. When a decentralized lending 
protocol automatically redirects collateral to another protocol, which in 
turn uses stablecoins as collateral in a third transaction, the causal chain 
becomes opaque and multifactorial. Each link in the chain constitutes, 
simultaneously, a necessary condition of the harmful result and an agent 
with its own sphere of risk. 

Bonnet maintains that concentration in the cryptoasset market 
increases the vulnerability of the system because an information-
technology attack directed at a few relevant intermediaries may affect, in 
cascade, the issuance, custody, and trading of assets.65 From this 
perspective, the greater the concentration, the lower the risk-dispersion 
capacity that characterizes the logic of decentralization, producing failure 
points that become priority targets. In addition, in networks based on 
proof of work, the concentration of computational capacity in a few agents 
tends to facilitate attacks and interruptions, because it reduces the number 
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of actors capable of influencing the operation of the network. 
The implication for civil liability is objective at the normative level: 

agents occupying concentrated positions, such as stablecoin issuers with 
high market share or platforms that concentrate the liquidity of tokenized 
transactions, must observe more rigorous duties of governance and 
security, with measures proportional to the risk produced by their 
centrality.66 

B. The Preventive and Precautionary Function of Civil Liability 

Doctrine has emphasized that the rise of risk-management models 
shifts the functional axis of civil liability, reordering it toward ex ante 
vectors of prevention and precaution rather than a predominantly 
retrospective reconstruction of fault. In this sense, José Luiz de Moura 
Faleiros Júnior observes that: 

Risk management “in real time” therefore implies considering 
benefits and risks. These risks, although not entirely foreseeable, 
come to be structured around the preventive and precautionary 
functions of civil liability, altering the core of the investigation into 
a possible failure, even regarding the consented use of personal data 
widely disclosed in financial, payment, and cryptoasset investment-
portfolio management structures.67 

Due diligence, within this framework, ceases to be a mere corporate-
governance recommendation and becomes a legal duty of diligence, 
whose qualified breach should operate as an imputation criterion, 
especially when the activity increases uncontrollable risks, produces 
relevant information asymmetries, and induces public trust through signs 
of security and compliance. 

This reconfiguration allows the construction, by functional analogy, 
of a liability regime for stablecoin issuers and DeFi protocol operators 
that intermediate agribusiness financing transactions. Just as the 
contractual and extra-contractual civil liability of rating agencies for 
harms resulting from defective evaluations is discussed in the traditional 
financial market, in the terms developed by Frada68 and Dotta Neto,69 here 
too one identifies an informational and technological gatekeeper role, 
capable of influencing decisions and amplifying negative externalities. 
The economic and technical centrality of these agents, combined with 
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their ability to modulate risks, reinforces the dogmatic adequacy of an 
effective liability regime calibrated by the foreseeability of harm, the 
controllability of risk, and the degree of trust induced in users and 
investors. 

Faleiros Júnior is explicit in stating that: 

much more than punishing the agent directly involved in 
sophisticated transactions involving the blockchain network, it is 
important to delimit the liability regime of the legal entities involved 
in this dynamic, notably exchanges, which closely resemble rating 
agencies and application providers.70 

Thus, if civil liability begins to incorporate preventive and 
precautionary functions with greater density, the normative focus falls on 
structural duties of risk governance, and not merely on the individual 
conduct of the final user. For stablecoin issuers and DeFi operators, this 
implies recognizing the breach of due diligence as an organizational 
failure (institutional fault) or, as the case may be, as a factor objectifying 
the duty to repair, especially when the activity presents itself as safe, 
stable, and audited but lacks controls proportional to the risk assumed. In 
this line, imputation must be constructed from verifiable standards of 
diligence, transparency, and continuous monitoring, compatible with the 
complexity of the ecosystem and with the protection of trust in tokenized 
transactions. 

V. INTERNATIONAL EXPERIENCES AND  
COMPARATIVE REGULATORY FRAMEWORKS 

A. European Union: The MiCA Regulation and Issuer Liability 

The Markets in Crypto-Assets Regulation (MiCA - Regulation (EU) 
2023/1114), approved by the European Parliament in 2023, constitutes 
the first initiative for systemic and comprehensive regulation of 
cryptoassets at the supranational level. With respect to stablecoins, MiCA 
establishes a normative distinction between asset-referenced tokens 
(ARTs) and e-money tokens (EMTs), imposing on both categories 
requirements of prior authorization, adequacy of reserves, corporate 
governance, and issuer liability. Of special relevance are the attribution 
of responsibility to the issuer for the maintenance and composition of 
reserves, the guarantee of the right of redemption under predefined 
conditions, and the duties of adequate disclosure of information to 
holders, operationalized through a mandatory white paper, periodic 
reserve auditing, and institutionalized complaint-management 
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mechanisms.71 
The European model, however, presents relevant limitations for the 

problem investigated in this study. MiCA was designed for centralized 
stablecoins issued by identifiable entities domiciled in European 
jurisdictions, such that algorithmic stablecoins and decentralized-finance 
(DeFi) protocols operating without a responsible legal person remain, to 
a large extent, outside its regulatory perimeter. Nor does the regulation 
discipline the tokenization of agribusiness assets or the use of stablecoins 
as settlement instruments in sectoral financing transactions. As Bonnet 
observes, “the main functionalities of decentralized finance are, to date, 
not addressed by the European legislator,” a gap that the French Autorité 
des marchés financiers (AMF) itself recognized when launching a public 
consultation on DeFi in June 2023.72 

The relevance of MiCA for this study nevertheless lies in the 
affirmation of a structuring principle: stablecoin issuers must be subject 
to duties of governance, transparency, and liability analogous to those 
applicable to traditional financial institutions. 

B. United States: Fragmented Approach and  
Lessons from Ex Post Enforcement 

In the United States, stablecoin regulation remains fragmented among 
multiple agencies (SEC, CFTC, OCC, FinCEN), without unified federal 
legislation. The American approach has focused on ex post enforcement 
actions, especially the judicial and administrative actions brought against 
Do Kwon and Terraform Labs after the collapse of TerraUSD, which 
resulted in a securities-fraud conviction.73 The lesson drawn from this 
experience demonstrates that, when there is an identifiable issuer, 
traditional liability instruments, including the equation of stablecoins with 
securities, may be effectively mobilized. It also proves that an exclusively 
repressive approach, without preventive regulation, does not prevent the 
occurrence of systemic-scale harms, limiting itself to sanctioning the 
wrongdoer after losses have materialized.74 

It was in this context that the United States Congress promoted the 
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approval of the Guiding and Establishing National Innovation for U.S. 
Stablecoins Act (GENIUS Act, Pub. L. No. 119-27), enacted on July 18, 
2025, which inaugurated the first unified federal regime for payment 
stablecoins in the United States, establishing a tripartite structure of 
issuance authorization, requiring full reserves in highly liquid assets at a 
1:1 ratio, prohibiting rehypothecation of reserves, and establishing 
monthly independent-audit obligations - measures that respond directly to 
the transparency and reserve-adequacy failures identified as primary 
vectors of systemic instability.75 

C. Brazil: Law No. 14,478/2022 and Its Dogmatic Insufficiencies 

The insufficiency is at once normative and dogmatic. It is normative 
because the statute refers matters to infralegal regulation without defining 
minimum parameters of liability, a gap that the Cryptoassets Legal 
Framework (Law No. 14,478/2022) did not fully fill, relegating to the 
triad of resolutions issued by the Central Bank in November 2025 (BCB 
Resolutions Nos. 519, 520, and 521/2025, effective as of February 2, 
2026) the task of filling structural aspects of the regime, such as the 
authorization requirements for Virtual Asset Service Provider Companies 
(SPSAVs), patrimonial segregation, and the specific obligations 
applicable to stablecoins referenced to fiat currency. It is dogmatic 
because the general instruments of civil liability (articles 186, 187, 927, 
and the sole paragraph of article 927 of the Civil Code) were not designed 
to deal with the fragmentation of agents, automaticity of execution, and 
distributed causation that characterize stablecoin transactions. As Uhdre 
observes, “the potential fluidity of functionalities exercised by tokens may 
hinder the framing of operations within the currently established legal 
structure”.76 

Moreover, the legal classification of tokens representing agribusiness 
receivables remains uncertain, and the current regulatory framework does 
not resolve it satisfactorily. CVM Guidance Opinion No. 40/2022 
establishes a tripartite functional taxonomy - payment tokens, utility 
tokens, and asset-referenced tokens - and adopts the principle of 
technological neutrality, according to which the use of cryptography or 
distributed ledger technology is irrelevant for classifying an asset as a 
security; what is decisive is whether the instrument constitutes a collective 
investment contract under article 2, item IX, of Law No. 6,385/1976. 

Within this framework, tokenized Agribusiness Receivables 
Certificates (CRA) are necessarily securities by force of Law 
No. 14,430/2022, whereas tokenized Rural Product Notes (CPR) may or 
may not be so classified, depending on the presence of the criteria 
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consolidated by the CVM’s administrative case law. BCB Resolution 
No. 520/2025, in turn, imposes specific requirements for stablecoins 
referenced to fiat currency, including backing assessment, audited 
financial statements of the issuer, and risk classification, and expressly 
prohibits algorithmic stablecoins whose reserves are controlled only by 
algorithms, approaching, in this respect, the preventive approach of the 
European regulator under MiCA and of the American GENIUS Act. 

A regulatory zone of indeterminacy with relevant consequences 
nevertheless remains: if the tokens are equated with securities, the 
competence of the CVM and the capital-market liability regime apply; if 
they are understood as generic financial instruments, competence falls to 
the Central Bank; if they are qualified as sui generis virtual assets, a 
residual regime applies that is structurally insufficient to protect investors. 
The overlap of competences between the CVM and the BCB, whose 
regulatory frameworks operate with partially distinct logics over the same 
set of instruments, reproduces domestically the jurisdictional 
fragmentation that international literature identifies as a primary vector of 
systemic risk in cryptoasset markets.77 

 
VI. TOWARD AN IMPUTATION MODEL  

ADEQUATE TO THE TOKENIZED ECONOMY 
 
The analysis undertaken in the preceding sections evidences that the 

imputation gaps identified do not arise merely from legislative absence, 
but from structural incompatibility between the dogmatic assumptions of 
classical civil liability and the architecture of stablecoin transactions in 
the tokenized economy. The construction of an adequate imputation 
model therefore requires the reformulation of legal categories, not merely 
the enactment of new rules.78 

The central thesis concluded is that only the conjunction of three 
interpretive pillars - layered proportional liability, duties of governance 
and due diligence, and accountability as an autonomous imputation 
criterion - is capable of providing a dogmatically satisfactory response to 
the gaps identified. The articulation of these pillars is proposed below. 

A. Layered Proportional Liability 

The first pillar of the proposed model consists of adopting a regime of 
layered proportional civil liability, by which the obligation to repair harm 
is distributed among the agents that make up the tokenized value chain 
according to the degree of control effectively exercised over the source 
generating the risk and the level of qualified information they possess. 
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This regime is structurally distinct both from unrestricted joint and several 
liability - a mechanism that, by disregarding each agent’s functional 
position in the chain, would disproportionately burden those located at its 
periphery - and from exclusively individual liability, which is insufficient 
to adequately protect victims when the principal agent is unidentifiable, 
located in an inaccessible jurisdiction, or insolvent.79 It is therefore a 
distributive architecture that combines allocative efficiency and 
protection of the injured party, avoiding both the socialization of risk and 
a reparatory vacuum. 

The layering criterion operates at three functionally distinct levels, 
structured according to the intensity of the relationship between the agent 
and the sphere of risk from which the harms may emanate. At the first 
level are agents endowed with the greatest capacity for control and 
privileged information about the underlying infrastructure: stablecoin 
issuers and smart contract developers, the operational cores of the 
tokenized ecosystem. 

These agents should be subject to strict liability grounded in the full 
risk of the activity performed, pursuant to article 927, sole paragraph, of 
the Civil Code. The attribution of strict liability to such agents finds 
precise dogmatic justification in the theory of spheres of risk: by creating 
and maintaining the technological infrastructure that enables the entire 
operation, these agents deliberately establish the danger zone from which 
harms may emerge, becoming the primary holders of the reparatory 
obligation regardless of fault.80 The underlying logic is that whoever 
obtains the benefits of a risky activity must bear the costs resulting from 
its materialization. 

At the second level are DeFi protocol operators, oracle providers, and 
smart contract auditors - agents who, without leading the creation of the 
infrastructure, possess in-depth technical knowledge of its operation and 
of the systemic vulnerabilities inherent in it. They should be subject to 
qualified subjective liability, with reversal of the burden of proof against 
the defendant.81 The presumption of fault is justified by the structural 
informational asymmetry that characterizes relationships in this segment: 
such agents are in an epistemically privileged position to identify failures, 
anticipate risks, and adopt preventive measures, such that they must 
demonstrate the adoption of all reasonably required measures of 
technological due diligence. 

As Barbosa observes, within centralized ledgers there is an 
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identifiable validating entity to which liability for third-party interference 
may be imputed; in decentralized blockchain architectures, such 
imputation does not operate clearly, making it necessary to verify in 
concreto whether the agent breached a legally relevant duty.82 The 
reversal of the burden of proof functions, in this context, as a technical-
procedural instrument for mitigating evidentiary uncertainty, allocating to 
the technically qualified agent - and therefore the party better positioned 
to produce evidence of its diligence - the burden of demonstrating that its 
conduct complied with applicable standards of care. 

At the third and final level are residual intermediaries: exchanges that 
list tokens, access platforms to the ecosystem, and auxiliary service 
providers. They should be subject to subsidiary liability, conditioned on 
demonstrating that their omissive conduct, reflected in noncompliance 
with duties of verification, monitoring, or information, causally 
contributed to the production of the harm, in close functional analogy with 
the civil-liability regime of internet application providers, as disciplined 
by the Brazilian Internet Civil Framework (Law No. 12,965/2014), which 
subordinates the provider’s liability to prior notification and subsequent 
inertia in removing harmful content. 

The parallel extends to the doctrinal treatment already afforded to 
cryptoasset exchanges, in which the imposition of compliance and 
information duties is recognized, the breach of which may give rise to the 
indirect liability of the intermediary.83 Subsidiarity here does not imply 
immunity, but rather a gradation of the reparatory obligation compatible 
with the peripheral position of these agents in the value chain and with 
the degree to which their causal contribution to the harmful event can be 
determined. As Faleiros Júnior observes, exchanges that act as 
intermediaries in the custody and trading of cryptoassets “assume 
responsibility for hosting the systems” through which the operations are 
performed, in a position functionally analogous to that of application 
providers.84 

B. Duties of Governance and Due Diligence 

The second pillar of the proposed model consists of imposing specific 
duties of governance and due diligence on qualified participants in the 
tokenized value chain. Breach of these duties, independently of proof of 
fault in the classical subjective sense, should ground the imputation of 
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liability. Due diligence, as defined by Faleiros Júnior, consists of an audit 
carried out with the objective of preventing liabilities and optimizing 
business management.85 In the context of agribusiness tokenization, this 
due diligence is not limited to traditional financial analysis but 
encompasses verification of the technological robustness of the stablecoin 
used, the adequacy of the smart contract to the specificities of the 
agricultural operation, and assessment of depeg risks.86 

The practical consequence of breach of these duties is the 
configuration of a presumption of causation in favor of the victim: once it 
is shown that the agent breached a specific duty of governance and that 
the harm relates to the sphere of risk covered by that duty, causation is 
presumed, leaving the agent to demonstrate the absence of nexus.87 

C. Accountability as an Autonomous Imputation Criterion 

The third pillar of the model - the duty of accountability as an 
autonomous imputation criterion - complements the previous two and 
gives the set its most relevant dimension. Accountability operates as a 
basis for liability when, although it is not possible to demonstrate a direct 
causal nexus between the agent’s conduct and the harm, it is proven that 
the agent held a position of influence over the value chain and breached 
duties of rendering accounts, transparency, or governance. It is therefore 
liability based on the position occupied in the chain of risk, and not on the 
individual action considered in isolation. 

The theoretical foundation of this pillar rests on the distinction 
between liability and accountability developed by Comandé in the context 
of artificial intelligence: while liability presupposes a causal nexus 
between conduct and harm, accountability is grounded in the position of 
decision-making power and in the obligation to justify choices before 
those affected.88 Faleiros Júnior transposes this distinction to the 
cryptoeconomy, identifying accountability as an autonomous vector of 
corporate governance in data-rich markets, one that imposes transparency 
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and rendering of accounts as duties detached from proof of fault.89 
In the proposed model, accountability operates on two planes. On the 

ex ante plane, it imposes duties of proactive transparency: the stablecoin 
issuer must regularly disclose the composition of its reserves; the smart 
contract developer must provide understandable technical documentation; 
and the DeFi protocol operator must make public the governance 
parameters and liquidation criteria. On the ex post plane, accountability 
imposes a duty to respond: once harm occurs, the agent that occupied a 
position of influence in the value chain must render accounts of the 
measures adopted to prevent the result, the information it had available, 
and the reasons for its decisions. 

Any breach of this duty to respond constitutes, by itself, a basis for 
imputing liability, independently of proof of fault or direct causal nexus. 
The most relevant objection to this pillar is that it would represent an 
unjustified expansion of civil liability, subverting the principle that the 
obligation to repair requires at least a causal nexus between conduct and 
harm. 

The response is twofold. First, the duty of accountability does not 
dispense with the existence of harm; it merely relaxes the requirement of 
direct causal nexus, replacing it with the demonstration of a position of 
influence and breach of the duty to render accounts. Second, this 
relaxation is justified by the structurally opaque nature of the tokenized 
economy, in which requiring direct causal nexus is, in practice, equivalent 
to denying justice to the victim. Accountability does not replace causation 
as a requirement of civil liability; it complements it, operating as an 
auxiliary criterion when direct causation is indemonstrable for structural 
reasons, and not because there is no material relationship between the 
conduct and the harm. 

D. Articulation of the Pillars, Objections, and Limits of the Model 

The three proposed pillars do not operate in isolation, but in dynamic 
articulation. Layered proportional liability defines who answers and to 
what extent; the duties of governance and due diligence define why the 
agent answers (the basis of imputation); and accountability defines when 
the agent answers even in the absence of a demonstrated direct causal 
nexus. The articulation of the three pillars allows, in theory, the resolution 
of the imputation gaps identified in the preceding sections: fragmentation 
is addressed by layering;90 distributed causation is addressed by 
governance duties (which create a presumption of causation); and 
information asymmetry is addressed by accountability. 
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The model, however, presents limits that must be made explicit. First, 
it depends on at least some agents in the chain being identifiable, a 
condition that may not exist in genuinely decentralized DeFi protocols, in 
which all participants operate under pseudonyms on public networks 
without centralized governance. In that hypothesis, the proposed model 
attenuates the imputation gap but does not eliminate it. Second, 
application of the model presupposes a jurisdictional and regulatory 
apparatus capable of dealing with the transnationality of the transactions, 
which requires international cooperation and mechanisms for recognizing 
foreign decisions that remain incipient within the tokenized economy.91 
Third, the effectiveness of the model depends on the victim’s ability to 
access the justice system and to bear the costs of litigating technically 
complex claims, a challenge that especially affects small rural producers. 

CONCLUSION 

The investigation carried out in this study demonstrated that the use 
of stablecoins as financing instruments, especially in Brazilian 
agribusiness, produces civil-liability imputation gaps that do not find an 
adequate response in traditional dogmatic assumptions. The initial 
hypothesis was confirmed: the operational decentralization promoted by 
stablecoins generates structural fragmentation of the poles of liability, 
with harmful effects on investors, rural producers, and the stability of 
sectoral markets.92 

The proposed model does not purport to exhaust the matter, but to 
offer an interpretive framework capable of guiding the application of law 
and the construction of future regulatory frameworks. Its limits were 
made explicit: dependence on the minimum identifiability of agents, the 
need for international jurisdictional cooperation, and access-to-justice 
challenges for vulnerable victims. The tokenization of agribusiness is an 
irreversible phenomenon, with potential to broaden access to credit and 
reduce intermediation costs; its sustainable viability, however, depends 
on the construction of a protective legal framework that reconciles 
technological innovation with legal certainty.93 
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Civil liability, as a living legal institute in permanent reconstruction, 
has adaptive capacity to confront the challenges of the tokenized 
economy. The condition for doing so is that doctrine and case law accept 
the need for specific normative criteria, without losing sight of the ethical 
and functional foundations that justify the duty to repair: corrective 
justice, the equitable distribution of risks, and the protection of the 
vulnerable in the economic chain. 

The three pillars proposed in this study constitute a contribution in 
that direction, with the expectation that doctrinal debate will refine them, 
test them, and eventually incorporate them into judicial practice.94 

The ultimate conclusion of this study is that civil liability possesses, 
in its foundations, the dogmatic resources necessary to confront the 
challenges of the tokenized economy. The notion of sphere of risk, duties 
of care in legal traffic, the theory of activity risk, and the construction of 
duties of accountability offer a theoretical basis for the interpretive 
reconstruction of the assumptions of imputation. What is required is the 
willingness to accept that causation may be distributed without being 
indemonstrable, that fault may be collective without being anonymous, 
and that liability may be proportional without being ineffective. 

In that spirit, the three pillars proposed here constitute a first step - 
necessarily provisional and subject to revision - in constructing a 
dogmatic framework commensurate with the complexity that the 
tokenized economy presents to law. 
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